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Preface

Lightweight Directory Access Protocol (LDAP) is a fast growing technology for
accessing common directory information. LDAP has been embraced and
implemented in most network-oriented middleware. As an open, vendor-neutral
standard, LDAP provides an extendable architecture for centralized storage and
management of information that needs to be available for today’s distributed
systems and services.

After a fast start, it can be assumed that LDAP has become the de facto access
method for directory information, much the same as the Domain Name System
(DNS) is used for IP address look-up on almost any system on an intranet and on
the Internet. LDAP is currently supported in most network operating systems,
groupware and even shrink-wrapped network applications.

This book was written for those readers who need to understand the basic
principles and concepts of LDAP. Some background knowledge about
heterogeneous, distributed systems is assumed and highly beneficial when
reading this book. This book is not meant to be an LDAP implementation guide,
nor does it contain product-related or vendor-specific information other than as
used in examples.
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Part 1

Directories and LDAP

In this part we introduce directories and LDAP. Specifically, we provide an
introduction to LDAP, cover LDAP concepts and architecture, and provide some
information on how to plan for a directory deployment in your environment.
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Introduction to LDAP

Today people and businesses rely on networked computer systems to support
distributed applications. These distributed applications might interact with
computers on the same local area network, within a corporate intranet, within
extranets linking up partners and suppliers, or anywhere on the worldwide
Internet. To improve functionality and ease-of-use, and to enable cost-effective
administration of distributed applications, information about the services,
resources, users, and other objects accessible from the applications needs to be
organized in a clear and consistent manner. Much of this information can be
shared among many applications, but it must also be protected in order to
prevent unauthorized modification or the disclosure of private information.

Information describing the various users, applications, files, printers, and other
resources accessible from a network is often collected into a special database
that is sometimes called a directory. As the number of different networks and
applications has grown, the number of specialized directories of information has
also grown, resulting in islands of information that are difficult to share and
manage. If all of this information could be maintained and accessed in a
consistent and controlled manner, it would provide a focal point for integrating a
distributed environment into a consistent and seamless system.

The Lightweight Directory Access Protocol (LDAP) is an open industry standard
that has evolved to meet these needs. LDAP defines a standard method for
accessing and updating information in a directory. LDAP has gained wide
acceptance as the directory access method of the Internet and is therefore also
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becoming strategic within corporate intranets. It is being supported by a growing
number of software vendors and is being incorporated into a growing number of
applications. For example, the two most popular Web browsers, Netscape
Navigator/Communicator and Microsoft Internet Explorer, as well as application
middleware, such as the IBM WebSphere Application Server or the IBM HTTP
server, support LDAP functionality as a base feature.

This chapter introduces the fundamentals of directories and the most commonly
used protocol to access directories, the LDAP protocol. You will also learn about
the various components that make up a directory.

Part of the information covered in this chapter and further information on LDAP
directory concepts and implementations can be found in the following
publications:

» Implementation and Practical Use of LDAP on the IBM iSeries™ Server,
SG24-6193

» Using LDAP for Directory Integration, SG24-6163
Another book that contains good information about directory concepts and

architecture is e-Directories Enterprise Software, Solutions, and Services, ISBN
0-201-70039-5.
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1.1 Directories

A directory is a listing of information about objects arranged in some order that
gives details about each object. Common examples are a city telephone
directory and a library card catalog. For a telephone directory, the objects listed
are people; the names are arranged alphabetically, and the details given about
each person are address and telephone number. Books in a library card catalog
are ordered by author or by title, and information such as the ISBN number of the
book and other publication information is given.

In computer terms, a directory is a specialized database, also called a data
repository, that stores typed and ordered information about objects. A particular
directory might list information about printers (the objects) consisting of typed
information such as location (a formatted character string), speed in pages per
minute (numeric), print streams supported (for example PostScript or ASCII), and
SO on.

Directories allow users or applications to find resources that have the
characteristics needed for a particular task. For example, a directory of users can
be used to look up a person's e-mail address or fax number. A directory could be
searched to find a nearby PostScript color printer. Or a directory of application
servers could be searched to find a server that can access customer billing
information.

The terms white pages and yellow pages are sometimes used to describe how a
directory is used. If the name of an object (person, printer) is known, its
characteristics (phone number, pages per minute) can be retrieved. This is
similar to looking up a name in the white pages of a telephone directory. If the
name of a particular individual object is not known, the directory can be searched
for a list of objects that meet a certain requirement. This is like looking up a listing
of hairdressers in the yellow pages of a telephone directory. However, directories
stored on a computer are much more flexible than the yellow pages of a
telephone directory because they can usually be searched by specific criteria,
not just by a predefined set of categories.

1.1.1 Directory versus database

A directory is often described as a database, but it is a specialized database that
has characteristics that set it apart from general-purpose relational databases.
One special characteristic of directories is that they are accessed (read or
searched) much more often than they are updated (written). Hundreds of people
might look up an individual's phone number, or thousands of print clients might
look up the characteristics of a particular printer, but the phone number or printer
characteristics rarely change.
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Because directories must be able to support high volumes of read requests, they
are typically optimized for read access. Write access might be limited to system
administrators or to the owner of each piece of information. A general-purpose
relational database, on the other hand, needs to support applications, such as
airline reservations and banking applications, with relatively high-update
volumes.

Because directories are meant to store relatively static information and are
optimized for that purpose, they are not appropriate for storing information that
changes rapidly. For example, the number of jobs currently in a print queue
probably should not be stored in the directory entry for a printer because that
information would have to be updated frequently to be accurate. Instead, the
directory entry for the printer can contain the network address of a print server.
The print server can be queried to get the current queue length if desired. The
information in the directory (the print server address) is static, whereas the
number of jobs in the print queue is dynamic.

Another difference between directories and general-purpose relational
databases is that most directory implementations still do not support
transactions. However, transactions are supported in LDAP and are limited to
transactions within the LDAP directory, and do not include other transactions (for
example, database operations). Transactions are all-or-nothing operations that
must be completed in total or not at all. For example, when transferring money
from one bank account to another, the money must be debited from one account
and credited to the other account in a single transaction. If only half of this
transaction completes or someone accesses the accounts while the money is in
transit, the accounts will not balance. General-purpose relational databases
usually support such transactions, which complicates their implementation.

Because general-purpose relational databases must support arbitrary
applications such as banking and inventory control, they allow arbitrary
collections of data to be stored. Directories may be limited in the type of data
they allow to be stored (although the architecture does not impose such a
limitation). For example, a directory specialized for customer contact information
might be limited to storing only personal information such as names, addresses,
and phone numbers. If a directory is extensible, it can be configured to store a
variety of types of information making it more useful to a variety of programs.

Another important difference between a directory and a general-purpose
relational database is in the way information can be accessed. Most databases
support a standardized, very powerful access method called Structured Query
Language (SQL). SQL allows complex update and query functions at the cost of
program size and application complexity. Directories, such as an LDAP directory,
on the other hand, use a simplified and optimized access protocol that can be
used in slim and relatively simple applications.
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Because directories are not intended to provide as many functions as
general-purpose relational databases, they can be optimized to economically
provide more applications with rapid access to directory data in large distributed
environments. If your intended use of the directory is to be read, mostly in a
non-transactional environment, both the directory client and directory server can
be simplified and optimized.

A request is typically performed by the directory client, and the process that looks
up information in the directory is called the directory server. In general, servers
provide a specific service to clients. Sometimes a server might become the client
of other servers in order to gather the information necessary to process a
request.

A directory service is only one type of service that might be available in a
client/server environment. Other common examples of services are file services,
mail services, print services, Web page services, and so on. The client and
server processes may or may not be on the same machine. A server is capable
of serving many clients. Some servers can process client requests in parallel.
Other servers queue incoming client requests for serial processing if they are
currently busy processing another client's request.

An API defines the programming interface a particular programming language
uses to access a service. The format and contents of the messages exchanged
between client and server must adhere to an agreed-upon protocol.

1.1.2 LDAP: Protocol or directory

The Lightweight Directory Access Protocol (LDAP) defines a message protocol
used by directory clients and directory servers.The LDAP protocol uses different
messages. For example, a bindRequest may be sent from the client to the LDAP
server at the beginning of a connection. A searchRequest is used to search for a
specific entry in the directory.

There are also associated LDAP APIs for the C language and ways to access
LDAP from within a Java™ application. Additionally, within the Microsoft
development environment, you can access LDAP directories through its Active
Directory Service Interface (ADSI) In general with LDAP, the client is not
dependent upon a particular implementation of the server, and the server can
implement the directory however it chooses.

LDAP is an open industry standard that defines a standard method for accessing
and updating information in a directory. LDAP has gained wide acceptance as
the directory access method of the Internet and is therefore also becoming
strategic within corporate intranets. It is being supported by a growing number of
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software vendors and is being incorporated into a growing number of
applications.

LDAP defines a communication protocol. That is, it defines the transport and
format of messages used by a client to access data in an X.500-like directory.
LDAP does not define the directory service itself. When people talk about the
LDAP directory, that is the information that is stored and can be retrieved by the
LDAP protocol.

All modern LDAP directory servers are based on LDAP Version 3. You can use a
Version 2 client with a Version 3 server. However, you cannot use a Version 3
client with a Version 2 server unless you bind as a Version 2 client and use only
Version 2 APIs.

All LDAP servers share many basic characteristics since they are based on the
industry standard Request for Comments (RFCs). However, due to
implementation differences, they are not all completely compatible with each
other when there is not a standard defined.

1.1.3 Directory clients and servers

8

Directories are usually accessed using the client/server model of communication.
An application that wants to read or write information in a directory does not
access the directory directly. Instead, it calls a function or application
programming interface (API) that causes a message to be sent to another
process. This second process accesses the information in the directory on behalf
of the requesting application via TCP/IP. The default TCP/IP ports are 636 for
secure communications and 389 for unencrypted communications. The results of
the read or write action are then returned to the requesting application, as shown
in Figure 4-1 on page 84.

The request is performed by the directory client, and the process that maintains
and looks up information in the directory is called the directory server. In general,
servers provide a specific service to clients. Sometimes, a server might become
the client of other servers in order to gather the information necessary to process
a request.

The client and server processes may or may not be on the same machine. A
server is capable of serving many clients. Some servers can process client
requests in parallel. Other servers queue incoming client requests for serial
processing if they are currently busy processing another client’s request.

An API defines the programming interface that a particular programming
language uses to access a service. The format and contents of the messages
exchanged between client and server must adhere to an agreed-upon protocol.
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LDAP defines a message protocol used by directory clients and directory
servers. There are also associated LDAP APIs for C and Java languages, and
ways to access the directory from a Java application using Java Naming and
Directory Interface (JNDI). The client is not dependent on a particular
implementation of the server, and the server can implement the directory
however it chooses.

1.1.4 Distributed directories

The terms local, global, centralized, and distributed are often used to describe a
directory. These terms mean different things in different contexts. In this section,
we explain how these terms apply to directories.

In general, local means nearby, and global means that something is spread
across the universe of interest. The universe of interest might be a company, a
country, or the Earth. Local and global are two ends of a continuum. That is,
something may be more or less global or local than something else. Centralized
means that something is in one place, and distributed means that something is in
more than one place. As with local and global, something can be distributed to a
greater or lesser extent.

The information stored in a directory can be simultaneously local and global in
scope. For example, a directory that stores local information might consist of the
names, e-mail addresses and so on of members of a department or workgroup.
A directory that stores global information might store information for an entire
company. Here, the universe of interest is the company.

The clients that access information in the directory can be local or remote. Local
clients may all be located in the same building or on the same LAN. Remote
clients might be distributed across the continent or planet.

The directory itself can be centralized or distributed. If a directory is centralized,
there may be one directory server at one location or a directory server that hosts
data from distributed systems. If the directory is distributed, there are multiple
servers, usually geographically dispersed, that provide access to the directory.

When a directory is distributed, the information stored in the directory can be
partitioned or replicated. When information is partitioned, each directory server
stores a unique and non-overlapping subset of the information. That is, each
directory entry is stored by one and only one server. One of the techniques to
partition the directory is to use LDAP referrals. LDAP referrals enable users to
refer LDAP requests to a different server. When information is replicated, the
same directory entry is stored by more than one server. In a distributed directory,
some information may be partitioned while some may be replicated.
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The three dimensions of a directory (scope of information, location of clients, and
distribution of servers) are independent of each other. For example, clients
scattered across the globe can access a directory containing only information
about a single department, and that directory can be replicated at many directory
servers. Or, clients in a single location can access a directory containing
information about everybody in the world that is stored by a single directory
server.

The scope of information to be stored in a directory is often given as an
application requirement. The distribution of directory servers and the way in
which data is partitioned or replicated often can be controlled to affect the
performance and availability of the directory.

1.2 Advantages of using a directory

10

An application-specific directory stores only the information needed by a
particular application and is not accessible by other applications. Because a
full-function directory service is complex to build, application-specific directories
are typically very limited. They probably store only a specific type of information,
do not have general search capabilities, do not support replication and
partitioning, and probably do not have a full set of administration tools. An
application-specific directory could be as simple as a set of editable text files, or it
could be stored and accessed in an undocumented, proprietary manner.

In such an environment, each application creates and manages its own
application-specific directory, which quickly becomes an administrative
nightmare. The same e-mail address stored by the calendar application might
also be stored by a mail application and by an application that notifies system
operators of equipment problems. Keeping multiple copies of information
up-to-date and synchronized is difficult, especially when different user interfaces
and even different system administrators are involved.

What is needed is a common, application-independent directory. If application
developers could be assured of the existence of a directory service, then
application-specific directories would not be necessary. However, a common
directory must address the problems mentioned above. It must be based on an
open standard that is supported by many vendors on many platforms. It must be
accessible through a standard API. It must be extensible so that it can hold the
types of data needed by arbitrary applications, and it must provide full
functionality without requiring excessive resources on smaller systems. Since
more users and applications will access and depend on the common directory;, it
must also be robust, secure, and scalable.
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When such a directory infrastructure is in place, application developers can
devote their time to developing applications instead of application-specific
directories. In the same way that developers rely on the communications
infrastructure of TCP/IP and remote procedure call (RPC) to free them from
low-level communication issues, they will be able to rely on powerful, full-function
directory services. LDAP is the protocol to be used to access this common
directory infrastructure. Like HTTP (hypertext transfer protocol) and FTP (file
transfer protocol), LDAP has become an indispensable part of the Internet's
protocol suite.

When applications access a standard common directory that is designed in a
proper way, rather than using application-specific directories, redundant and
costly administration can be eliminated, and security risks are more controllable.
For example, the telephone directory, mail, and Web application as shown in
Figure 1-1 can all access the same directory to retrieve an e-mail address or
other information stored in a single directory entry. The advantage is that the data
is kept and maintained in one place. Various applications can use individual
attributes of an entry for different purposes permitting that the they have the
correct authority. New uses for directory information will be realized, and a
synergy will develop as more applications take advantage of the common
directory.

Telephone
Directory
Application

WebSphere
Application
Server B

WebSphere
Application
Server A

e-Mail
Application

HTTP Web

Directory Server

—CN=John
—CN=Wendy

—CN=Wolfgang
sn (surname): Eckert -
telephoneNumber=2022

givenName (Firstname): Wolfgang
uid (UserlD): weckert -

mail (e-mail): wolf@iseries.ibm.com

—CN=Tom

Figure 1-1 Several applications using attributes of the same entry
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Storing data in a directory and sharing it amongst applications saves you time
and money by keeping administration effort and system resources down. Many
IBM applications also utilize directories to centrally store and share information.
The number of applications that support LDAP directories is constantly
increasing. For example, LDAP directory support, such as for authentication and
configuration management, is provided in various IBM operating systems, IBM
WebSphere Application Server, IBM WebSphere Portal Server, IBM Tivoli
Access Manager, IBM Tivoli Directory Server, IBM HTTP server, IBM Lotus®
Domino®, and so forth.

1.3 LDAP history and standards

In the 1970s, the integration of communications and computing technologies led
to the development of new communication technologies. Many of the proprietary
systems that were developed were incompatible with other systems. It became
apparent that standards were needed to allow equipment and systems from
different vendors to interoperate. Two independent major standardizations efforts
developed to define such standards.

1.3.1 OSI and the Internet

12

One standards drive was lead by the CCITT (Comite Consultatif International
Telephonique et Telegraphique, or International Consultative Committee on
Telephony and Telegraphy), and the ISO (International Standards Organization).
The CCITT has since become the ITU-T (International Telecommunications
Union - Telecommunication Standardization Sector). This effort resulted in the
OSI (Open Systems Interconnect) Reference Model (ISO 7498), which defined a
seven-layer model of data communication with physical transport at the lower
layer and application protocols at the upper layers.

The other standards drive grew up around the Internet and developed from
research sponsored by DARPA (the Defense Advanced Research Projects
Agency) in the United States. The Internet Architecture Board (IAB) and its
subsidiary, the Internet Engineering Task Force (IETF), develop standards for
the Internet in the form of documents called Request for Comments (RFCs),
which after being approved, implemented, and used for a period of time,
eventually become standards (STDs). Before a proposal becomes an RFC, it is
called an Internet Draft.

The two standards processes approach standardization from two different
perspectives. The OSI approach started from a clean slate and defined
standards using a formal committee process without requiring implementations.
The Internet uses a less formal engineering approach, where anybody can
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propose and comment on RFCs, and implementations are required to verify
feasibility.

The OSI protocols developed slowly, and because running the full protocol stack,
is resource intensive, they have not been widely deployed, especially in the
desktop and small computer market. In the meantime, TCP/IP and the Internet
were developing rapidly and being put into use. Also, some network vendors
developed proprietary network protocols and products.

1.3.2 X.500 the Directory Server Standard

However, the OSI protocols did address issues important in large distributed
systems that were developing in an ad hoc manner in the desktop and Internet
marketplace. One such important area was directory services. The CCITT
created the X.500 standard in 1988, which became ISO 9594, Data
Communications Network Directory, Recommendations X.500-X.521 in 1990,
though it is still commonly referred to as X.500.

X.500 organizes directory entries in a hierarchal name space capable of
supporting large amounts of information. It also defines powerful search
capabilities to make retrieving information easier. Because of its functionality and
scalability, X.500 is often used together with add-on modules for interoperation
between incompatible directory services.

Note: An excellent online resource on X.500 is the book, Understanding
X.500 - The Directory. While dated (1996), this book, which is now out of print
(but available online) is considered one of the original “gospels” of the
directory world. It describes and defines the X.500 directory model in great
detail. Much of the material is still very much relevant in today’s current family
of LDAP directory servers. It can be found here:

http://www.isi.salford.ac.uk/staff/dwc/X500.htm

X.500 specifies that communication between the directory client and the
directory server uses the directory access protocol (DAP). However, as an
application layer protocol, the DAP requires the entire OSI protocol stack to
operate. Supporting the OSI protocol stack requires more resources than are
available in many small environments. Therefore, an interface to an X.500
directory server using a less resource-intensive or lightweight protocol was
desired.
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1.3.3 Lightweight Access to X.500
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LDAP was developed as a lightweight alternative to DAP. LDAP requires the
lighter weight and more popular TCP/IP protocol stack rather than the OSI
protocol stack. LDAP also simplifies some X.500 operations and omits some
esoteric features.

Two precursors to LDAP appeared as RFCs issued by the IETF, Directory
Assistance Service (RFC 1202) and DIXIE Protocol Specification (RFC 1249).
These were both informational RFCs which were not proposed as standards.
The directory assistance service (DAS) defined a method by which a directory
client could communicate to a proxy on a OSI-capable host which issued X.500
requests on the client’s behalf. DIXIE is similar to DAS, but provides a more
direct translation of the DAP.

The first version of LDAP was defined in X.500 Lightweight Access Protocol
(RFC 1487), which was replaced by Lightweight Directory Access Protocol (RFC
1777). LDAP further refines the ideas and protocols of DAS and DIXIE. It is more
implementation neutral and reduces the complexity of clients to encourage the
deployment of directory-enabled applications. Much of the work on DIXIE and
LDAP was carried out at the University of Michigan, which provides reference
implementations of LDAP and maintains LDAP-related Web pages and mailing
lists.

RFC 1777 defines the LDAP protocol itself. RFC 1777, along with:

» The String Representation of Standard Attribute Syntaxes (RFC 1778)
» A String Representation of Distinguished Names (RFC 1779)

» An LDAP URL Format (RFC 1959)

» A String Representation of LDAP Search Filters (RFC 1960)

Define the original LDAPv2 version of the language.

LDAP Version 2 has reached the status of draft standard in the IETF
standardization process, one step from being a standard. All of today’s directory
server implementations are based on the LDAPv3 specification.

LDAP Version 3 is defined by Lightweight Directory Access Protocol (v3) (RFC
2251). Related RFCs that are new or updated for LDAP Version 3 are:

» Lightweight Directory Access Protocol (v3): Attribute Syntax Definitions (RFC
2252)

» Lightweight Directory Access Protocol (v3): UTF-8 String Representation of
Distinguished Names (RFC 2253)

» The String Representation of LDAP Search Filters (RFC 2254)
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» The LDAP URL Format (RFC 2255)

» A Summary of the X.500(96) User Schema for use with LDAPv3 (RFC 2256)
» Authentication Methods for LDAP (RFC 2829)

» LDAPvV3: Extension for Transport Layer Security (RFC 2830)

» Lightweight Directory Access Protocol (v3): Technical Specification (RFC
3377)

RFC 2251 is a proposed standard, one step below a draft standard. LDAP V3
extended LDAP V2 in the following areas:

» Referrals: A server that does not store the requested data can refer the client
to another server.

» Security: Extensible authentication using Simple Authentication and Security
Layer (SASL) mechanism.

» Internationalization: UTF-8 support for international characters.

» Extensibility: New object types and operations can be dynamically defined
and schema published in a standard manner.

In this book, the term LDAP refers to LDAP Version 3 unless LDAP Version 2 is
specifically stated. Differences between LDAP Version 2 and LDAP Version 3
are noted when necessary.

1.3.4 Beyond LDAPv3

Recently, the push for encapsulating LDAP operations within XML for use within
Web Services has spawned a new language called the Directory Services
Markup Language (DSML). The most recent of the specification is DSMLv2.
DSML is an XML schema for representing directory information, it's a generic
import / export format for directory information. Directory information in DSML
can be shared between DSML-aware applications without exposing the LDAP
protocol.

XML provides an effective way to present and transfer data; Directory services
allow you to share and manage data, and are thus a necessary prerequisite for
conducting online business; DSML is designed to make directory service more
dynamic by employing XML. DSML is an XML schema for working with
directories, it is defined using a Document Content Description (DCD). Thus,
DSML allows XML programmers to access LDAP-enabled directories without
having to write to the LDAP interface or use proprietary directory-access APIs,
and provides one consistent way to work with multiple dissimilar directories

More information on DSML can be found in Appendix A, “DSML Version 2” on
page 635.

Chapter 1. Introduction to LDAP 15



Various directory integration technologies have emerged in recent years that
utilize LDAP and directory concepts to centralize and/or sychronize data
between disparate directories as well as other disparate non-directory data
sources. Two of the more prominent technologies in this directory integration
space are Meta-Directories and Virtual Directories. These technologies are
covered in greater detail in Appendix B, “Directory Integration - IBM Tivoli
Directory Integrator” on page 681.

1.4 Directory components

16

A directory contains a collection of objects organized in a tree structure. The
LDAP naming model defines how entries are identified and organized. Entries
are organized in a tree-like structure called the Directory Information Tree (DIT).
Entries are arranged within the DIT based on their distinguished name (DN). A
DN is a unique name that unambiguously identifies a single entry. DNs are made
up of a sequence of relative distinguished names (RDNs). Each RDN™ in a DN
corresponds to a branch in the DIT leading from the root of the DIT to the
directory entry. A DN is composed of a sequence of RDNs separated by
commas, such as cn=thomas,ou=itso,o=ibm.

You can organize entries, for example, after organizations and within a single
organization you can further split the tree into organizational units, and so forth.
You can define your DIT based on your organizational needs as shown in
Figure 1-2 on page 17. If you have, for example, one company with different
divisions, you may want to start with your company name under the root as the
organization (o) and then branch into organizational units (ou) for the individual
divisions. In case you store data for multiple organizations within a country, you
may want to start with a country (c) and then branch into organizations. For more
information on planning a DIT, refer to Chapter 3, “Planning your directory” on
page 57.
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Directory Root (Top)

| o=IBM | | c=us |

Lou=Marketing | ou=Support | | 0=ACMESupply | | o=iSeriesShop

cn=mbarlen cn=tbarlen
objectClass=Person objectClass=Person
objectClass-ePerson — objectClass=ePerson
— mail=marion@ibm.com mail=thomas@acme.com
sn=Barlen sn=Barlen
givenName=Marion
telephoneNumber=112 devicelD=PrinterSales
objectClass=cimPrinter
cn=Klaus objectClass=ePrinter
objectClass=Person '— location=Printer room 3rd floor
— objectClass=ePerson owner=John Doe
mail=Ktebbe@ibm.com Queuename=Isprt01
sn=Tebbe maxCopies=10

Figure 1-2 Example of a Directory Information Tree (DIT)

Each object also referred to as an entry in a directory belonging to one or more
object classes. An object class describes the content and purpose of the object.
It also contains a list of attributes, such as a telephone number or surname, that
can be defined in an object of that class. You can publish entries of different
object classes under another object as shown in Figure 1-2 where an ePrinter
object and a Person object is published under the organization ACMESupply.
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Edit object class: ePrinter

Logfiles Helpy

General properties
Attributes

Attributes

|0K|| cancel

Available attributes

[abstract -] Add to required
Add to optional
Required attributes Optional attributes

Selacted required attributes Selected optional attributes
Remaove Remove
owner
Move ta aptional queusPtr Maove to required

Inherited required attributes Inherited optional attributes
[Empty]
caption
configPtr
currenttdimeType
currentPaperType x|

Figure 1-3 ePrinter object class
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The object class also defines which of the attributes must be defined (required)
when creating an object of this class and which attributes are optional. As shown
in Figure 1-3, the object class with the name ePrinter has a required attribute
devicelD and three optional attributes that may or may not be filled in when
creating an ePrinter object. Object classes can also inherit characteristics, such
as attributes from other object classes. In the example of the ePrinter, the class
inherits all the attributes that are defined in class cimPrinter. That means, when
you create an ePrinter object you have to define the devicelD and optionally
you can specify the Tocation, owner, and queuePtr attribute of ePerson and all
attributes of cimPrinter.

Also attributes themselves have certain characteristics as shown in Figure 1-4 on
page 19. The surname attribute name, for example, is defined as sn and surName,
and describes a person's family name. The attribute definition specifies also the
syntax rules for the attribute value. A telephone number may only contain
numbers and hyphens while the surname consists of alpha characters. Other
specifications include whether this attribute can contain only one or many values,
the matching rules, the Object Identifier (OID), and so forth. The IBM Tivoli
Directory Server (ITDS) product also includes some IBM proprietary extensions
to each attribute. Other manufactures, such as Microsoft, have similar
extensions. The IBM extensions include also an access class, which is used in
combination with access control lists (ACLs) to control who can perform a certain
action on the attribute value, such as read, write, search, or compare operations.
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All the objects and attributes with their characteristics are defined in schemas.
The schema specifies what can be stored in the directory. Schema-checking
ensures that all required attributes for an entry are present before an entry is
stored. Schema-checking also ensures that attributes not in the schema are not
stored in the entry. Optional attributes can be filled in at any time. A schema also
defines the inheritance and subclassing of objects and where in the DIT structure
(hierarchy) objects may appear. Information about the ITDS schema can be
found at:

http://publib.boulder.ibm.com/tividd/td/IBMDS/IDSschema52/en US/HTML/sc
hema.htmI

Edit attribute: 'sn’ 'surName’ Logfiles Held
General properties General

IBM extensions X
Attribute name

‘sn' 'surllame’

Description
This is the X 500 surname attribute, which contains the = |
family name of a persan.

QD
2544

Superior attribute
[ name -l

Syntan
| Directary String syntax -]

Attribute length
128

I Allow multiple values

Matching rules

Equality
[caselgnoreMatch =l

Ordering
| caselgnareOrderinghatch |

Substring
[caselgnoresubstringsiatch |

|0K|| cancel

Figure 1-4 Attribute definition example

As you have seen in Figure 1-3 on page 18 and Figure 1-4, object classes and
attributes including their specifications are defined as OIDs in an ASN.1 notation
format. All these OIDs are registered with a public organization, such as the
ANSI organization (http://www.ansi.org) for the United States. The number
notation refers to a hierarchy. For example, the OID 2.5.4.4 resolves into a
surName attribute as shown in Figure 1-5 on page 20.
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Resolving the OID 2.5.4 .4

0= ITU-T assigned | [1 =150 assigned | [2.= ISOATU-T jointly assigned

[ [ [
|4: Remote Operations (ROSE) ||5: Directory (45003 |

[ ¥ I
|4 = ¥.500 Aftribute Types | |5 = x.500 Attribute Syrtaxes |

|3 = id-at-commonNarme ||4 = id-at-surname

||5:id-at—seriaINumber |

Figure 1-5 Example of object identifiers as defined by the ANSI organization

1.5 LDAP standards

Several standards in the form of IETF RFCs exist for LDAP. The following is a
brief list of RFCs that apply for LDAP Version 2 and Version 3:

» RFC 1274 The COSINE and Internet X.500 Schema

» RFC 1777 Lightweight Directory Access Protocol (V2)

» RFC 1778 String Representation of Standard Attribute Syntaxes

» RFC 1779 String Representation of Distinguished Names

» RFC 1823 LDAP Application Program Interface (V2)

» RFC 2052 A DNS RR for Specifying the Location of Services (DNS SRV)
» RFC 2219 Use of DNS Aliases for Network Services

» RFC 2222 Simple Authentication and Security Layer (SASL)

» RFC 2247 Using Domains in LDAP/X.500 Distinguished Names

» RFC 2251 Lightweight Directory Access Protocol (V3)

» RFC 2252 Lightweight Directory Access Protocol (V3): Attribute Syntax
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Definitions

» RFC 2253 Lightweight Directory Access Protocol (V3): UTF-8 String

Representation of Distinguished Names

» RFC 2254 The String Representation of LDAP Search Filters

» RFC 2255 The LDAP URL Format

» RFC 2256 A Summary of the X.500(96) User Schema for use with LDAPv3

» RFC 2596 Use of Language code in LDAP

» RFC 2696 LDAP Control Extension for Simple Paged Results Manipulation

» RFC 2829 Authentication Methods for LDAP
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» RFC 2849 The LDAP Data Interchange Format (LDIF) - Technical
Specification

» RFC 2891 LDAP Control Extension for Server Side Sorting of Search Results
» The Open Group schema for liPerson and liOrganization (NAC/LIPS)
» QOasis Directory Services Markup Language (DSML) 2.

1.6 IBM’s Directory-enabled offerings

Many of IBM’s products are directory enabled in one way or another. Some
products have their own LDAP server component (that is, they can respond to
queries from LDAP clients), some products require that an LDAP directory exist
for them to work at all, and finally some products optionally can take advantage
of a LDAP based directory service.

IBM Tivoli Directory Server (ITDS)

ITDS is IBM’s LDAPv3 Directory offering. ITDS implements the Internet
Engineering Task Force (IETF) LDAP V3 specifications. It also includes
enhancements added by IBM in functional and performance areas. This version
uses IBM DB2® as the backing store to provide per LDAP operation transaction
integrity, high performance operations, and on-line backup and restore
capability. ITDS interoperates with the IETF LDAP V3 based clients. Please refer
to Chapter 4, “IBM Tivoli Directory Server overview” on page 83, for a more
detailed overview of ITDS.

IBM Lotus Domino

IBM Lotus Domino is an enterprise-class messaging and collaboration system,
designed to take full advantage of the e-business revolution. It runs on a variety
of different hardware platforms and operating systems. IBM Lotus Domino server
supports industry standards like Simple Mail Transfer Protocol (SMTP),
Multipurpose Internet Mail Extensions (MIME), Post Office Protocol (POP3),
LDAP, and SSL.

IBM Lotus Domino is designed to simplify integration into a multi-directory
environment. With IBM Lotus Domino (Domino) 6 (or later), you have the option
of moving from a distributed directory architecture and making Domino the
central directory. This allows you to take advantage of a centralized directory
configuration that provides added control and less overhead and is easier to
manage. Domino Server comes with the Domino Upgrade Services tool. This
tool is used to import users from a server-based foreign directory and register
those users in the Domino Directory. Domino Upgrade Services migrates data
from many different systems, some of which include LDAP Data Interchange
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Format (LDIF) files, LDAP-compliant foreign directories (such as IBM Tivoli
Directory Server), Microsoft Windows® NT Server, and Microsoft Active
Directory.

IBM Lotus Domino 6.5 also has enhanced the implementation of LDAP
capabilities and improved the performance of LDAP directory access. A new
Domino LDAP Schema database allows you to maintain and extend the schema.

Other directory schemas can be imported via LDIF files.

Other Domino R6 features include:

» Support for X.500 naming conventions, including hierarchical naming and
extensible attributes, for maximum flexibility in configuring the namespace.

» LDAP protocol support in both the client and the server providing lookup
(read), add, delete, and modify (write) support for non-Notes clients (for
example Web browsers) and servers.

» Rule-based domain relationships for faster lookups across large
namespaces.

» Hierarchical naming and trust between domains to support the relationship of
entries across domains.

» Support for a Public Key Infrastructure.

» A dynamically extensible directory schema ideal for customizing the directory
to meet specific business requirements.

» Multi-master replication, a key element for reliable directory synchronization
and maximum availability.

» The LDAP service schema support for LDAP RFCs 2252, 2256, 2798, 2247,
2739, 2079, 1274; the new Domino LDAP Schema database (SCHEMA.NSF)
used as a tool for maintaining and extending the schema; an automatic
schema maintenance process, true object class inheritance; faster schema
loading; and support for the namingContext operational attribute defined in
LDAP standard RFC 2251.

» An open architecture that can easily incorporate support for emerging
standards.

IBM Tivoli Directory Integrator (ITDI)

With the Version 5.2 release of ITDI, ITDI now has the capability, via its LDAP
Event Handler, to act as a pseudo LDAP directory server and handle LDAP
transactions from various LDAP enabled clients. While ITDI is primarily a
meta-directory data synchronization product, the ability to act as an LDAP server
can be very useful in many integration scenarios.
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ITDI synchronizes identity data residing in directories, databases, collaborative
systems, applications used for human resources (HR), customer relationship
management (CRM), and Enterprise Resource Planning (ERP), and other
corporate applications.

By serving as a flexible, synchronization layer between a company's identity
structure and the application sources of identity data, ITDI eliminates the need
for a centralized datastore. For those enterprises who do choose to deploy an
enterprise directory solution, ITDI can help ease the process by connecting to the
identity data from the various repositories throughout the organization.

Please refer to Appendix B, “Directory Integration - IBM Tivoli Directory
Integrator” on page 681, for more information about ITDI.

IBM software products that require a directory
These are:

» IBM Tivoli Access Manager
» IBM Tivoli Identity Manager
» IBM Tivoli Privacy Manager
» IBM WebSphere Portal Server
» |IBM Lotus Sametime® Server

IBM software products that can take advantage of a directory
These are:

» IBM WebSphere Application Server
» |IBM DB2 Universal Database™
» IBM Lotus Notes® Client

1.7 Directory resources on the Web

OpenLDAP is a very active open source LDAPv3 directory server (and
associated client tools) project that has been around since 1998. It is derived
from the original University of Michigan s1apd server. The OpenLDAP suite
includes:

v

Stand-alone LDAP server (s1apd)

v

Stand-alone LDAP replication server (s1urpd)

v

Libraries implementing the LDAP protocol

v

Utilities, tools, and sample clients
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The OpenLDAP site is also the home of a the JLDAP Java LDAP Class Libraries
and the JDBC-LDAP LDAP Bridge Driver.

http://www.openldap.org

The Apache Directory Project is a new Open Source project that is developing an
embeddable Java based LDAPv3 directory server.

http://incubator.apache.org/directory/subprojects/eve/index.html

The University of Michigan LDAP Mailing List (Idap @ umich.edu mail list) is a
popular vendor neutral site used by LDAP developers and system administrators
to resolve questions relating to use of LDAP. You can subscribe to the mailing list
using the following information

SMTP Address: dap-request@umich.edu
subject=SUBSCRIBE

Recent messages are archived and can be access directly at:
http://1istserver.itd.umich.edu/cgi-bin/lyris.pl?visit=1dap

The LDAPZone is a general purpose site dedicated to directory issues. It has a
number of useful forums dealing with development and directory administration.

http://www.ldapzone.com/

The Directory Interoperability Forum (DIF) is the Open Group’s directory related
working group focused on promotion of directory standards and standard
compliance certification.

http://www.opengroup.org/dif/

The Mozilla site contains a number of LDAP SDKs that have been popular since
the early days of LDAP development. These include the LDAP C SDK, the
Mozilla Java SDK, and PerLDAP.

http://www.mozilla.org/directory/

Net::LDAP is a pure Perl LDAP module available from CPAN. It is actively
maintained and provides the most comprehensive set of capabilities for
accessing LDAP directories via Perl.

http://search.cpan.org/~gbarr/perl-ldap-0.31/
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The Java Naming and Directory Interface (JNDI) is a standard component of
Java. It provides the components required to build directory-enabled applications
in Java.

http://java.sun.com/products/jndi/

The Active Directory Service Interfaces (ADSI) provides Microsoft based
applications the ability to query and manipulate directories.

http://www.microsoft.com/windows2000/techinfo/howitworks/activedirector
y/adsilinks.asp

The DirectoryMark is a benchmarking suite designed to measure the
performance of directory servers.

http://www.mindcraft.com/directorymark/index.html

The Java LDAP Browser is a very good cross platform (pure Java) LDAP
Browser/Editor. It is available for download at:

http://www.iit.edu/~gawojar/Idap/index.htm]

JXplorer is another good cross platform (pure Java) LDAP Browser/Editor. It also
includes very good support for SSL-based LDAP connections.

http://pegacat.com/jxplorer/
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LDAP concepts and
architecture

LDAP is based on the client/server model of distributed computing. The success
of LDAP has been largely due to the following characteristics that make it simpler
to implement and use, compared to X.500 and DAP.

This chapter explains the basic architecture of LDAP. It discusses the
information, naming, functional, and security models that form the basis of the
LDAP architecture. Various terms and concepts defined by or needed to
understand the LDAP architecture are introduced along the way. After a general
overview of the architecture, each of the models that form the backbone of the
LDAP architecture is discussed in detail.
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2.1 Overview of LDAP architecture
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LDAP defines the content of messages exchanged between an LDAP client and
an LDAP server. The messages specify the operations requested by the client
(that is, search, modify, and delete), the responses from the server, and the
format of data carried in the messages. LDAP messages are carried over
TCP/IP, a connection-oriented protocol, so there are also operations to establish
and disconnect a session between the client and server.

However, for the designer of an LDAP directory, it is not so much the structure of
the messages being sent and received over the wire that is of interest. What is
important is the logical model that is defined by these messages and data types,
how the directory is organized, what operations are possible, how information is
protected, and so forth.

The general interaction between an LDAP client and an LDAP server takes the
following form:

1. The client establishes a session with an LDAP server. This is known as
binding to the server. The client specifies the host name or IP address and
TCP/IP port number where the LDAP server is listening.

2. The client can provide a user name and a password to properly authenticate
with the server, or the client can establish an anonymous session with default
access rights. The client and server can also establish a session that uses
stronger security methods such as encryption of data.

3. The client then performs operations on directory data. LDAP offers both read
and update capabilities. This allows directory information to be managed as
well as queried. LDAP also supports searching the directory for data meeting
arbitrary user-specified criteria. Searching is a very common operation in
LDAP. A user can specify what part of the directory to search and what
information to return. A search filter that uses Boolean conditions specifies
what directory data matches the search.

4. When the client is finished making requests, it closes the session with the
server. This is also known as unbinding.

The philosophy of the LDAP APl is to keep simple things simple. This means that
adding directory support to existing applications can be done with low overhead.
Because LDAP was originally intended as a lightweight alternative to DAP for
accessing X.500 directories, it follows a X.500 model. The directory stores and
organizes data structures known as entries. A directory entry usually describes
an object such as a person, device, a location, and so on. Each entry has a name
called a distinguished name (DN) that uniquely identifies it. The DN consists of a
sequence of parts called relative distinguished names (RDNs), much like a file
name consists of a path of directory names in many operating systems such as
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UNIX® and Windows. The entries can be arranged into a hierarchical tree-like
structure based on their distinguished names. This tree of directory entries is
called the Directory Information Tree (DIT).

Each entry contains one or more attributes that describe the entry. Each attribute
has a type and a value. For example, the directory entry for a person might have
an attribute called telephoneNumber. The syntax of the telephoneNumber
attribute would specify that a telephone number must be a string of numbers that
can contain spaces and hyphens. The value of the attribute would be the
person’s telephone number, such as 512-555-1212.

A directory entry describes some object. An object class is a general description,
sometimes called a template, of an object, as opposed to the description of a
particular object. For instance, the object class person has a surname attribute,
whereas the object describing John Smith has a surname attribute with the value
Smith. The object classes that a directory server can store and the attributes they
contain are described by schema. Schema define what object classes are
allowed where in the directory, what attributes they must contain, what attributes
are optional, and the syntax of each attribute. For example, a schema could
define a person object class. The person schema might require that a person
have a surname attribute that is a character string, specify that a person entry
can optionally have a telephoneNumber attribute that is a string of numbers with
spaces and hyphens, and so on.

LDAP defines operations for accessing and modifying directory entries such as:
» Binding and unbinding

» Searching for entries meeting user-specified criteria

» Adding an entry

» Deleting an entry

» Modifying an entry

» Modifying the distinguished name or relative distinguished name of an entry
(move)

» Comparing an entry
The version of LDAP all modern directory servers use today is LDAPv3. LDAPv3
is documented in several IETF RFCs. The key LDAP Version 3 RFCs are listed

below along with a short description to provide an overview of the documents
defining the LDAP architecture.

» RFC 2251 Lightweight Directory Access Protocol (v3)

Describes the LDAP protocol designed to provide lightweight access to
directories supporting the X.500 model. The lightweight protocol is meant to
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be implementable in resource-constrained environments such as browsers
and small desktop systems.

This RFC is the core of the LDAP family of RFCs. It describes how entries are
named with distinguished names, defines the format of messages exchanged
between client and server, enumerates the operations that can be performed
by the client, and specifies that data is represented using UTF-8 character
encoding. The RFC specifies that the schema describing directory entries
must themselves be readable so that a client can determine what type of
objects a directory server stores. It defines how the client can be referred to
another LDAP server if a server does not contain the requested information. It
describes how individual operations can be extended using controls and how
additional operations can be defined using extensions. It also discusses how
clients can authenticate to servers and optionally use Simple Authentication
and Security Layer (SASL) to allow additional authentication mechanisms.

RFC 2252 Lightweight Directory Access Protocol (v3): Attribute Syntax
Definitions

LDAP uses octet strings to represent the values of attributes for transmission
in the LDAP protocol. This RFC defines how values such as integers, time
stamps, mail addresses, and so on are represented. For example, the integer
123 is represented by the string "123". These definitions are called attribute
syntaxes. This RFC describes how an attribute with a syntax such as
“telephone number” is encoded. It also defines matching rules to determine if
values meet search criteria. An example is caselgnoreString, which is used to
compare character strings when case is not important.

These attribute types and syntaxes are used to build schema that describe
objects classes. A schema lists what attributes a directory entry must or may
have. Every directory entry has an objectclass attribute that lists the (one or
more) schema that describe the entry. For example, a directory entry could be
described by the object classes inetOrgPerson and organizationalPerson. If
an objectclass attribute includes the value extensibleObject, it can contain
any attribute.

RFC 2253 Lightweight Directory Access Protocol (v3): UTF-8 String
Representation of Distinguished Names

Distinguished names (DNs) are the unique identifiers, sometimes called
primary keys, of directory entries. X.500 uses ASN.1 to encode distinguished
names. LDAP encodes distinguished names as strings. This RFC defines
how distinguished names are represented as strings. A string representation
is easy to encode and decode and is also human readable. A DN is
composed of a sequence of relative distinguished names (RDNs) separated
by commas. The sequence of RDNs making up a DN names the ancestors of
a directory entry up to the root of the DIT. Each RDN is composed of an
attribute value from the directory entry. For example, the DN cn=John
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Smith,ou=Austin,o=IBM,c=US represents a directory entry for a person with
the common name (cn) John Smith under the organizational unit (ou) Austin
in the organization (o) IBM in the country (c) US.

RFC 2254 The String Representation of LDAP Search Filters

LDAP search filters provide a powerful mechanism to search a directory for
entries that match specific criteria. The LDAP protocol defines the network
representation of a search filter. This document defines how to represent a
search filter as a human-readable string. Such a representation can be used
by applications or in program source code to specify search criteria. Attribute
values are compared using relational operators such as equal, greater than,
or “sounds like” for approximate or phonetic matching. Boolean operators can
be used to build more complex search filters. For example, the following
search filter searches for entries that either have a surname attribute of Smith
or that have a common name attribute that begins with Jo:

(| (sn=Smith) (cn=Jo*))
RFC 2255 The LDAP URL Format

Uniform Resource Locators (URLs) are used to identify Web pages, files, and
other resources on the Internet. An LDAP URL specifies an LDAP search to
be performed at a particular LDAP server. An LDAP URL represents in a
compact and standard way the information returned as the result of the
search. The LDAP URL Format is discussed in more detail later in this
chapter.

RFC 2256 A Summary of the X.500(96) User Schema for use with LDAPv3

Many schema and attributes commonly accessed by directory clients are
already defined by X.500. This RFC provides an overview of those attribute
types and object classes that LDAP servers should recognize. For instance,
attributes such as cn (common name), description, and postalAddress are
defined. Object classes such as country, organizationalUnit, groupOfNames,
and applicationEntity are also defined.

The RFCs listed above build up the core LDAP Version 3 specification. LDAP
can be better understood by considering the four models upon which it is based:

>

Information: Describes the structure of information stored in an LDAP
directory

Naming: Describes how information in an LDAP directory is organized and
identified

Functional: Describes what operations can be performed on the information
stored in an LDAP directory

Security: Describes how the information in an LDAP directory can be
protected from unauthorized access
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The following sections discuss the four LDAP models.

2.2 The informational model

32

The basic unit of information stored in the directory is called an entry. Entries
represent objects of interest in the real world such as people, servers,
organizations, and so on. Entries are composed of a collection of attributes that
contain information about the object. Every attribute has a type and one or more
values. The type of the attribute is associated with a syntax. The syntax specifies
what kind of values can be stored. For example, an entry might have a attribute.
The syntax associated with this type of attribute would specify that the values are
telephone numbers represented as printable strings optionally followed by
keywords describing paper size and resolution characteristics. It is possible that
the directory entry for an organization would contain multiple values in this
attribute—that is, that an organization or person represented by the entity would
have multiple fax numbers. The relationship between a directory entry and its
attributes and their values is shown in Figure 2-1.

Attribute
Type

' Attrlbute '

Figure 2-1 Entries, attributes and values

In addition to defining what data can be stored as the value of an attribute, an
attribute syntax also defines how those values behave during searches and other
directory operations. The attribute telephoneNumber, for example, has a syntax
that specifies:

» Lexicographic ordering.
» Case, spaces and dashes are ignored during the comparisons.
» Values must be character strings.
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For example, using the correct definitions, the telephone numbers
512-838-6008, 512838-6008, and 5128386008 are considered the same. A few
of the syntaxes that have been defined for LDAP are listed in Table 2-1.

Table 2-1 Some of the attribute syntaxes

Syntax Description
bin Binary information
ces Case exact string, also known as a

directory string, case is significant
during comparisons.

cis Case ignore string. Case is not significant
during comparisons.

tel Telephone number. The numbers are
treated as text, but all blanks and dashes
are ignored.

dn Distinguished name.

Generalized Time Year, month, day, and time represented as

a printable string.

Postal Address Postal address with lines separated by "$"

characters.

Table 2-2 lists some common attributes. Some attributes have alias names that
can be used wherever the full attribute name is used. For example, cn can be
used when referring to the attribute commonName.

Table 2-2 Common LDAP attributes

Attribute, Alias Syntax Description Example
commonName, cn cis Common name of John Smith
an entry
surname, sn cis Surname (last Smith
name) of a person
telephoneNumber tel Telephone number | 512-838-6008
organizationalUnit cis name of Tivoli
Name, ou organizational unit
owner dn DN of person that ch=John
owns the entry Smith,0=IBM,c=us
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Attribute, Alias Syntax Description Example

organization, o cis Name of IBM
organization

jpegPhoto bin Photographic Photograph of
image in JPEG John Smith
format

Constraints can be associated with attribute types to limit the number of values
that can be stored in the attribute or to limit the total size of a value. For example,
an attribute that contains a photo could be limited to a size of 10 KB to prevent
the use of unreasonable amounts of storage space. Or an attribute used to store
a social security number could be limited to holding a single value.

Schemas define the type of objects that can be stored in the directory. Schemas
also list the attributes of each object type and whether these attributes are
required or optional. For example, in the person schema, the attribute surname
(sn) is required, but the attribute description is optional. Schema-checking
ensures that all required attributes for an entry are present before an entry is
stored. Schema-checking also ensures that attributes not in the schema are not
stored in the entry. Optional attributes can be filled in at any time. Schema also
define the inheritance and subclassing of objects and where in the DIT structure
(hierarchy) objects may appear.

Table 2-3 lists a few of the common schema (object classes and their required
attributes). In many cases, an entry can consist of more than one object class.

Table 2-3 Object classes and required attributes

Object class Description Required attributes

InetOrgPerson Defines entries for a commonName (cn)

person surname (sn)
objectClass
organizationalUnit Defines entries for ou
organizational units objectClass
organization Defines entries for o}
organizations objectClass

Though each server can define its own schema, for interoperability it is expected
that many common schema will be standardized (refer to RFC 2252, Lightweight
Directory Access Protocol (v3): Attribute Syntax Definitions, and RFC 2256, A
Summary of the X.500(96) User Schema for use with LDAPV3).
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2.2.1 LDIF

There are times when new schema will be needed at a particular server or within
an organization. In LDAP Version 3, a server is required to return information
about itself, including the schema that it uses. A program can therefore query a
server to determine the contents of the schema. This server information is stored
at the special zero-length DN.

Objects can be derived from other objects. This is known as subclassing. For
example, suppose an object called person was defined that included an attribute
surname and so on. An object class organizationalPerson could be defined as a
subclass of the person object class. The organizationPerson object class would
have the same attributes as the person object class and could add other
attributes such as title and officenumber. The person object class would be
called the superior of the organizationPerson object class. One special object
class, called fop, has no superiors. The top object class includes the mandatory
objectClass attribute. Attributes in top appear in all directory entries as specified
(required or optional).

Each directory entry has a special attribute called objectClass. The value of the
objectClass attribute is a list of two or more schema names. These schema
define what type of object(s) the entry represents. One of the values must be
either top or alias. Alias is used if the entry is an alias for another entry, otherwise
top is used. The objectClass attribute determines what attributes the entry must
and may have.

The special object class extensibleObject allows any attribute to be stored in the
entry. This can be more convenient than defining a new object class to add a
special attribute to a few entries, but also opens up that object to be able to
contain anything (which might not be a good thing in a structured system).

When an LDAP directory is loaded for the first time or when many entries have to
be changed at once, it is not very convenient to change every single entry on a
one-by-one basis. For this purpose, LDAP supports the LDAP Data Interchange
Format (LDIF) that can be seen as a convenient, yet necessary, data
management mechanism. It enables easy manipulation of mass amounts of
data. See Example 2-1 for the basic form of an LDIF entry.

Example 2-1 Basic form of an LDIF entry

dn: <distinguished name>
<attrtype> : <attrvalue>
<attrtype> : <attrvalue>

Chapter 2. LDAP concepts and architecture 35



36

A line can be continued by starting the next line with a single space or tab
character, for example:

dn: cn=John E Doe, o=University of Higher
Learning, c=US

Multiple attribute values are specified on separate lines, for example:

cn: John E Doe
cn: John Doe

If an attrvalue contains a non-US-ASCII character, or begins with a space or a
colon (:), the attrtype is followed by a double colon and the value is encoded in
base-64 notation. For example, the value "begins with a space" would be
encoded like this:

cn:: I1GJ1Z21ucyB3aXRoIGEgc3BhY2U=

Multiple entries within the same LDIF file are separated by a blank line. Multiple
blank lines are considered a logical end-of-file.

Example 2-2 shows a simple LDIF file which contains an organizational unit,
People, located beneath the organization ibm.com in the DIT. The entry of John
Smith is the only data entry for People. Further on, there is an organizational unit
called marketing. Note that John Smith is a member of the marketing department
due to the attribute value pair ou: marketing.

Example 2-2 Example LDIF File with organizational and person entries

dn: o=ibm.com
objectclass: top
objectclass: organization
0: ibm.com

dn: ou=People, o=ibm.com
objectclass: organizationalUnit
ou: people

dn: ou=marketing, o=ibm.com
objectclass: organizationalUnit
ou: marketing

dn: cn=John Smith, ou=people, o=ibm.com
objectclass: top

objectclass: organizationalPerson

cn: John Smith

sn: Smith

givenname: John

uid: jsmith

ou: marketing
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ou: people
telephonenumber: 838-6004

2.2.2 LDAP schema

In this section we discuss LDAP schema.

Objectclasses

An object class is an LDAP term that denotes the type of object being
represented by a directory entry or record. Some typical object types are person,
organization, organizational unit, domain component and groupOfNames. There
are also object classes that define an object's relationship to other objects, such
as object class top denotes that the object may have subordinate objects under it
in a hierarchical tree structure. Note that some LDAP object classes may be
combined, for example, an object class of organizational unit will most often also
be simultaneously defined as a top object class because it will have entries
beneath it.

An object class is declared as abstract, structural, or auxiliary. An abstract
object class is used as a template for creating other object classes. A directory
entry cannot be instantiated from an abstract object class. Directory entries are
instantiated from structural object classes. An auxiliary object class cannot be
instantiated by itself as a directory entry; it can be attached to directory entries
that are instantiated from structural object classes. Auxiliary object classes
provide a method for extending structural object classes without having to
change the schema definition of a structural class.

LDAP object classes defined sets of standard attributes that are listed as must
contain (mandatory attributes) and may contain (optional attributes). Different
object classes may prescribe some attributes that overlap, or are redundant with
other object classes. And it is common practice in LDAP directories to use
multiple object classes to define a single directory entry. Most object classes are
defined in a hierarchical order, where one object class is said to "inherit" from
another superior object class. Consider an LDAP object that is defined with the
object classes, as shown in Example 2-3.

Example 2-3 LDAP object definition

objectclass: top

objectclass: person

objectclass: organizationalPerson
objectclass: inetOrgPerson
objectclass: eDominoAccount
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The order shown for the object classes above indicates a hierarchical
relationship between these object classes, but not necessarily. The top
objectclass is of course at the top of the hierarchy. Most other objectclasses that
are not intended to be subordinate to another class should have top as its
superior. Not all LDAP directories expect a user record to have the top object
class assigned to it, while others require it for using Access Control Lists (ACLs)
on the object. The person class is subordinate to the top class and requires that
the cn (Common Name) and sn (Surname) attributes be populated, and allows
several other optional attributes. The organizationalPerson class inherits from
the person class. The inetOrgPerson class inherits from the
organizationalPerson class. Now here is the tricky part: The eDominoAccount
object class is subordinate to the top class and requires that the sn and userid
attributes be populated. Notice that this overlaps with the person object class
requirement for the sn attribute. Does this mean that we need to store the sn
attribute twice? No, because it is a standard attribute. We will talk more about
attributes a little later in this section. Example 2-3 on page 37 illustrates that you
cannot necessarily tell the hierarchical relationship of object classes by the order
they appear in a list. So then, how do we tell? We tell (or in reality, your LDAP
directory interface shows you) by looking at the object class definitions
themselves. The methods for defining object classes for LDAP V3 are described
in RFC-2251 and RFC-2252. Example 2-4 shows object class definitions taken
from ITDS.

Example 2-4 Some ITDS object class definitions

objectclass: top
objectclasses=( 2.5.6.0 NAME 'top' DESC 'Standard ObjectClass' ABSTRACT MUST (
objectClass ) )

objectclass: person

objectclasses=( 2.5.6.6 NAME 'person' DESC 'Defines entries that generically
represent people.' SUP 'top' STRUCTURAL MUST ( cn $ sn ) MAY ( userPassword $
telephoneNumber $ seeAlso $ description ) )

objectclass: organizationalPerson

objectclasses=( 2.5.6.7 NAME 'organizationalPerson' DESC 'Defines entries for
people employed by or associated with an organization.' SUP 'person' STRUCTURAL
MAY ( title § x121Address $§ registeredAddress $ destinationIndicator $
preferredDeliveryMethod § telexNumber $ teletexTerminalldentifier §$
internationalISDNNumber § facsimileTelephoneNumber § street $ postalAddress $
postalCode $ postOfficeBox $ physicalDeliveryOfficeName $ ou § st $ 1) )
objectclass: inetOrgPerson

objectclasses=( 2.16.840.1.113730.3.2.2 NAME 'inetOrgPerson' DESC 'Defines
entries representing people in an organizations enterprise network.' SUP
'organizationalPerson' STRUCTURAL MAY ( audio $ businessCategory § carLicense $
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departmentNumber $ employeeNumber $ employeeType § givenName $ homePhone $
homePostalAddress § initials $ jpegPhoto $ TabeledURI § mail § manager $ mobile
$ pager $ photo $ preferredLanguage $ roomNumber § secretary $ uid §
userCertificate $§ userSMIMECertificate $ x500Uniqueldentifier § displayName $ o
$ userPKCS12 ) )

Note that each object class begins with a string of numbers delimited by
decimals. This number is referred to as the OID (object identifier). After the OID
is the object class name (NAME) followed by a description (DESC). If it is
subordinate to another object class, the superior (SUP) object class is listed.
Finally, the object class definition specifies what attributes are mandatory
(MUST) and which are optional (MAY).

The OID is a numeric string that is used to uniquely identify an object. OIDs are a
managed hierarchy administered by the International Organization for
Standardization (ISO - Web site http://www.iso.ch/) and the International
Telecommunication Union (ITU - Web site http://www.itu.ch/). ISO and ITU
delegate OID management to organizations by assigning them OID numbers.
Organizations can then assign OIDs to objects or further delegate to other
organizations. OIDs are associated with objects in protocols and data structures
defined using Abstract Syntax Notation (ASN.1).

OIDs are intended to be globally unique. They are formed by taking a unique
numeric string (for example, 1.3.4.7.4.17) and adding additional digits in a unique
fashion (such as 1.3.4.7.4.17.1,1.3.4.7.4.17.2,1.3.4.7.4.17.3, etc.) An
organization may acquire a "branch" from some root or vertex in the OID tree.
Such a branch is more commonly referred to as an arc (in the previous example
it was 1.3.4.7.4.17). The organization may then extend the arc (called subarcs)
as shown above to create additional OIDs and arcs. We have no idea why the
terminology for the OID tree uses the words "vertex" and "arc" instead of "root"
and "branch" as is more commonly used in LDAP and its X.500 heritage.

If you have an LDAP directory that is a derivative of the original University of
Michigan LDAP code (many open source and commercial LDAP directory
servers are), your object class definitions are contained in files ending with ".oc".

Note that IBM-specific OIDs begin with the arc 1.3.18.0.2; this is a unique private
enterprise number that has been assigned to IBM. The number breaks down as
shown in Example 2-5.

Example 2-5 |IBM-specific OIDs

1 (ISO-assigned 0ID)

1.3 (ISO-identified organization)
1.3.18 (IBM)

1.3.18.0 (IBM Objects)
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1.3.18.0.2 (IBM Distributed Directory)

As you may have guessed, the "dot notation" as first used by the IETF for IP
addresses was adopted to OIDs to keep things simple. However, unlike IP
addresses, there is no limit to the length of an OID.

If your organization must define your own attributes for use within your internal
directories, you should consider obtaining your own private enterprise number
arc to identify these attributes. We do not recommend that you "make up" your
own numbers, as you will probably not be able to interoperate with other
organizations (or some vendor's LDAP products). This is not to say obtaining
your own OID arc from ISO, IANA or some other authority to define your own
object classes and attributes will guarantee interoperability. But it will prevent you
from using OIDs that have already been assigned to or by someone else. OIDs
are only used for "equality-matching". That is, two objects (for example, directory
attributes or certificate policies) are considered to be the same if they have
exactly the same OID. There are no implied navigational or hierarchical
capabilities with OIDs (unlike IP addresses, for example); given an OID one can
not readily find out who owns the OID, related OIDs, etc. OIDs exist to provide a
unique identifier. There is nothing to stop two organizations from picking the
same identical names for objects that they manage, however, the OIDs will be
unigue assuming they were assigned from legitimate arc numbers. If you are
interested in obtaining a private enterprise number (arc) for your own
organization, you may apply for one (free of charge) at the Internet Assigned
Numbers Authority Web site:

http://www.iana.org/cgi-bin/enterprise.p]l

For more information regarding OIDs, the trees of assigned numbers, and
registration, we recommend starting at the ASN.1 frequently asked questions
Web site at:

http://asnl.elibel.tm.fr/oid/faq.htm

Let us look at the following example: Top is an abstract class that contains the
objectClass attribute. Person is a structural class that instantiates the directory
entry for a given person where the objectClass attribute is also part of that
Person entry. So far, this example has used only attributes and object classes
defined in a standard. So, now, you may want to tailor the people entries to
include information that your company requires and that is not defined in the
standard Person object definition. There are two ways to do this:

» Subclass the Person object to create a new structural class that includes
those additional attributes defined by your company, and instantiate the
Person directory entry based on that new class.

Understanding LDAP Design and Implementation


http://www.iana.org/cgi-bin/enterprise.pl
http://asn1.elibel.tm.fr/oid/faq.htm

» Define that collection of company attributes needed for your company’s
Person definition as an auxiliary class, and attach it to the directory entry
instantiated from the Person class.

Either method is recommended. The downside to auxiliary classes is that if the
auxiliary class includes an attribute that is also included in the structural class
definition, when that attribute is included in the instantiated directory entry and
that attribute contains multiple values and you want to delete the attribute, you
cannot tell whether the attribute (when added to the entry) was added when the
structural class was instantiated or when the auxiliary class was instantiated.
This may be important to the implementor or administrator.

Special entries exist in the namespace, called aliases. Aliases represent links to
other entries or partitions of the namespace. When the distinguished name of an
alias is used, the entry accessed is the entry to which the alias refers (unless
specified otherwise through the programming interface). The collection of
directory entries forms the Directory Information Tree (DIT). The method of
storage for the DIT of the LDAP directory is implementation-dependent and
hidden from the user of that LDAP directory. For example, the ITDS uses IBM
DB2 as its data store, but no DB2 constructs are externalized to LDAP.

Attributes

All the object class does is define the attributes, or types of data items contained
in that type of object. Some examples of typical attributes are cn (common
name), sn (surname), givenName, mail, uid, and userPassword. Just as the
object classes are defined with unique OIDs, each attribute also has a unique
OID number assigned to it. LDAP V3 attributes follow a notation similar (ASN.1)
to object classes. Example 2-6 shows some attribute definitions.

Example 2-6 Attribute definitions

attribute: name

attributetypes=( 2.5.4.41 NAME 'name' DESC 'The name attribute type is the
attribute supertype from which string attribute types typically used for naming
may be formed. It is unlikely that values of this type itself will occur in an
entry.' EQUALITY 1.3.6.1.4.1.1466.109.114.2 SUBSTR 2.5.13.4 SYNTAX
1.3.6.1.4.1.1466.115.121.1.15 USAGE userApplications )

attribute: sn

attributetypes=( 2.5.4.4 NAME ( 'sn' 'surName' ) DESC 'This is the X.500
surname attribute, which contains the family name of a person.' SUP 2.5.4.41
EQUALITY 2.5.13.2 ORDERING 2.5.13.3 SUBSTR 2.5.13.4 USAGE userApplications )

attribute: mail

attributetypes=( 0.9.2342.19200300.100.1.3 NAME ( 'mail' 'rfc822mailbox' ) DESC
'Identifies a users primary email address (the email address retrieved and
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displayed by white-pages lookup applications).' EQUALITY 2.5.13.2 SYNTAX
1.3.6.1.4.1.1466.115.121.1.15 USAGE userApplication)

Notice in Example 2-6 on page 41 that the superior (SUP) of sn is the attribute
2.5.4.41, which happens to be the name attribute. But then the name attribute
description says unlikely that values of this type itself will occur....
This illustrates just one of the many peculiarities of the way the attributes have
been defined. It merely provides a shorthand way to defining name-like attributes
such as surname. We did not need to define the syntax for sn because it inherits
this from name.

The attribute mail also has an alias of rfc822mailbox. As you may have guessed,
the "EQUALITY" and "SYNTAX" are yet more ASN.1 definitions.

2.3 The naming model

42

The LDAP naming model defines how entries are identified and organized.
Entries are organized in a tree-like structure called the Directory Information Tree
(DIT). Entries are arranged within the DIT based on their distinguished name
(DN). A DN is a unique name that unambiguously identifies a single entry. DNs
are made up of a sequence of relative distinguished names (RDNs).

Each RDN in a DN corresponds to a branch in the DIT leading from the root of
the DIT to the directory entry. Each RDN is derived from the attributes of the
directory entry. In the simple and common case, an RDN has the form
<attribute name> = <value>. A DN is composed of a sequence of RDNs
separated by commas.

An example of a DIT is shown in Figure 2-2 on page 43. The example is very
simple, but can be used to illustrate some basic concepts. Each box represents a
directory entry. The root directory entry is conceptual, but does not actually exist.
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ou=applications ou=people ou=groups

C cn=John Smith )

Figure 2-2 Example of a Directory Information Tree (DIT)

The organization of the entries in the DIT is restricted by their corresponding
object class definitions.

Entries are named according to their position in the DIT. The directory entry at
the bottom of the figure has the DN of cn=John Smith,ou=people,o=ibm,c=us.
The organizational group people has the DN of ou=people,o=ibm,c=us.

2.3.1 LDAP distinguished name syntax (DNs)

Entries in an LDAP directory are identified by their names. The characteristics of
these names are:

» They have two forms: A string representation and a URL.
» They have a uniform syntax.
» Namespace boundaries are not apparent in them.

A component of a name is called a relative distinguished name (RDN). An RDN
represents a point within the namespace hierarchy. RDNs are separated by and
concatenated using a comma (,). Each RDN is typed. RDNs have the form
type=value for single valued RDNs. The plus sign (+) is used to form multi-valued
RDNSs: type=value+type=value.
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The type is case-insensitive and the value is defined to have a particular syntax.
The order of RDNs in an LDAP name is the most specific RDN first followed by
the less specific RDNs moving up the DIT hierarchy. A concatenated series of
RDNs equates to a distinguished name. The DN is used to represent an object
and the path to the object in the hierarchical namespace. A URL format for LDAP
has been defined that includes a DN as a component of the URL. These forms
are explained in the sections that follow.

Every entry in the directory has a DN. The DN is the name that uniquely identifies
an entry in the directory. A DN is made up of attribute=value pairs, separated by
commas, for example:

cn=Roger Smith,ou=sales,o=ib,c=US
cn=Sandy Brown,ou=marketing,o=1ibm,c=US
cn=Leslie Jones,ou=development,o=ibm,c=US

Any of the attributes defined in the directory schema may be used to make up a
DN. The order of the component attribute value pairs is important. The DN
contains one component for each level of the directory hierarchy from the root
down to the level where the entry resides. LDAP DNs begin with the most
specific attribute (usually some sort of name), and continue with progressively
broader attributes, often ending with a country attribute. The first component of
the DN is referred to as the Relative Distinguished Name (RDN). It identifies an
entry distinctly from any other entries that have the same parent. In the examples
above, the RDN cn=Roger Smith separates the first entry from the second entry,
(with RDN cn=Sandy Brown). These two example DNs are otherwise equivalent.
The attribute:value pair making up the RDN for an entry must also be present in
the entry. (This is not true of the other components of the DN.)

The Distinguished Name (DN) syntax supported by this server is based on RFC
2253. The Backus-Naur Form (BNF) syntax is shown in Example 2-7.

Example 2-7 DN syntax

<name> ::= <name-component> ( <spaced-separator> )
| <name-component> <spaced-separator> <name>

<spaced-separator> ::= <optional-space>
<separator>
<optional-space>

<separator> ::= "," | ";"
<optional-space> ::= ( <CR> ) *( " ")
<name-component> ::= <attribute>

| <attribute> <optional-space> "+"
<optional-space> <name-component>
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<attribute> ::= <string>
| <key> <optional-space> "=" <optional-space> <string>

<key> ::= 1*( <keychar> ) | "0ID." <oid> | "oid." <oid>
<keychar> ::= letters, numbers, and space

<0id> ::= <digitstring> | <digitstring> "." <oid>
<digitstring> ::= 1*<digit>
<digit> ::= digits 0-9

<string> ::= *( <stringchar> | <pair> )
| '"* *( <stringchar> | <special> | <pair>) '™
| A <hex>
<Spec'ia.|> ce= ||’|| | n_n | <CR> | ngn | nen | nsn
| ||#|| | ||;||
<pa1'r‘> ci= m\M (<spec1’a1> | " | ||||)
<stringchar> ::= any character except <special> or "\" or '"'
<hex> ::= 2*<hexchar>

<hexchar> ::= 0-9, a-f, A-F

A semicolon (;) character can be used to separate RDNs in a distinguished name,
although the comma (,) character is the typical notation.

White-space characters (spaces) might be present on either side of the comma or
semicolon. The white-space characters are ignored, and the semicolon is
replaced with a comma.

In addition, space (' ' ASCII 32) characters may be present either before or
after a '+' or '='. These space characters are ignored when parsing.

A value may be surrounded by double quotation ('"' ACSII 34) characters, which
are not part of the value. Inside the quoted value, the following characters
can occur without being interpreted as escape characters:

A space or "#" character occurring at the beginning of the string

A space character occurring at the end of the string

One of the characters "'", "=", "4, U\", B <t MU gp M

Alternatively, a single character to be escaped may be prefixed by a backslash
("\" ASCII 92). This method can be used to escape any of the characters listed
previously and the double quotation marks ('"' ASCII 34) character.

This notation is designed to be convenient for common forms of names. The
following example is a distinguished name written using this notation. First is
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name containing three components. The first of the components is a multi

valued RDN. A multivalued RDN contains more than one attribute:value pair and
can be used to distinctly identify a specific entry in cases where a simple CN
value might be ambiguous:

OU=Sales+CN=J. Smith,0=Widget Inc.,C=US

2.3.2 String form

The exact syntax for names is defined in RFC 2253. Rather than duplicating the
RFC text, the following are examples of valid distinguished names written in
string form:
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cn=Leslie Smith, ou=Austin, o=IBM

This is a name containing three relative distinguished names (RDNs).
ou=deptUVZS + cn=Leslie Smith, ou=Austin, o=IBM

This a name containing three RDNs in which the first RDN is multi-valued.
cn=L. Eagle, o=Sue\, Grabbit and Runn, c=GB

This example shows the method of quoting a comma (using a backslash as
the escape character) in an organization name.

cn=Before\ODAfter,o=Test,c=GB

This is an example name in which a value contains a carriage return
character (ODH).

sn=Lu\C4\8Di\C4\87

This last example represents an RDN surname value consisting of five letters
(including non-standard ASCII characters) that is written in printable ASCII
characters. Table 2-4 explains the quoted character codes.

Table 2-4 The ASCII encoding of an RDN surname (example)

Unicode letter description ISO 10646 code UTF-8 Quoted
Latin capital letter L u0000004C 0x4C L

Latin capital letter u u00000075 0x75 u

Latin small letter ¢ with caron u0000010D 0xC48D | \C4\8D

Latin small letter i U00000069 0x69 i

Latin small letter ¢ with acute u00000107 0xC487 \C4\87
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For the detailed definition of DNs in string form, consult RFC 2253. More about
Unicode character encoding (superset of ISO 10646) and its transformation into
UTF-8 can be found at http://www.unicode.org and in RFC 2279.

2.3.3 URL form

The LDAP URL format has the general form Idap://<host>:<port>/<path>, where
<path> has the form <dn>[?<attributes>[?<scope>?<filter>]].

The <dn> is an LDAP distinguished name using a string representation. The
<attributes> indicate which attributes should be returned from the entry or
entries. If omitted, all attributes are returned. The <scope> specifies the scope of
the search to be performed. Scopes may be current entry, one-level (current
entry’s children), or the whole subtree. The <filter> specifies the search filter to
apply to entries within the specified scope during the search. The URL format
allows Internet clients, for example, Web browsers, to have direct access to the
LDAP protocol and thus LDAP directories.

Examples of LDAP URLs are:

» Idap://austin.ibm.com/ou=Austin,0=IBM

This URL corresponds to a base object search of the <ou=Austin, o=IBM>
entry using a filter <of objectClass="> requesting all attributes (if a filter is
omitted, a filter of <objectClass="> is assumed by definition).

» Idap://austin.ibm.com/o=IBM?postalAddress

This is an LDAP URL referring to only the postalAddress attribute of the IBM
entry.

» |dap:///ou=Austin,0o=IBM??sub?(cn=Joe Q. Public)

This is an LDAP URL referring to the set of entries found by querying any
capable LDAP server (no hostname was given) and doing a subtree search of
the IBM Austin subtree for any entry with a common name of Joe Q. Public
retrieving all attributes. The LDAP URL format is defined in RFC 2255.

2.4 Functional model

The LDAP functional model is comprised of three categories of operations that
can be performed against a LDAPv3 directory service:

» Authentication: Bind, Unbind, and Abandon operations used to connect and
disconnect to and from an LDAP server, establish access rights and protect
information.
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» Query: Search for and Compare entries for entries meeting user-specified

criteria.

» Update: Add an entry, Delete an entry, Modify an entry, and modify the

distinguished name (ModifyRDN) or relative distinguished name of an entry.

2.4.1 Query
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The most common operation is search. The search operation is very flexible and
has some of the most complex options.

The search operation allows a client to request that an LDAP server search
through some portion of the DIT for information meeting user-specified criteria in
order to read and list the result(s). There are no separate operations for read and
list; they are incorporated in the search function. The search can be very general
or very specific. The search operation allows one to specify the starting point
within the DIT, how deep within the DIT to search, what attributes an entry must
have to be considered a match, and what attributes to return for matched entries.

Some example searches expressed informally in English are:
» Find the postal address for cn=John Smith,0=IBM,c=DE.
» Find all the entries that are children of the entry ou=ITSO,0=IBM,c=US.

» Find the e-mail address and phone number of anyone in IBM whose last
name contains the characters “miller” and who also has a fax number.

To perform a search, the following parameters must be specified:
» Base

A DN that defines the starting point, called the base object, of the search. The
base object is a node within the DIT.

» Scope

Specifies how deep within the DIT to search from the base object. There are
three choices: baseObject, singleLevel, and wholeSubtree. If baseObject is
specified, only the base object is examined. If singleLevel is specified, only
the immediate children of the base object are examined; the base object itself
is not examined. If wholeSubtree is specified, the base object and all of its
descendants are examined.

» Search Filter

Specifies the criteria an entry must match to be returned from a search. The
search filter is a Boolean combination of attribute value assertions. An
attribute value assertion tests the value of an attribute for equality, less than
or equal to, and so on. For example, a search filter might specify entries with
a common name containing “wolf” or belonging to the organization ITSO.
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» Attributes to Return

Specifies which attributes to retrieve from entries that match the search
criteria. Since an entry may have many attributes, this allows the user to only
see the attributes they are interested in. Normally, the user is interested in the
value of the attributes. However, it is possible to return only the attribute types
and not their values. This could be useful if a large value like a JPEG
photograph was not needed for every entry returned from the search, but
some of the photographs would be retrieved later as needed.

» Alias Dereferencing

Specifies if aliases are dereferenced—that is, if the alias entry itself or the
entry it points to is used. Aliases can be dereferenced or not when locating
the base object and/or when searching under the base object. If aliases are
dereferenced, then they are alternate names for objects of interest in the
directory. Not dereferencing aliases allows the alias entries themselves to be
examined.

» Limits
Searches can be very general, examining large subtrees and causing many
entries to be returned. The user can specify time and size limits to prevent
wayward searching from consuming too many resources. The size limit
restricts the number of entries returned from the search. The time limit limits

the total time of the search. Servers are free to impose stricter limits than
requested by the client.

2.4.2 Referrals and continuation references

If the server does not contain the base object, it will return a referral to a server
that does, if possible. Once the base object is found singleLevel and
wholeSubtree searches may encounter other referrals. These referrals are
returned in the search result along with other matching entries. These referrals
are called continuation references because they indicate where a search could
be continued. For example, when searching a subtree for anybody named Smith,
a continuation reference to another server might be returned, possibly along with
several other matching entries. It is not guaranteed that an entry for somebody
named Smith actually exists at that server, only that the continuation reference
points to a subtree that could contain such an entry. It is up to the client to follow
continuation references if desired. Since only LDAP Version 3 specifies referrals,
continuation references are not supported in earlier versions.
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2.4.3 Search filter syntax
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The search filter defines criteria that an entry must match to be returned from a
search. The basic component of a search filter is an attribute value assertion of
the form:

attribute operator value
For example, to search for a person named John Smith the search filter would be
cn=John Smith. In this case, cn is the attribute, = is the operator, and John Smith

is the value. This search filter matches entries with the common name John
Smith. Table 2-5 shows the search filter options.

Table 2-5 Search filter options

Operator Description Example

= Returns entries whose cn=John Smith finds the
attribute is equal to the entry with common name
value. John Smith.

>= Returns entries whose sn>=smith finds all entries

attribute is greater than or
equal to the value.

from smith to z*.

Returns entries whose
attribute is less than or
equal to the value.

sn<=smith finds all entries
from a* to smith.

Returns entries that have a
value set for that attribute.

sn=" finds all entries that
have the sn attribute.

Returns entries whose
attribute value
approximately matches the
specified value. Typically,
this is an algorithm that
matches words that sound
alike.

sn~= smit might find the
entry “sn=smith”.

The * character matches any substring and can be used with the = operator. For
example, cn=J*Smi* would match John Smith and Jan Smitty.

Search filters can be combined with Boolean operators to form more complex
search filters. The syntax for combining search filters is:

( "&" or "|" (filterl) (filter2) (filter3) ...) ("!I" (filter))

The Boolean operators are listed in Table 2-6 on page 51.
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Table 2-6 Boolean operators

Boolean operator Description

& Returns entries matching all specified filter criteria.

| Returns entries matching one or more of the filter
criteria.

! Returns entries for which the filter is not true. This
operator can only be applied to a single filter. (!(filter)) is
valid, but (!(filter1)(filter2)) is not.

For example, (I(sn=Smith)(sn=Miller)) matches entries with the surname Smith or
the surname Miller. The Boolean operators can also be nested as in (|
(sn=Smith) (&(ou=Austin)(sn=Miller))), which matches any entry with the
surname Smith or with the surname Miller that also has the organizational unit
attribute Austin.

2.4.4 Compare

The compare operation compares an entry for an attribute value. If the entry has
that value, compare returns TRUE. Otherwise, compare returns FALSE.
Although compare is simpler than a search, it is almost the same as a base
scope search with a search filter of attribute=value. The difference is that if the
entry does not have the attribute at all (the attribute is not present), the search
will return not found. This is indistinguishable from the case where the entry
itself does not exist. On the other hand, compare will return FALSE. This
indicates that the entry does exist, but does not have an attribute matching the
value specified.

2.4.5 Update operations

Update operations modify the contents of the directory. Table 2-7 summarizes
the update operations.

Table 2-7 Update operations

Operation Description
add Inserts new entries into the directory.
delete Deletes existing entries from the directory. Only leaf nodes can

be deleted. Aliases are not resolved when deleting.

modify Changes the attributes and values contained within an existing
entry. Allows new attributes to be added and existing attributes
to be deleted or modified.
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Operation Description

modify DN Changes the least significant (left most) component of a DN or
moves a subtree of entries to a new location in the DIT. Entries
cannot be moved across server boundaries.

2.4.6 Authentication operations

Authentication operations are used to establish and end a session between an
LDAP client and an LDAP server. The session may be secured at various levels
ranging from an insecure anonymous session, an authenticated session in which
the client identifies itself by providing a password, to a secure, encrypted session
using SASL mechanisms. SASL was added in LDAP Version 3 to overcome the
weak authentication in LDAP Version 2. Table 2-8 summarizes the authentication
operations.

Table 2-8 Authentication operations

Operation Description

Bind Initiates an LDAP session between a client and a server. Allows
the client to prove its identity by authenticating itself to the server.

Unbind Terminates a client/server session.
Abandon Allows a client to request that the server abandon an outstanding
operation.

2.4.7 Controls and extended operations
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Controls and extended operations allow the LDAP protocol to be extended
without changing the protocol itself. Controls modify the behavior of an operation,
and extended operations add new operations to the LDAP protocol. The list of
controls and extensions supported by an LDAP server can be obtained by
examining the root DSE of that server. Controls can be defined to extend any
operation.

Controls are added to the end of the operation’s protocol message. They are
supplied as parameters to functions in the API.

A control has a dotted decimal string object ID used to identify the control, an
arbitrary control value that holds parameters for the control, and a criticality level.
If the criticality level is TRUE, the server must honor the control; or if the server
does not support the control, reject the entire operation. If the criticality level is
FALSE, a server that does not support the control must perform the operation as
if there was no control specified. For example, a control might extend the delete
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operation by causing an audit record of the deletion to be logged to a file
specified by the control value information.

An extended operation allows an entirely new operation to be defined. The
extended operation protocol message consists of a dotted decimal string object
ID used to identify the extended operation and an arbitrary string of
operation-specific data.

2.5 Security model

The security model is based on the bind operation. There are several different
bind operations possible, and thus the security mechanism applied is different as
well. One possibility is when a client requesting access supplies a DN identifying
itself along with a simple clear-text password. If no DN and password is declared,
an anonymous session is assumed by the LDAP server. The use of clear text
passwords is strongly discouraged when the underlying transport service cannot
guarantee confidentiality and may therefore result in disclosure of the password
to unauthorized parties.

LDAP V3 comes along with a bind command supporting the Simple
Authentication and Security Layer (SASL) mechanism. This is a general
authentication framework, where several different authentication methods are
available for authenticating the client to the server; one of them is Kerberos.

Furthermore, extended protocol operations are available in LDAP V3. An
extension related to security is the Extension for Transport Layer Security (TLS)
for LDAPv3. This allow operations too use TLS as a means to encrypt an LDAP
session and protect against spoofing. TLS has a mechanism which enables it to
communicate to an SSL server so that it is backwards compatible. The basic
principles of SSL and TLS are the same.

2.6 Directory security

Security is of great importance in the networked world of computers, and this is
true for LDAP as well. When sending data over insecure networks, internally or
externally, sensitive information may need to be protected during transportation.
There is also a need to know who is requesting the information and who is
sending it. This is especially important when it comes to the update operations
on a directory. The term security, as used in the context of this book, generally
covers the following four aspects:

» Authentication: Assurance that the opposite party (machine or person) really
is who he/she/it claims to be.
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» Integrity: Assurance that the information that arrives is really the same as
what was sent.

» Confidentiality: Protection of information disclosure by means of data
encryption to those who are not intended to receive it.

» Authorization: Assurance that a party is really allowed to do what he/shel/it is
requesting to do. This is basically achieved by assigning access controls, like
read, write, or delete, to user IDs or common names.

The following sections focus on the first three aspects (since authorization is not
yet contained in the LDAP Version 3 standard): Authentication, integrity and
confidentiality. There are several methods that can be used for this purpose; the
most important ones are discussed here. These are:

» No authentication.
» Basic authentication.

» Simple Authentication and Security Layer (SASL). This includes
DIGEST-MD5. When a client uses Digest-MD5, the password is not
transmitted in clear text and the protocol prevents replay attacks.

2.6.1 No authentication

This is the simplest authentication method, one that obviously does not need to
be explained in much detail. This method should only be used when data
security is not an issue and when no special access control permissions are
involved. This could be the case, for example, when your directory is an address
book browsable by anybody. No authentication is assumed when you leave the
password and DN fields empty in an Idap operation. The LDAP server then
automatically assumes an anonymous user session and grants access with the
appropriate access controls defined for this kind of access (not to be confused
with the SASL anonymous user).

2.6.2 Basic authentication
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The security mechanism in LDAP is negotiated when the connection between
the client and the server is established. This is the approach specified in the
LDAP application program interface (API). Besides the option of using no
authentication at all, the most simple security mechanism in LDAP is called basic
authentication, which is also used in several other Web-related protocols, such
asin HTTP.

When using basic authentication with LDAP, the client identifies itself to the
server by means of a DN and a password which are sent in the clear over the
network (some implementations may use Base64 encoding instead). The server
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considers the client authenticated if the DN and password sent by the client
match the password for that DN stored in the directory. Base64 encoding is
defined in the Multipurpose Internet Mail Extensions (MIME) LDAP standard
(RFC 1521). It is a relatively simple encryption, and therefore it is not hard to
break once one has captured the data on the network.

2.6.3 SASL

SASL is a framework for adding additional authentication mechanisms to
connection-oriented protocols. It has been added to LDAP Version 3 to
overcome the authentication shortcomings of Version 2. SASL was originally
devised to add stronger authentication to the IMAP protocol. SASL has since
evolved into a more general system for mediating between protocols and
authentication systems. It is a proposed Internet standard defined in RFC 2222.

In SASL, connection protocols, like LDAP, IMAP, and so on, are represented by
profiles; each profile is considered a protocol extension that allows the protocol
and SASL to work together. A complete list of SASL profiles can be obtained
from the Information Sciences Institute (ISI). Each protocol that intends to use
SASL needs to be extended with a command to identify an authentication
mechanism and to carry out an authentication exchange. Optionally, a security
layer can be negotiated to encrypt the data after authentication and so ensure
confidentiality. LDAP Version 3 includes a command (ldap_sasl_bind()) to
encrypt the data after authentication.

2.6.4 SSL and TLS

The Secure Socket Layer (SSL) protocol was devised to provide both
authentication and data security. It encapsulates the TCP/IP socket so that
basically every TCP/IP application can use it to secure its communication.

SSL/TLS supports server authentication (client authenticates server), client
authentication (server authenticates client), or mutual authentication. In addition,
it provides for privacy by encrypting data sent over the network. SSL/TLS uses a
public key method to secure the communication and to authenticate the
counterparts of the session. This is achieved with a public/private key pair. They
operate as reverse functions to each other, which means data encrypted with the
private key can be decrypted with the public key and vice versa. The assumption
for the following considerations is that the server has its key pair already
generated. This is usually done when setting up the LDAP server.
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The simplified interchange between a client and a server negotiating an SSL/TLS
connection is explained in the following steps:

1. As a first step, the client asks the server for an SSL/TLS session. The client
also includes the SSL/TLS options it supports in the request.

2. The server sends back its SSL/TLS options and a certificate which includes,
among other things, the server’s public key, the identity for whom the
certificate was issued (as a distinguished name), the certifier's name and the
validity time. A certificate can be thought of as the electronic equivalent of a
passport. It has to be issued by a general, trusted Certificate Authority (CA)
which vouches that the public key really belongs to the entity mentioned in the
certificate. The certificate is signed by the certifier which can be verified with
the certifier’s freely available public key.

3. The client then requests the server to prove its identity. This is to make sure
that the certificate was not sent by someone else who intercepted it on a
former occasion.

4. The server sends back a message including a message digest (similar to a
check sum) which is encrypted with its private key. A message digest that is
computed from the message content using a hash function has two features.
It is extremely difficult to reverse, and it is nearly impossible to find a message
that would produce the same digest. The client can decrypt the digest with the
server’s public key and then compare it with the digest it computes from the
message. If both are equal, the server’s identity is proved, and the
authentication process is finished.

5. Next, server and client have to agree upon a secret (symmetric) key used for
data encryption. Data encryption is done with a symmetric key algorithm
because it is more efficient than the computing-intensive public key method.
The client therefore generates a symmetric key, encrypts it with the server’s
public key, and sends it to the server. Only the server with its private key can
decrypt the secret key.

6. The server decrypts the secret key and sends back a test message encrypted
with the secret key to prove that the key has safely arrived. They can now
start communicating using the symmetric key to encrypt the data.

As outlined above, SSL/TLS is used to authenticate a server to a client using its
certificate and its private key and to negotiate a secret key later on used for data
encryption.
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Planning your directory

The first sections in this chapter describe some guidelines on how the design
and implementation of the data and directory tree structure should be done. Then
security planning is described, followed by implementing such a directory in a
physical infrastructure having scalability, availability, manageability, and
maintenance aspects of an LDAP directory deployment in mind.

Discussing low-level details of designing a directory implementation, such as
detailed performance tuning aspects or product selection criteria, is beyond the
scope of this book. However, this chapter gives you an introductory
understanding of what has to be considered when LDAP is to be introduced in an
organization.

The discussions that follow in this chapter often refer to typical White Pages
directory implementations for people directories. This approach was chosen for
the sake of simplicity. Please bear in mind, LDAP is not only suitable for people
directories. An LDAP directory can hold almost any kind of information and can
therefore be used for a much broader range of applications. The
Directory-Enabled Networks Initiative (DEN) is just one example where an LDAP
directory is being used for storing network configuration and topology data.

Creating a design that has the flexibility to accommodate changes within the
organization is probably the single most important task in implementing a
directory service. This will help save time and money as the directory service
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grows. When designing the directory service, the project can be divided into
several smaller projects:

» Surveying the directory service contents
» Creating access control strategies

» Replication and partitioning strategies

» Network planning (physical planning)

This chapter discusses the four main planning phases when designing an LDAP
directory and briefly discusses implementation issues:

» The first phase, defining directory content, has two components. The first
component, defining directory requirements, is about a careful analysis of the
main purpose of the directory and the associated considerations to arrive at
an overall approach to the directory plan. The second component, data
design, is then about understanding the sources and nature of the data,
deciding the scope of the data within the directory, and planning the way in
which it will integrate with external data.

» The second phase, organizing your directory, also has two components. The
first component, schema design, determines the format in which the data is to
be stored. This is analogous to the field data definitions in a relational
database. The second component, namespace design, determines the
hierarchical structure of the directory. This is analogous to the relationship
between individual files and their access paths in a relational database.

» The third phase, securing directory entries, is all about privacy and security
design to ensure that the data in the directory is protected, as well as about
allowing applications themselves to be secured by use of the directory. This
aspect of the design affects all other aspects.

» The fourth phase, designing your server and network infrastructure, has two
components. The first component, topology design, helps to determine the
number and location of directory servers and how the data is distributed
among them. The second, optional component, replication design, enables
multiple copies of the data to be deployed, which can aid performance.

Surprising as it may seem, with the exception of security, the various major
dimensions of design are largely independent of each other.

Some aspects of the design process allow for flexibility when requirements may
change in the future. Others are less forgiving and can involve a major upheaval.
It is essential to undergo a thorough planning process before starting the live
implementation. Do not be misled into thinking, for instance, that because the
directories’ servers such as ITDS are included with various IBM Operating
Systems, for example, included in the price of AIX®, it is a lightweight piece of
infrastructure. Nothing could be further from the truth. In building an
LDAP-enabled directory you are laying the framework for generations of software
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that are even now beginning to emerge. The directory, like the database, is one
of the major building blocks of your infrastructure and some attention to planning
at the initial stages will reap rich rewards in the future.

We have discussed here some aspects of directory design. However, it needs to
be pointed out that there is no single correct way to design a directory. To be
able to build a more objective picture of the naming methodology, we
recommend that several sources of information are compared. Often, vendors
will have their own implementation guides that reflect different angles of views for
this aspect.
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3.1 Defining the directory content

The first phase, defining the directory content, is concerned with what it is that
your proposed directory project sets out to achieve and what data is available to
help it do so.

3.1.1 Defining directory requirements

This section discusses the directory definition requirements that need to be
considered when planning a directory implementation.

Application needs

What type of application(s) will use the directory? Determine what
directory-enabled applications are to be deployed and what are their data needs.
Determine the organization's other mission-critical applications. Find out if those
applications can directly access and/or update the directory. What are the
requirements for manageability and scalability? Will the LDAP service be
participating with an X.500 directory service?

User needs

Determine who needs access to the data as a user. Find out if those users can
directly access or even update the directory. Determine the location of clients
(users or applications). What expectations are there for privacy concerns? How
accurate and up-to-date must the directory content be?

Deployment issues

What resources will be available for deployment? What people and skills are
available? Can this be done as part of another project, for example, messaging
migration, or will it require dedicated resources?

Infrastructure constraints

What hardware configurations are already in use and which, if any, are available
to the project? What operating systems, middleware, and applications are in
use? Specifically, what directory applications are already available? Obtain a
network diagram. Is the directory to be protected behind a firewall or exposed to
the Internet?

3.2 Data design
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Planning the directory's data is the most important aspect of the directory
planning activities, and it is probably the most time-consuming aspect as well. A
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considerable amount of the time spent planning the directory data will most likely
be spent surveying the organization to locate all the data stores where directory
information is managed. As this survey is performed, expect to find that some
kinds of data are not well-managed; some processes may be inefficient,
inadequate, or non-existent; and some kinds of data may not be available at all.
All of these issues should be addressed before finishing a data-planning phase.

However, we start by looking at the requirements on the data to be used in the
directory service. The scope of information required will largely be driven by the
application requirement. However, some types of data are better suited for a
directory service than others. ldeal candidates in a directory service have some
of the following characteristics:

» A directory service is not a file system, a file server, an FTP server, a Web
server, or a relational database. Therefore, large, unstructured objects of data
should not be put in the directory. For that kind of data, a server more
appropriate for the task should be used. However, it is appropriate to store
pointers to these kinds of applications within the directory service through the
use of FTP, HTTP, or other types of accesses.

» The data should typically be read much more often than it is written. This is
because directory services usually are tuned for read operations; write
operations are more expensive in terms of resource utilization than reads,
and they may impact the directory server's performance in typical directory
server implementations.

» Another "rule of thumb" is that the data should typically be accessed from
more than just one system or client. For example, an employee's preference
settings for a specific application may not be meaningful to put in the directory
if that application is only run on the employee's single workstation. If the user
wants to run this application on different systems, such as a mail client
application, then the application would certainly benefit from a central
directory for storing user preferences. This would allow the employee to use
the same setup on multiple systems or even platforms within the organization.

Having in mind the types of data suitable and unsuitable for use in a directory, it
is now possible to survey what the directory service data will be.

3.2.1 Sources for data

Planning the directory content includes deciding which existing data to store in
the directory. Survey the organization and identify where the data comes from
(such as Windows NT® domains, RACF®, application-specific directories,
human resources databases, e-mail systems, and so forth).

When deciding on what to put into the directory, all the owners of data relevant to
the contents of the directory should be identified. It is very probable that the
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information you will be choosing to put in the LDAP directory already resides on
some other system in your organization. For example, the Personnel Department
most likely already has databases with personnel information. Also be sure to
make adequate use of processes already in place to administer that data even in
the planned directory service.

Data management and access control are both important when maintaining a
directory service. Plans must be made to identify resources for keeping the data
up-to-date and identifying resources with the authority to decide on access
control policies regarding the data residing in the directory tree.

If data is going to be imported from other sources, develop a strategy for both
bulk imports and incremental updates. Try to limit the number of applications that
can change the data. Doing this will help ensure the data integrity while reducing
the organization's administration.

Identify duplications and data that is not actually used or required. Harmonize the
data by eliminating such duplications and discard unnecessary data.

3.2.2 Characteristics of data elements

Data is made up of data elements, which possess several characteristics such as
format, size, frequency, ownership, relationship with other data elements, etc.
For instance, the data element e-mail address has a format of text, has many
characters, has possible multiple values, is owned by the IT department, is used
by both users and applications, and is related to the user's entry. Examine each
planned data element to determine its characteristics and which are shared with
other elements.

For each piece of data, determine the location where it will be mastered and who
owns the data—that is, who is responsible for ensuring that the data is
up-to-date.

3.2.3 Related data
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Remember to plan for related data sources that contain directory-related data but
which may not, initially at least, use the directory itself. For example, the human
resources database must bear a close relationship to entries in a directory
containing staff data. Consider appropriate replication and synchronization
techniques and procedures to maintain the relationships.

Understanding LDAP Design and Implementation



3.3 Organizing your directory

Having decided on the type of data to use in the directory service, what the
directory will be used for, and how the data will be updated, it is possible to start
structuring the data. Structuring data is done by designing both a schema and a
namespace. We explain these activities in the sections that follow.

3.3.1 Schema design

The schema design plays an important role in your directory implementation and
helps you organize the data within a directory.

Directory schema

A schema is the collection of attribute-type definitions and object class
definitions. A server uses these to determine how to match a filter or attribute
against the attributes of a specific entry and whether to permit given attribute(s)
to be added. This is similar to the data definitions of a relational database
system. For more information on schemas, refer to “LDAP schema” on page 37.

Purpose

The purpose of a schema is to control the nature and format of the data stored in
the directory. This means that schemas can be used for data validation and to
control redundant data. A schema is also used by users and applications as the
basis for directory search criteria.

Elements of LDAP schemas

LDAP directory schemas consist of attributes and object classes. A more
detailed discussion on schema elements can be found in “LDAP schema” on
page 37.

Design overview

Schema design involves several stages. First, identify any schemas provided by
the applications you have in plan, plus any standard and vendor-supplied
schemas. Secondly, select any predefined schemas that meet your needs.
Thirdly, plan for any schema extensions.

For each piece of data, determine the name of the attribute(s) that you will use to
represent the data in the directory and the object class(es) (the type of entry) that
the data will be stored on.
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Predefined schemas

When deciding on the design of the schema, there are a few things to consider.
The LDAP specifications include a standard schema for a typical White Pages
directory (RFC 2256, A Summary of the X.500(96) User Schema for use with
LDAPVv3). Vendors ship schemas with their LDAP server products that may
include some extensions to support special features they feel are common and
useful to their client applications. Work at the Internet Engineering Task Force
(IETF) is in progress to create standard schemas for a broad range of
applications.

Regardless of the type of information contained in the directory server, the
standard schema, some of which is based on the X.500 standard, should not be
modified. If this standard schema proves to be too limiting for the intended use, it
can be extended to support the unique requirements. Standard schema
elements, however, should not be deleted. Doing so can lead to inter-operability
problems between different directory services and LDAP clients.

It is important to use a consistent schema within the directory server because
LDAP-enabled application clients locate entries in the directory by searching for
object classes or attributes and their associated values. If the schemas are
inconsistent, then it becomes virtually impossible to locate information in the
directory tree efficiently. An example of an inconsistent schema is a situation
where an attribute is used to store a specific kind of information, and then later a
different attribute is used to store the exact same kind of data, for example, when
both attributes, telephoneNumber and phone, contain the same data.

Most LDAP-enabled application clients are designed to work with a specific,
well-defined schema. Shrink-wrapped standard applications usually only work
with a standard schema. These are important reasons why LDAP-based
Directory Services should support at least the standard LDAP schema. Then the
schema may be extended as the site discovers site-specific needs that are not
met by the standard schema.

New schema elements

The use of a standard schema is beneficial, and specific changes can be made
so long as they are additions. You may, however, create your own, private
schema. But when doing so, you must take into consideration that compatibility
to any other LDAP service may be lost and that your application clients have to
be aware of that private schema.

3.3.2 Namespace design

Namespace design is a very important task in planning the directory. It is one of
the most difficult to change at a later stage. A namespace is the means by which
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directory data is uniquely named and referenced. It is the equivalent of the
unique key field for the entry. The structure of an LDAP namespace is described
in Chapter 2, “LDAP concepts and architecture” on page 27.

Purpose

The namespace provides a way to organize the data. It can be used to partition
(group) the data and to provide a basis for replication. It can affect your access
control methods. Finally, it is the basic support for directory-enabled applications.

Analyzing needs

Before designing your namespace you need to understand the requirements for
it. Do you need a flat namespace or a hierarchical one? What attributes can be
used to name entries? Do you anticipate replication or partitioning? Does a
corporate taxonomy (hierarchical map of the organization) exist, and could or
should it be used? Might your requirements change over time, for example, with
company mergers and acquisitions?

Namespace design approach

Namespace design is done by choosing a directory suffix, branching the
directory tree, and finally creating a naming style for the directory entries.

Choosing a suffix

When deciding on suffixes, where a suffix is the root DN of a directory tree, it is a
good idea to use the same naming structure for LDAP as is used for X.500.
Using the X.500 methodology would lead to choosing a suffix like o=ibm,c=us or
ou=raleigh,o=ibm.

This method will set the root of the directory tree to a specific organization in a
specific country or to a specific organization and organizational unit. However, it
is not necessary to do this, unless there are plans to participate in an X.500
directory service, since LDAP does not require any specific format for the DN
naming convention. In LDAP, the directory suffix can be chosen freely to reflect
the organizations distinct name. Another method that you can use, if the X.500
method does not seem appropriate, is the DNS naming model when choosing
the directory suffix. This would result in a suffix using the domainComponent
attribute, for example, dc=server,dc=company,dc=com.

The design of the directory schema and definition of the suffix makes it possible
to start populating the tree. But, before doing so, the naming structure must be
put in place. We have divided the discussion on naming structure creation into
the two sections that follow:

» Branching of the directory tree
» Naming style for the entries
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Branching the directory tree

Choosing to branch a directory tree based on the organizational structure, such
as departments, can lead to a large administrative overhead if the organization is
very dynamic and changes often. On the other hand, branching the tree based
on geography may restrict the ability to reflect information about the
organizational structure. A branching methodology that is flexible, and which still
reflects enough information about the organization, must be created.

Because the structure of organizations often changes considerably over time, the
aim should be to branch the tree in such a way as to minimize the number of
necessary changes to the directory tree once the organization has changed.
Note that renaming a department entry, for example, has the effect of requiring a
change of the DNs of all entries below its branch point. This has an undesirable
impact on the service for several reasons. Alias entries and certain attributes or
ordinary entries, such as seeAlso and secretary, use DNs to maintain links with
other entries. These references are one-way only, and LDAP currently offers no
support to automatically update all references to an entry once its DN changes.
The impact of renaming branches is illustrated in the following example.

When adding employees to their respective departments, it would be possible to
create distinguished names (DN) like cn=John Smith, ou=Marketing, I=se, and
dc=xyz.com. If John Smith should at a later time move to another department, his
DN will have to change. This results in changing all entries regarding access
rights and more. If John Smith's DN had been set to cn=John Smith,
ou=employees, |=se, dc=xyz.com, then this would not be a problem. An attribute
describing which department he belongs to (ou=marketing) could be added to his
entry to include this information.

Other criteria that may or should be considered when branching the directory
tree include physical or cultural splits in the organization and the nature of the
client (human or application).

If your organization has separate units that are either physically separated or
have their own management authorities, you might have a natural requirement to
split and separate parts of the DIT.

A general rule of thumb says that the DIT should be reasonably shallow unless
there are strong reasons to design deep branching levels down the directory
tree. If the directory information is primarily searched and read by human users
(that is, if users manually type in search criteria), the DIT should provide the
information in an intuitive manner so that finding information is not limited to
system specialists. If, on the other hand, the information is primarily retrieved
from programs, other rules more suitable for that application can be followed.
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3.3.3 Naming style

The first goal of naming is to provide unique identifiers for entries. Once this is
achieved, the next major goal should be to make querying of the directory tree
intuitive. Support for a naming structure that enables the use of user-friendly
naming is desirable. Other considerations, such as accurately reflecting the
organizational structure of an organization, should be disregarded if it has a
negative effect of creating complex DNs, thus making normal querying
non-intuitive. If we take a look at the X.500 view on naming, we see that the
X.501 standard specifies that "RDNs are intended to be long-lived so that the
users of the Directory can store the distinguished names of objects...", and "it is
preferable that distinguished names of objects which humans have to deal with
be user-friendly" (excerpt from The Directory - Overview of Concepts, Models
and Services, CCITT 1988, cited in RFC 1617).

Multicomponent relative distinguished names can be created by using more than
one component selected from the set of the attributes of the entry to be named.
This is useful when there are, for example, two persons named John Smith in
one department. The use of multicomponent relative distinguished names allows
one to avoid artificial naming values such as cn=John Smith 1 or cn=John Smith
2. Attributes that could be used as the additional naming attribute include title,
room number, telephone number, and user ID, resulting in a RDN, like title=Dr,
cn=John Smith, creating a more user-friendly naming model.

A consistent approach to naming people is especially important when the
directory stores information about people. Client applications will also be better
able to assist users if entries have names conforming to a common format, or at
least to a very limited set of formats. It is practical if the RDN follows such a
format.

In general, the standard attribute types should be used as documented in the
standards whenever possible. It is important to decide, within the organization,
which attributes to use for what purpose and not to deviate from that structure.

It is also important that the choice of a naming strategy not be made on the basis
of the possibilities of the currently available client applications. For example, it is
questionable to use commonName of the form surname firstname merely
because a client application presents results in a more satisfactory order by
doing so. Use the best structure for people's names, and adapt or design the
client applications accordingly.

Please refer to “LDAP distinguished name syntax (DNs)” on page 43 for a more
detailed explanation of LDAP Distinguished name syntax.
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3.4 Securing directory entries
Having designed the directory tree, we now need to decide on a security policy.

The degree of security controls you require will depend on the nature of the
information you are storing. If it is just e-mail addresses then the worst danger of
unlimited read capability is spam e-mail, and the worst danger of uncontrolled
editing is misdirected e-mail. However, if the directory contains gender, home
addresses, and social security numbers then the dangers are more extensive.

The degree of security you require will also reflect the ways in which clients will
be accessing the directory and the methods that will be used to update and
manage the directory.

Finally, it needs to reflect an acceptable level of administration effort for security.
A security policy should be strong enough to prevent sensitive information from
being modified or retrieved by unauthorized users, while simple enough that
administration is kept simple so authorized parties can easily access it. Ease of
administration is very important when it comes to designing a security policy. Too
complex a security policy can lead to mistakes that either prevent people from
accessing information that they should have access to, or allow people to modify
or retrieve directory information that they should not have access to.

3.4.1 Purpose

The most basic purpose of security is to protect the data in your directory. It
needs to be protected against unauthorized access, tampering with information,
and denial of service.

3.4.2 Analysis of security requirements

Try to find answers to the following sorts of questions. Will your directory be
read-only? How sensitive is the data? Is replication to multiple locations
planned? What privileges might administrators have? How reliable are the
users? How will they react to different levels of security? Will they require access
across the Internet? Is your network itself secure? How about the machine
room?

3.4.3 Design overview

To plan for the required level of security, two basic areas must be considered to
answer the following questions: What level of security is needed when clients
identify themselves to the directory server, and what methodology will be used
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when authorizing access to the different kinds of information in the directory?
These areas are authentication and authorization.

3.4.4 Authentication design

Conceptually, directory authentication can be thought of as logging into the
directory. LDAP terminology, however, usually refers to this operation as binding
to the directory.

Generally, bind operations consist of providing the equivalent of a user ID and a
password. However, in the case of an LDAP directory, the user ID is actually a
distinguished name (or a distinguished name derived from a user ID). The
distinguished name used to access the directory is referred to as the bind DN.

So, what level of authentication should be considered? There are, generally
speaking, three different approaches:

» No authentication: This is the simplest approach, which might be perfectly
suitable for most directories when all users are equally granted read (or even
write) access to all data. There is no need for user authentication when this is
the case.

» Basic authentication. This lets the client bind by entering a DN and a
password. Using basic authentication will not ensure integrity and
confidentiality of the login data since it is being sent over the network in a
readable form.

» Secure authentication: Simple Authentication and Security Layer (SASL) is
an extensible authentication framework. It was added to LDAP Version 3, and
it supports Kerberos and other security methods, like S/Key. SASL provides
the ability to securely authenticate LDAP clients and LDAP directory servers.
There is an external mechanism in SASL that allows the use of authentication
identity information from security layers external to the SASL layer. One
possibility is to use the authentication information from SSL. SSL is generally
used to secure the connection between a client and a server through the
exchange of certificates. The client certificate can be used through SASL as
authentication identity. SASL is already used within several Internet protocols
including IMAP4 and POP3 (mail server protocols).

It is possible that there is a need for both basic and secure authentication. The
choice will be dependent on the security policies in the organization's networks
and what type of access rights the different types of clients will have when
communicating with the server. For example, when setting up server-to-server
communication, it may be valuable to use strong, secure authentication since
server-to-server communication will often rely on unrestricted access to each
other's tree structures, including individual entry's access settings. On the other
hand, for client-to-server communication, where clients only have read access to
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names, phone numbers, and mail addresses, there is most likely no need for
anything but basic authentication.

When using secure authentication, it is possible to choose from different
methods depending on the vendors' implementations, for example, Kerberos or
SSL. If Kerberos is not already deployed in the organization's intranet, then it will
probably be sensible to use SSL, since support for SSL is included in most
popular LDAP clients. When using SSL, it is possible for the server to
authenticate the client by using its server certificate. A server certificate can be
thought of as a secure, digital signature that uniquely identifies a server. It has
been generated and registered with a trusted certifying authority, also known as
a Certificate Authority (CA), such as VeriSign or the IBM World Registry™ CA.
Also, when using server certificates, an encrypted communication can be
established between the client and server, enabling a secure basic
authentication of the client to the server.

Using SSL server certificates will be particularly interesting when setting up
LDAP services on insecure networks, such as the Internet/extranet. This will
enable the clients to verify the identity of the server and to encrypt
communication of the basic authentication from the clients to the server on the
insecure networks.

When using basic authentication, administration of passwords on the directory
server will be necessary and may impose some administration overhead. If SSL
client certificates are used, then an appropriate infrastructure will be needed to
support the certificate generation and administration. This is usually done by
separate certificate servers. Client certificate deployment is beyond the scope of
this book, but it ought to be mentioned that LDAP supports storing client public
keys and certificates in the entries allowing you also to use the directory by mail
clients to encrypt e-mail.

3.4.5 Authorization design
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The data in the directory tree will have to be protected in different ways. Certain
information must be searchable for everybody, some must be readable, and
most of it will be write protected. In LDAP Version 3, there are no defined
attributes to handle this. As a result, vendors support their own implementations
of authorization. This is done by different implementations of access control lists
(ACLs).

ACLs are used to define access rules to the different entries in the directory tree.
As an example of an ACL implementation, Example 3-1 on page 71 shows the
IBM ITDS implementation of ACL attribute entries. The pertinent control
attributes used here are aclsource, aclpropagate, and aclentry, where the latter,
for example, is the attribute that specifies who has access to the entry and what
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level of access he or she has. In Example 3-1, cn=John
Arnold,ou=employees,o=iseriesshop has read, write, search, and compare
(rwsc) rights for normal, sensitive and critical data (the entry is highlighted and
split into three lines in the example).

Example 3-1 Sample ACL attribute entry

dn: ou=employees, o=ibm, c=us

objectclass: top

objectclass: organizationalUnit

ou: employees description: Employees of IBM Corporation
entryowner: access-id:cn=admin,o=ibm, c=us
inheritoncreate: TRUE

ownerpropagate: TRUE

aclpropagate: TRUE

ownersource: default

aclsource: OU=employees,o=ibm, c=us

aclentry: access-id:CN=John
Arnold,0U=employees,o=ibm,c=us:object:a:normal:rwsc:
sensitive:rwsc:critical:rwsc aclentry: group:CN=ANYBODY:normal:rsc

When setting up access control lists, it is important to do it with the goal of
minimizing the administration later on. It is good to try and delegate the access
control hierarchically. An example of this could be the following: An individual,
say John Arnold, needs to protect sensitive information. Two groups have been
created for this purpose, owned by John Arnold (shown in Table 3-1). Entries can
be added and deleted by John Arnold to his own groups without intervention of
the directory service administrators.

Table 3-1 ACL structure for Web content administration using two groups

Group name Owner Group members

cn=editor cn=Debbie Smith cn=user1
cn=user2

cn=readers cn=Brian Arnold cn=user3
ou=techsupport

According to the table, John Arnold has added userl and user? to the editor
group and user3 and the group called techsupport to the readers group, thus
enabling userl and user? to edit the contents, and enabling user3 and the
people in the techsupport organizational unit to read the contents.

3.4.6 Non-directory security considerations

Other security considerations that are not directly related to directory design but
that can help to protect your data include encryption.

Chapter 3. Planning your directory 71



You should also ensure that your organization's security audit procedures are
updated to reflect the new directory plan.

3.5 Designing your server and network infrastructure

Physical design involves building a network and server infrastructure to support
availability, scalability, and manageability. Methods to do this in LDAP are
partitioning and replication. Replication is actually not standardized in LDAP
Version 3, but all directory vendors implement replication within their products. In
this section we concentrate on deployment issues regarding when partitioning
and/or replication is appropriate when trying to reach the goals of availability,
scalability, and manageability, and what the trade-offs are.

In sizing the directory service, consideration must be given to which clients will
be accessing what data, from where, and how often. If there are client
applications that use the directory extensively, consideration must be given to
ensuring that the network availability and bandwidth are sufficient between the
application servers and the directory servers. If there are network bottlenecks,
they must be identified because there may be a need to replicate data into
remote LANSs.

3.5.1 Availability, scalability, and manageability requirements
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Availability for a directory service may not be a hot issue in cases where the
directory is not business critical. However, if the use of the service becomes
mission critical, then there is a need to design a highly available system.
Designing a highly available system involves more than is supported in LDAP.
The components from LDAP that are needed are partitioning and replication.
Since high availability involves eliminating single points of failure or reducing
their impact, it is necessary to have redundant hardware, software, and networks
to spread the risk.

As more and more applications use and rely on a directory service, the need to
scale the directory for high-load tolerance increases. Scaling up directory servers
is done much the same way, either by increasing availability or by upgrading
hardware performance. As is the case when increasing availability, we have to
rely on functions outside the LDAP standard as well as LDAP replication and
partitioning. The round-robin DNS or the load-balancing router, such as the IBM
WebSphere Edge Server, are good tools to scale an LDAP server site.

Manageability aspects involve almost all parts of a directory design. Here is
where trade-offs may have to be made regarding scalability, availability,
flexibility, and manageability. The level of scalability and availability are both
related to cost in hardware and software and, as a drag-along, cost of overall
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systems management. One important question to ask in a directory design about
manageability is whether and how all information providers are able to furnish
reliable, correct, and consistent directory data to the LDAP service. If this cannot
be assured, there will be a chance for errors and inconsistencies in the LDAP
directory data. If such problems are considered critical for the clients using the
LDAP service, tools must be provided that can detect and maybe even correct
these errors.

3.5.2 Topology design

Topology design concerns the distribution of directory servers. The first choice is
between a centralized or a distributed approach. The second choice is between a
partitioned and a replicated approach.

Centralized or distributed
You can choose to centralize in a single master directory or to distribute the data
to additional directory servers.

A simple approach to create a highly available directory service is to create a
master and a replica directory server, each one on its own physical machine. By
replicating the data, we have eliminated the single point-of-failure for both
hardware and software failures. This solution with a master and one or more
replica servers normally provides for high availability for read functions to the
LDAP servers. Write requests can only be directed to the master server. If high
availability is required for write access, additional effort is necessary. Neither
read-only nor read/write replication is supported natively by the LDAP standards,
but vendors may have implemented their own mechanisms. Replication solutions
can also be constructed using the export/import facilities of LDAP servers or with
additional, custom-designed software tools. Also the OS/400® Directory server
has its own replication mechanism that is constantly being enhanced.

A mechanism must be added to handle client redirection if one server fails. This
can be done manually or semi-automatically by a DNS switchover, or
automatically with a load-balancing technique by using a router designed for this.
Such a router forwards client requests to one of the servers based on
configurable criteria. It is important that the router supports stateful protocols;
that is, subsequent requests from the same client need to be forwarded to the
same server. There are several products on the market from different vendors to
do this, such as IBM's WebSphere Edge Server. This function is also built into
IBM Lotus Domino. The IBM @server iSeries of course allows multiple Domino
server instances to run within a single operating system instance.

There is also the issue of network bandwidth and its reliability to take into
consideration. In some cases, it may be necessary to distribute a replica into
another LAN with slow network connections to the master. This can also be done
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with any means of replicating an LDAP server (remember that replication is not
included in the LDAP standards, thus you have to use vendor product support or
your own methods). The primary server for a particular client may be the
directory server on the client's own LAN, and the secondary will then be the
central master server, accessed over the WAN.

If the method of spreading the risk is used to create high availability, it is possible
to partition the directory tree and to distribute it to different locations, LANs, or
departments. As a side-effect, depending on how the directory tree is branched
and distributed to these servers, each location, department, or LAN administrator
could then easily manage their own part of the directory tree on a local machine,
if this is a requirement. If a single server failed in such a configuration, then only
a portion of the whole directory would be affected.

A combination of these methods could be used to create a dynamic, distributed,
highly available directory service.

Partitioned or replicated

The second choice for topology design is only applicable when a distributed
approach has been selected for the first choice. The options are between a
partitioned and a replicated approach. The decision criteria are usually based on
performance and availability issues and will be influenced by the size of the
directory.

To create a high-availability environment, it is necessary to replicate and/or
partition the directory, as discussed in the previous sections. Although not
directly related to LDAP, it should be mentioned that adequate systems
management tools and skills must be available to run such a fairly complex
environment. In addition, one of the manageability concerns regarding replication
might be the need to ensure an ample level of consistency. A master LDAP
server might have been updated with new information, while a replica server still
runs with the old, outdated information. The required level of consistency is
largely dependent on the needs of the client applications using the service. If
there is a requirement for currency and consistency among replicated servers,
additional means must be provided to ensure this.

Replication will also affect back up and disaster/recovery procedures. Processes
will be needed to handle recovery of master servers and how synchronization of
replicas will be handled. Since replication is outside the current standard for
LDARP, it is necessary to study the vendor's implementation in order to find
adequate solutions.

Partitioning the directory enables local servers to own their own data, depending
on schema and branching design. This increases flexibility when maintaining
data, but increases the complexity of referral handling. A clear method of linking
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the name space together will have to be formulated to ensure consistent referrals
in the directory service name space such that the logical name space is still a
whole. Also, each local server may have to be administered and maintained
locally, requiring staff with operating system and LDAP knowledge.

You should consider partitioning if the directory is very large, if your applications
only require local workgroup data, if replication volumes would otherwise be too
big, if your WAN is not suited to high volumes, and where future expansion of the
service might trigger one of these considerations in the future.

The optimal topology design depends on the applications, the server, the
physical network, and the directory namespace.

Remember that each partition needs a partition root, which is the DN of the entry
at the top of the naming context, and hence occurs at a branching point in your
directory. You may need to revisit your namespace design.

3.5.3 Replication design

Replication is a technique used by directory servers to improve performance,
availability, and reliability. The replication process keeps the data in multiple
directory servers synchronized.

Replication provides three main benefits:

» Redundancy of information: Replicas back up the content of their supplier
servers.

» Faster searches: Search requests can be spread among several different
servers, instead of a single server. This improves the response time for the
request completion.

» Security and content filtering: Replicas can contain subsets of the data in a
supplier server.

The replication design stage is only required when, firstly, a distributed approach
is chosen to server deployment and, secondly, a replicated approach is chosen
over a partitioned approach. Replication aims to improve the reliability and
performance of your directory service.

Concepts

By making directory data available in more than one location you improve the
reliability of the service in the event of server or network failure. You also improve
the performance by distributing the load across multiple servers and reducing
network traffic.
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Designing replication

Consider first the unit of replication. This concerns which entries and which of
their attributes are to be replicated. A subtree of the DIT might form a suitable
selection basis. Now think about how consistent the data has to be. Must every
change be replicated instantly to all servers? Due to the nature of directory data,
for example people's phone numbers, it is not usual to impose such a tight
restriction, but you might take a different view of removing the entry for a
dismissed member of staff. Think about the sort of replication schedules that
might be appropriate for your directory and network. Also, if you replicate
Certificate Revocation Lists (CRLs) you may want to replicate information about
a revoked certificate instantly.

To ensure initial copies are in place we might use LDAP Data Interchange
Format (LDIF) files to import volumes of data in batch. A more incremental
approach might be used for subsequent updates.

What sort of replication strategy is appropriate? Is a master-replica approach
suitable, with all changes being driven out from the center? The alternative is a
peer-to-peer approach, which allows all servers to update their own data and
subsequently to exchange it.

The replication capabilities of various vendor's LDAPv3 directory servers widely
vary. It is advisable to look at your particular vendors documentation on
replication to understand what features and capabilities exist in each respective
product. Nearly all of the existing directory server implementations support the
following three types of replication topologies in one form or another.

Master-Replica Replication

The basic relationship in replication is that of a master server and its replica
server. The master server can contain a directory or a subtree of a directory. The
master is writable, which means it can receive updates from clients for a given
subtree. The replica server contains a copy of the directory or a copy of part of
the directory of the master server. The replica is read only; it cannot be directly
updated by clients. Instead it refers client requests to the master server, which
performs the updates and then replicates them to the replica server.

The most simple example of the Master-Replica topology can be seen in
Figure 3-1 on page 77. The Master Server in this example is replicating all of its
data to the Replica server.

Understanding LDAP Design and Implementation



Master Server
o=ibm,c=us
(Supplier)

l

(Consumer)
Replica
o=ibm,c=us

Figure 3-1 Master-replica replication topology (single consumer)

A master server can have several replicas. Each replica can contain a copy of
the master's entire directory, or a subtree of the directory. In Figure 3-2, Replica
2 contains a copy of the complete directory of the Master Server; Replica 1 and
Replica 3 each contain a copy of a subtree of the Master Server's directory.

Master Server
o=ibm,c=us
(Supplier)

(Consumer) (Consumer) (Consymer)
Replica 1 Replica 2 Replica 3
ou=austin,o=ibm,c=us o=ibm,c=us ou=group,o=ibm,c=us

Figure 3-2 Master-replica replication topology (multiple consumers)

The relationship between two servers can also be described in terms of roles,
either supplier or consumer. In Figure 3-2, the Master Server is a supplier to
each of the replicas. Each replica in turn is a consumer of the Master Server.

Cascading replication

Cascading replication is a topology that has multiple tiers of servers. A master
server replicates to a set of read-only (forwarding) servers that in turn replicate to
other servers. Some vendors call these forwarding servers replication hubs.
Such a topology off-loads replication work from the master server. In the
example of this type of topology, the master server is a supplier to the two
forwarding servers. The forwarding servers serve two roles. They are consumers
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of the master server and suppliers to the replica servers associated with them.
The replica servers are consumers of their respective forwarding servers. This is
shown in Figure 3-3.

Master Server
o=ibm,c=us
(Supplier)

(Consumer) (Consumer)

Forwarding 1 Forwardmg 2
o=ibm,c=us o=ibm,c=us
(Supplier) (Supplier)

:
i N

(Consumer) (Consumer) (Consumer) (Consumer)
Replica 1 Replica 2 Replica 3 Replica 4
ou=austin,o=ibm,c=us o=ibm,c=us o=ibm,c=us ou=group,o=ibm,c=us

Figure 3-3 Cascading replication topology

Peer-to-peer replication

There can be several servers acting as masters for directory information, with
each master responsible for updating other master servers and replica servers.
This is referred to as peer replication. Some vendors also refer to this replication
topology as multi-master. Peer replication can improve performance, availability,
and reliability. Performance is improved by providing a local server to handle
updates in a widely distributed network. Availability and reliability are improved
by providing a backup master server ready to take over immediately if the
primary master fails. Peer master servers replicate all client updates to the
replicas and to the other peer masters, but do not replicate updates received
from other master servers. Peer replication is shown in Figure 3-4 on page 79.
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Master Server 1 Master Server 2

o=ibm,c=us

-

Replica 1 Replica 2 Replica 3 Replica 4
ou=austin,o=ibm,c=us o=ibm,c=us o=ibm,c=us ou=group,o=ibm,c=us

Figure 3-4 Peer-to-peer replication topology

3.5.4 Administration

In this section we show the tools for administering the directory, then we present
a brief review of who should perform administrative tasks.

The LDAP specifications contained in the pertinent RFCs include functions for
directory data management. These include functions to create and modify the
Directory Information Tree (DIT) and to add, modify, and delete data stored in the
directory.

Vendor products, however, most likely include additional tools for configuring and
managing an LDAP server environment. These include such functions as:

Server setup (initial creation)

Configuring a Directory Information Tree

Content management

Security setup

Replication and referrals management

Access control management

Logging and log file management

Resource management and performance analysis tools

vVVyVYyVYVYVYYVYY

Depending on specific needs and preferences, LDAP directory administration
can be performed several ways. Different vendors offer different administration
tools. Although not all vendors provide tools for all methods, in general there are
three tools to manage LDAP directories:

» Graphical administration tools
» Command line utilities
» Custom-written applications
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Graphical tools features are specific to each vendor, when provided.

Command line tools are based on the LDAP Software Development Kit (SDK),
which is mainly a set of libraries and header files. Depending on vendors, most
SDKs come with a set of simple command line applications, either in source
code or as ready-to-use executable programs. These tools were built using the
LDAP API functions and thus can serve as sample applications. They enable you
to do basic operations, such as searching the directory and adding, modifying, or
deleting entries within the LDAP server. Each basic operation is accomplished
with a single program such as ldapsearch or ldapmodify. By combining these
tools using, for example a scripting language such as Perl, you can easily build
up more complex applications. In addition, they are easily deployable in
Web-based CGl programs.

As an alternative to using the administration utilities, custom-written
administration tools can be used. A developer has several options for accessing
LDAP. An APl library for both C and Java languages is available. Another
approach for custom-written tools is to use the Java Naming and Directory
Interface (JNDI) client APIs. Such administration tools might be desirable when
typical data administration, such as adding or modifying employee data, is done
by non-technical staff. Writing directly to the API layer may also be necessary for
applications that need to control the bind/unbind sequence, or, perhaps, want to
customize the referral behavior. This is a more difficult approach because the
developer must deal with the conversion of the data to the structures that are
sent over the LDAP protocol. Additionally, the developer must be aware of a
particular security setup, such as SSL.
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Part 2

IBM Tivoli Directory Server
overview and installation

In this part we provide an introduction to IBM’s directory server offering, named
IBM Tivoli Directory Server. We provide an overview of ITDS, cover installation
and basic configurations for Mircrosoft Windows, IBM AlIX, Intel Linux, and IBM
zSeries operating systems.
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IBM Tivoli Directory Server
overview

This chapter provides an overview of IBM Tivoli Directory Server (ITDS) and
provides a roadmap to the rest of the book, which focuses primarily on the
installation, configuration, and operation of TDS.
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4.1 Definition of ITDS

The IBM Tivoli Directory Server implements the Internet Engineering Task Force
(IETF) LDAP V3 specifications. It also includes enhancements added by IBM in
functional and performance areas. This version uses IBM DB2 Universal
Database as the backing store to provide per-LDAP operation transaction
integrity, high performance operations, and online backup and restore capability.
The IBM Tivoli Directory Server interoperates with the IETF LDAP V3 based
clients.

Figure 4-1 provides a high-level overview of what the various components of
ITDS are and how clients might interact with it.

WebSphere
Express
Application
Server
DSMLv2
Client DSMLv2 Gateway

LDAP LDAP LDAP
Client Client Client

Directory

Directory

Admin Web Administration Administration .
via Web Tool Daermon ibmslapd
Browser (ibmdiradm)

IBM
DB2

Figure 4-1 ITDS high-level overview

The base components of IBM Tivoli Directory Server are:

» IBM DB2 Universal Database as the backing store to provide per-LDAP
operation transaction integrity, high-performance operations, and online
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backup and restore capability. IBM Tivoli Directory Server Version 5.2
currently ships with DB2 V8.1.

» The server executable named ibmslapd.

» Tools to administer and configure the directory. These tools rely on the
directory administration daemon (ibmdiradm), which runs on each server
machine and also enables remote management. The main tools are:

— Web Administration Tool. This is a J2EE compliance application installable
on IBM WebSphere Application Server and in its Express version, which is
provided with IBM Tivoli Directory Server—GUI for configuring the
directory and the database: Configuration tool (/dapxcfg).

— Command line server utilities.

— IBM Tivoli Directory Server Client SDK, which provides the tools required
to develop LDAP applications. It includes:

* Client libraries that provide a set of C-language APls
¢ C header files for building and compiling LDAP applications

¢ Documentation that describes the programming interface and the
sample programs

e Sample programs in source form
¢ Command line client utilities
» DSMLv2 Front-end which provides DSMLv2 services via an application that
run from the bundled IBM WebSphere Express server.
The major features of ITDS include:

» A Graphical User Interface (GUI) that can be used to administer and
configure the IBM Directory. The administration and configuration functions
enable the administrator to:

— Perform the initial setup of the directory.
— Change configuration parameters and options.

— Manage the daily operations of the directory, such as adding or editing
objects, for example object classes, attributes, and entries.

» A dynamically extensible directory schema. This means that administrators
can define new attributes and object classes to enhance the directory
schema. Changes can be made to the directory schema, too, which are
subject to consistency checks. Users may dynamically modify the schema
content without restarting the directory server. Because the schema itself is
part of the directory, schema update operations are done through standard
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LDAP APIs. The major functions provided by the LDAPv3 dynamic extensible
schema are:

— Queriable schema information through LDAP APls
— Dynamic schema changes through LDAP APls
— Server Root DSE

» UTF-8 (Universal Character Set Transformation Format). An IBM Tivoli
Directory Server supports data in multiple languages, and allows users to
store, retrieve and manage information in a native language code page.

» Simple Authentication and Security Layer (SASL). This support provides for
additional authentication mechanisms. The Secure Sockets Layer (SSL)
provides encryption of data and authentication using X.509v3 public-key
certificates. A server may be configured to run with or without SSL support.

» Replication. Replication is supported, which makes additional read-only
copies of the directory available, improving performance and reliability of the
directory service. Replication topologies also support forwarding and gateway
servers.

» Referrals. Support for LDAP referrals, allowing directories to be distributed
across multiple LDAP servers where a single server may contain only a
subset of the whole directory data.

» Access control model. A powerful, easy-to-manage access control model is
supported through ACLs.

» Change log.

» Password policy.

» Security audit logging.

» Dynamic configuration changes using LDAP APIs.

IBM Tivoli Directory Server is a powerful, security-rich and standards-compliant
enterprise directory for corporate intranets and the Internet. Directory Server is
built to serve as the identity data foundation for rapid development and
deployment of your Web applications and security and identity management
initiatives by including strong management, replication and security features.

With IBM Tivoli Directory Server you can choose your authentication strategy,
you can use simple user ID and password authentication, or you can implement
the more secure digital certificate-based authentication structure. IBM Tivoli
Directory Server also includes a Simple Authentication Security Layer (SASL)
plug-in interface, including Challenge-Response Authentication Mechanism MD5
(CRAM-MD5) and Kerberos authentication if required.

The fine grained access control features in IBM Tivoli Directory Server extend to
the attribute level, enabling self service and delegated administration while also
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offering protection of access control list (ACL) values within the directory,
preventing unauthorized users from changing the security assigned to objects
within the directory.

Development and deployment of your enterprise directory with IBM Tivoli
Directory Server is enhanced through the inclusion of the IBM default schema, a
flexible server plug-in framework and the client SDK which includes support for
64-bit AIX and Java TM access via a standard J2EE interface.

IBM Tivoli Directory Server is a component of the IBM Tivoli Identity Manager
solution that can help you get users, systems and applications online and
productive fast, reduce costs and maximize return on investment. IBM Tivoli
Identity Manager provides identity lifecycle management (user self-care,
enrollment and provisioning), identity control (access and privacy control, single
sign-on and auditing), identity federation (sharing user authentication and
attribute information between trusted Web services applications) and identity
foundation (directory and workflow) to effectively manage internal users as well
increase number of customers and partners through the Internet.

4.2 ITDS 5.2

ITDS, released in October 2003, introduced a number of new features well as
enhancements to existing capabilities. These features and enhancements
include:

» Updated versions of corequisite products

— DB2 Universal Database Version 8.1 Enterprise Server Edition (DB2) with
FixPak 2.

— IBM Global Security Kit (GSKit) Version 7a. GSKit includes open-source
libraries.

— The embedded version of IBM WebSphere Application Server - Express
Version 5.0.2.

» Support for Microsoft Windows Server 2003

IBM Tivoli Directory Server supports the Microsoft Windows Server 2003
operating system, Standard and Enterprise editions.

» Non-SSL packages only on AlX

In previous versions, both Secure Sockets Layer (SSL) and non-SSL
packages were provided on all operating system platforms. For IBM Tivoli
Directory Server Version 5.2, non-SSL packages are provided only on AlX.
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Full 64-bit server support on AIX

IBM Tivoli Directory Server has been ported to 64-bit architecture on AlX only.
Solaris, HP-UX, Linux zSeries, Linux Intel, Linux iSeries and pSeries®, and
Microsoft Windows remain 32-bit servers. The Web Administration Tool
remains a 32-bit application. The 32-bit server will no longer be available on
AIX; however, the client SDK will still be available as a 32-bit application. The
64-bit architecture increases the ability to cache a large number of directory
entries.

Note that AlX Version 5.1 or later is required for the 64-bit AIX Server.

To move up to 64-bit server support, you must migrate your database.
However, you do not need to unload and reload your data. See the chapter on
“Migration from previous releases” located in Installation and Configuration
Guide, SC32-1338.

Authentication methods for LDAP (RFC 2829)

IBM Tivoli Directory Server 5.2 provides support for DIGEST-MD5 Simple
Authentication and Security Layer (SASL) authentication, as well as
Transport Layer Security (TL\S) support as defined in RFC 2829.

LDAP v3 Extensions for TLS (RFC 2830)

TLS allows clients to connect to the server on a non-secure port and issue a
TLS start command. If GSKit is installed, the server honors the request and
begins a secure connection with the client. RFC 2830 specifies how LDAP
should support TLS.

DIGEST-MD5 SASL Mechanism (RFC 2831)

RFC 2831 defines how HTTP Digest Authentication (Digest) can be used as
an SASL mechanism for any protocol that has an SASL profile. (RFC 2222
defines SASL.) DIGEST-MD5 is intended to be both an improvement over
CRAM-MDS5 and a convenient way to support a single authentication
mechanism for Web, mail, LDAP, and other protocols.

Use of Language codes (RFC 2596)

RFC 2596 defines a mechanism that allows the directory to associate natural
language codes with values that meet certain natural language requirements.
IBM Tivoli Directory Server 5.2 supports a single language code option and
language tag support discovery.

Subtree search on null base

A subtree can now be searched from a null base. This provides a shorthand
way to retrieve all entries in the directory. In earlier releases, multiple
searches were required for each suffix to search the entire directory.
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Unique attributes

IBM Tivoli Directory Server 5.2 allows the administrator to identify attributes
that must have unique values. This ensures that there are not two directory
entries with the same attribute values. For example, no two users can have
the same user ID or e-mail address if these attributes have been configured
to enforce uniqueness.

Delegation of server administration to a group of administrative users

In previous releases, IBM Tivoli Directory Server required that the
administrator user ID be used to perform server tasks such as replication
configuration and starting and stopping the server. For the 5.2 release, there
is an administration group that contains IDs of users with administrative rights
and privileges. This avoids the use of a single administration ID shared by a
number of administrators. The root administrator can add or remove
members from the administration group.

Prevention of denial of service

For the 5.2 release, support has been added to reduce the vulnerability of the
server to malicious attacks, causing a denial of service. The server can be
configured to reject non-responsive clients after some number of attempts.
Support has also been added to close connections issued by a specific IP
address or DN. An emergency thread is available when some number of
items, configurable on the server, are on the work queue. This provides a
method for the administrator to access the server during a denial of service
attack. The oldest connections can, through configurable parameters, be
reused first.

Unbind of bound DN/IP

This security enhancement allows an administrator to force a specific bound
DN or IP address to unbind. The emergency thread added in the denial of
service prevention feature enhances this feature by ensuring that an
administrator always has access to unbind bound DNs and IP addresses.

Group specific search limits

You can now configure "extended" search limits for a defined group of people
who are not the administrator or part of the administration group.

Preservation of operational attributes

The operational attributes creatorsName, createTimestamp, TastModifiedBy,
and TastModifiedTime are now preserved so that they are consistent
between a master and its replicas. In addition, these attributes are now
imported by the 1dif2db and bulkload utilities and exported by the db21dif
utility.
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Attribute cache

The attribute cache improves search performance for certain search filters by
allowing configured attributes and their values to be stored in memory. When
a search is performed using a filter that contains all cached attributes and the
filter is of a type supported by the attribute cache manager, the filter can be
resolved in memory; this leads to improved search performance.

Serviceability improvements

The following new features improve the serviceability of IBM Tivoli Directory
Server:

— Server input and output logging

The actual input and output from the server can now be logged to allow
better analysis of problems. In previous releases, the LDAP client library
output the BER data to stderr or a file. The new feature adds the capability
to record the same formatted BER data one time to the in-memory trace.
The trace facility can then be used to extract this data.

— Dynamic trace enablement

Trace information from the server can now be captured without stopping
and restarting the server. The level of tracing and the size available for
trace output can also be configured dynamically.

Monitor enhancements

More information has been added to the output of cn=monitor to be used in
analyzing server performance. These attributes are intended for directory
administrators only. The new information includes counts of completed
operations by type (for example, BIND, MODIFY, COMPARE, SEARCH), depth of the
work queue, number of available workers, counts of messages added to the
server log, audit log, command-line interface errors, and counts of SSL
connections. Information is also included about what worker threads are
doing and when they started.

Additional support on iSeries and pSeries Linux

Support for the new iSeries and pSeries Linux platforms was added in the
IBM Tivoli Directory Server 5.1 FixPak 1. IBM Tivoli Directory Server 5.2 adds
more support for iSeries and pSeries. The Web Administration Tool can now
be used on these platforms, and translated messages have been added.

System and restricted ACLs - compatibility with OS/390(R)

Support has been added for specification and evaluation of ACLs for the
system and restricted attribute classes. This resolves the following
interoperability problems between IBM Tivoli Directory Server and OS/390
versions of the LDAP Server.
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In previous releases, during replication the IBM Tivoli Directory Server server
rejected any directory entry data that contained ACL specifications with
references to system or restricted attribute classes. Replication from an
0S/390 server provider to an IBM Tivoli Directory Server server consumer
therefore failed.

In previous releases, ACL management code could not be written that would
run correctly on both types of servers. A client application written for an IBM
Tivoli Directory Server environment might not work properly on an OS/390
server because the ACLs might not allow the application to read system
attributes. Conversely, a client application developed for an OS/390 server
environment would fail to work properly on an IBM Tivoli Directory Server
server if the application attempted to set ACLs on system or restricted
attributes.

This feature replaces the limited restricted attribute class ACL support,
originally provided by IBM Tivoli Directory Server 5.1 Protection of Access
Control Information feature (ibm-sTapdACLAccess), with full directory-specific
ACL support. The behavior of this feature is consistent with the existing ACL
support provided for the other attribute access classes: Normal, sensitive,
and critical.

To maintain consistency with the legacy IBM Tivoli Directory Server ACL
model, existing version 5.1 directories that contain entries with explicit ACL
specification will be automatically migrated to provide legacy default read,
search, and compare access for the subject DN group:cn=anybody, as well as
any specific access IDs. This is to prevent an unexpected loss of default
access after migration. If denial of access is required, it should be explicitly
specified in the directory, based on the specific needs and desires of the
individual IBM Tivoli Directory Server administrator.

Support for identity assertions (proxied authentication)

Support has been added for identity assertions, also known as LDAP Proxied
Authorization Control. The Proxied Authorization Control allows a client to
request that an operation be processed under a provided authorization
identity instead of as the current authorization identity associated with the
connection.

Option that the server does not dereference aliases by default

In previous releases, the Java Naming and Directory Interface (JNDI) had
dereferencing aliases by default. This sometimes caused performance
degradation on the server even if no alias entries existed in the server. A
server configuration option has been added to override the dereference
option specified in the client search request. Additionally, if no alias objects
exist in the directory, the server always bypasses the dereference logic.
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» Gateway replication

Gateway replication uses Gateway servers to collect and distribute replication
information effectively across a replicating network. The primary benefit of
Gateway replication is the reduction of network traffic.

» Enhancements to the Web Administration Tool

Enhancements have been made to the Web Administration Tool, including
the following:

— Support for administration of OS/400(R) V5R3 and z/OS(TM) R4 LDAP
servers

— Support for object class inheritance from multiple superior objects
— Support for peer-to-peer replication

— Support for gateway replication

— Web Administration support for most new features

4.3 Resources on ITDS

There are several resources available publicly on the Web to find out more
information about ITDS. The best place to start is the IBM Tivoli homepage for
ITDS at:

http://www-306.1ibm.com/software/tivoli/products/directory-server/
From here you can download the product and the most recent Fix Packs and

patches, access technical documentation, review recent issues (APARs) that
have been resolved, and see published Technotes.

An excellent place for getting questions answered about ITDS is the ITDS NNTP
group on IBM’s public NNTP service. This group, can be found here:

http://www.news://news.software.ibm.com/ibm.software.ldap

4.4 Summary of ITDS-related chapters
The rest of the chapters in this book go into particular aspects of ITDS
installation, configuration, and management. The topics include:
» Chapter 5, “ITDS installation and basic configuration - Windows” on page 95
» Chapter 6, “ITDS installation and basic configuration - AIX” on page 125

» Chapter 7, “ITDS installation and basic configuration on Intel Linux” on
page 155
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Chapter 8, “IBM Tivoli Directory Server installation - IBM zSeries” on
page 185

Chapter 9, “IBM Tivoli Directory Server Distributed Administration” on
page 193

Chapter 10, “Client tools” on page 237

Chapter 11, “Schema management” on page 287

Chapter 12, “Group and role management” on page 301

Chapter 13, “Replication” on page 319

Chapter 14, “Access control’ on page 395

Chapter 15, “Securing the directory” on page 431

Chapter 16, “Performance Tuning” on page 475

Chapter 17, “Monitoring IBM Tivoli Directory Server” on page 547

Chapter 18, “Debugging IBM Tivoli Directory Server related issues” on
page 589

Chapter 19, “Developing C-based applications” on page 603
Appendix A, “DSML Version 2” on page 635

Appendix B, “Directory Integration - IBM Tivoli Directory Integrator” on
page 681
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ITDS installation and basic
configuration - Windows

This section describes the installation and basic configuration of ITDS 5.2 on
Microsoft Windows NT, Windows 2000, and Windows 2003. For the latest
information and updates, as well as code downloads, please check the IBM site
at:

http://www-3.ibm.com/software/tivoli/products/directory-server/

ITDS 5.2 has several installation options. You can install using an InstallShield
graphical user interface (GUI) or use platform-specific installation methods such
as the command line or installation tools for the operating system. This chapter
focuses on the GUI installation. For more information on the other types of
installation options, please refer to the ITDS product documentation at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.htm

Before installing, see the IBM Tivoli Directory Server Version 5.2 Server
Readme, Gl11-4151, for any updated information about supported versions of
the Microsoft Windows operating system. The readme file is in the root directory
of the installation CD or the directory where you unzipped the server package.
After installing, the readme file is located in the installpath\doc\lang directory in
files server.ixt, server.pdf, and server.htm, where:

» installpath is the location where the IBM Tivoli Directory Server is installed.

© Copyright IBM Corp. 1998, 2004. All rights reserved. 95


http://www-3.ibm.com/software/tivoli/products/directory-server/
http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.html

» Jangis the locale you chose when you installed IBM Tivoli Directory Server.
For example, for United States English the locale is en_US.

Also see the IBM Tivoli Directory Server Version 5.2 Readme Addendum, which
contains the latest information. The latest version of the Readme Addendum can
be found online with the ITDS product documentation:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.htm]
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5.1 Installable components

When you install IBM Tivoli Directory Server, you can install either the client or
the server. The server component requires the client.

In addition, you can install the Web Administration Tool on an application server,
with or without the server or the client. You can use the Web Administration Tool
to administer multiple ITDS servers either locally or remotely. You can install a
single Web administration console to manage multiple IBM Tivoli Directory
Server servers. You can also manage servers from previous releases, including
SecureWay Directory 3.2.x and IBM Directory Server Versions 4.1 and 5.1. See
Requirements for the Web Administration Tool in “Web Administration Tool” on
page 101 for a complete list of servers that can be managed.

» Client: (Required) Includes a number of key libraries and command utilities
required by the server. The client also includes a “C” Development SDK. This
component can be installed standalone and requires no other components to
be installed. GSKit must be installed if you require SSL for stronger security.

» Server: (Required) The core LDAP server component. You must install at
least the client and DB2 in conjunction with the server.

» GSKit: (Optional) Global Security Kit (GSKit) Version 7a is a software
package that is required only if Secure Sockets Layer (SSL) Security or
Transport Layer Security (TLS) is required.

» IBM WebSphere Express Application Server: (Optional) To use the Web
Administration Tool, an application server is required. The embedded version
is IBM WebSphere Application Server - Express V5.0.2 is provided with ITDS
as an application server.

» Web Administration Tool: (Optional) A Web-based tool used to manage any
number of distributed IBM Tivoli Directory Servers as well as prior versions of
IBM’s Directory Server product line. In order to install the Web Administration
tool, you need to have a supported Application Server already installed or the
bundled IBM WebSphere Express Application Server is required.

» IBM DB2: (Required) DB2 Universal Database is used as the underling data
storage mechanism for the Server.

In order to install the server, at a bare minimum you must install Client, Server,
and IBM DB2. If you want to require secure access over SSL to the LDAP Server
or Web Administration Tool, you also need to install GSKIT. Finally, if you have
not yet installed the Web Administration Tool anywhere else, you will need to
install it along with a supported Application Server.
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5.2 Installation and configuration checklist

Below you will find an abbreviated checklist that contains a high level summary
of the steps required to install and configure ITDS to the point where you can add
your own data. Many of these steps are optional but all are recommended to
provide a well-tuned, high-performance, and secure directory environment.

ITDS 5.2 installation checklist:

1. Verify that the hardware and operating system meet minimum
requirements. See “System and software requirements” on page 99.

Obtain products including the latest relevant Fixpacks.
Operating system configuration and tuning.
Basic product installation. See “Installing the server” on page 102.

o > 0D

Add Administrator DN and password. See “Configuring the Administrator
DN and password” on page 106.

Configure database. See “Configuring the database” on page 108.
Add suffix. See “Adding a suffix” on page 115.
Tune DB2. See “DB2 tuning” on page 491.

Tune slapd parameters in ibms1apd.conf. See “Additional slapd and
ibmslapd settings” on page 488.

© ® N o

10.Schema customization. See “Modifying the schema” on page 292.
11.Configure ITDS.

a. TCP/IP Ports ITDS uses.

b. Password encryption. See “Password encryption” on page 451

c. Password policy enforcement. See “Password policy enforcement” on
page 437.

d. SSL/TLS, Kerberos, and Digest-MD5. See “SSL/TLS support” on
page 455.

e. Log locations and settings. See “Enabling and disabling the change log”
on page 118.

12.Add data.
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5.3 System and software requirements

To install the IBM Tivoli Directory Server client and server packages, administer
the server, and use the Global Security Kit (GSKit), your computer must meet the
minimum system requirements as outlined in this section.

5.3.1 ITDS Client

The IBM Tivoli Directory Server Client SDK provides the tools required to
develop LDAP applications as well as a number of the most commonly used
command line utilities for manipulating LDAP data within the directory. The
following are provided:

»

>

>

Client libraries that provide a set of C-language APIs
C header files for building and compiling LDAP applications

Documentation that describes the programming interface and the sample
programs

Sample programs in source form

Executable versions of the sample programs:

— 1ldapmodrdn.exe: LDAP modify relative distinguished name
— Tldapdelete.exe: LDAP delete

— 1ldapmodify.exe: LDAP modify

— Tdapsearch.exe: LDAP search

— ldapadd.exe: LDAP add (a renamed version of 1dapmodi fy)
— Tldapchangepwd.exe: LDAP change password

— Tdapexop.exe: LDAP extended operations

The following are the system and software requirements for the ITDS client on
Microsoft Windows.

>

Operating system requirements

Microsoft Windows 2000

Microsoft Windows XP

Microsoft Windows Server 2003 Standard or Enterprise
Microsoft Windows NT 4.0 with Service Pack 6 or later

Memory requirements

A minimum of 128 MB RAM is required. For better results, use 256 MB or
more.
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>

Disk space requirements

You need at least 100 MB of free space on the disk where you will be
installing the client.

5.3.2 ITDS Server (including client)

The Server consists of the following components:

100

>

>

»

»

>

>

The server executable: ibms1apd
Command line import/export utilities
Web-based GUI for administering the directory: Web Administration Tool

Server configuration and database utilities GUI for configuring the directory:
Configuration Tool (1dapxcfg)

Online Web Administration Tool and Configuration Tool helps
The ITDS Client (see previous section)

The following are the system and software requirements for the ITDS Server on
Microsoft Windows. By default, the ITDS Server requires the ITDS client.

»

Operating system requirements
— Microsoft Windows 2000.
— Microsoft Windows Server 2003 Standard or Enterprise.

— Microsoft Windows NT 4.0 with Service Pack 6 or later. A Microsoft
Windows NT file system (NTFS) is required for security support.

Memory requirements

A minimum of 256 MB RAM is required. For better results, use 512 MB or
more.

Disk space requirements

— You must have at least 100 MB of free space in the directory specified by
the TEMP environment variable.

— You will need 410-610 MB of disk space for the ITDS software on the
device you choose to install onto. If IBM DB2 is already installed, then you
will need 150 MB to install the other ITDS components.

— Disk space required for data storage is dependent upon the number and
size of database entries. Allow a minimum of 80 MB for your database on
Windows systems. Also allow another 2 to 3 MB of disk space when
creating the DB2 instance.
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>

Other software requirements

The minimum supported level of IBM DB2 is IBM DB2 Version 7.2 with
FixPak 5 or later. DB2 Version 8.1 Enterprise Server Edition with FixPak 2 is
included with IBM Tivoli Directory Server and is installed if a supported
version of DB2 is not detected on your system. If you have a version of DB2
earlier than Version 7.2 with FixPak 5 installed on your system, you must
remove it or upgrade it before installing ITDS. For more information on
migrating from previous versions of ITDS, please refer to the Tivoli Software
Information Center ITDS 5.2 page at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.html

5.3.3 Web Administration Tool

You can install the Web Administration Tool on a computer with or without the
client or the server. The Web Administration Tool can be used to administer
LDAP servers of the following types:

»

vyVvyyvyvyy

IBM Tivoli Directory Server 5.2
IBM Directory Server 5.1

IBM Directory Server 4.1

IBM SecureWay Directory 3.2.2
0S/400 V5R3

z/OS R4

Note that for z/OS R4, only the following configurations are supported:

>
>
>

A single TDBM backend
A single SDBM backend
One TDBM and SDBM backend

The Web Administration Tool is supported on the following Microsoft Windows
platforms:

>

>
>
>

Microsoft Windows NT 4.0

Microsoft Windows 2000

Microsoft Windows XP

Microsoft Windows Server 2003 Standard, Enterprise

To use the Web Administration Tool, you also need the following:

>

One of the following application servers:

— The embedded version of IBM WebSphere Application Server - Express
V5.0 or later. Version 5.0.2 is provided with IBM Tivoli Directory Server
5.2. (iSeries Linux, pSeries Linux, and HP-UX require version 5.0.2.) If you
have version 5.0, which was provided with IBM Directory Server, installed,
see the section titled “Migrating the Web Administration Tool and
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upgrading the embedded version of WebSphere Application Server -
Express” in the IBM Tivoli Directory Server Installation and Configuration
Guide version 5.2, SC32-1338.

— IBM WebSphere 5.0 or later. (iSeries Linux, pSeries Linux, and HP-UX
require version 5.0.2.)

» One of the following Web browsers on the computer from which you will use
the Web Administration Tool. (This might or might not be the computer where
the Web Administration Tool is installed.)

— On Microsoft Windows platforms
Microsoft Internet Explorer Version 6.0
— OnAIX
Mozilla 1.3 or 1.4
— On xSeries® Linux
Mozilla 1.3 or 1.4
— On iSeries, pSeries, zSeries Linux
No browser support available
— On Solaris 7, 8, 0r 9
Mozilla 1.3 or 1.4
— On HP-UX
Mozilla 1.3 or 1.4

5.4 Installing the server

Use the information in the following sections to install ITDS 5.2 on a Windows
platform using the Installshield GUI.

Note: The following installation instructions do not cover migration scenarios.
For information on how to migrate previous versions of the Directory Server to
ITDS 5.2, please refer to the IBM Tivoli Directory Server Installation and
Configuration Guide version 5.2, SC32-1338.

5.4.1 Create a user ID for ITDS

Before you install, create or be sure that you have created the user ID that will
own ITDS’s IBM DB2 database used to store the directory data. You will be
asked to provide this user ID and its password during configuration, which runs
automatically after installation and system restart. The user ID must be 8
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characters or less, and it must be a member of the Administrators group. If you
are creating a new database, a DB2 instance with the same name as the user ID
will be created to hold the database.

The method used to create the user varies from one Microsoft Windows
operating system to another. Please refer to the operating system documentation
for more details on this process.

Tip: A simple way to create the type of user account that ITDS requires on a
Microsoft Windows 2000 Server is with the following two commands. This
example uses a username of 1dapdb2 and a password of somepassword. Enter
these two commands at a Microsoft Windows command prompt window (as
an Administrator).

NET USER Tdapdb2 somepassword /ADD /ACTIVE:yes /expires:never /comment:"ITDS
Account"

NET LOCALGROUP Administrators /add 1dapdb2

The account 1dapdb2 now exists on the Windows Server, is active, and has
the proper privileges. You can now move into the actual setup of ITDS.

5.4.2 Installing ITDS with the Installshield GUI

To install:

1. On the computer where you are installing the IBM Tivoli Directory Server,
stop any programs that are running and close all windows. If you have open
windows, the initial IBM Tivoli Directory Server installation window might be
hidden behind other windows.

2. If you are installing from a CD, insert the CD in your CD-ROM drive.

3. If you are installing locally from a CD or remotely from the network, go to the
drive for your CD-ROM or for the appropriate network path. If you
downloaded a zipped file, go to the directory where you unzipped the file.

4. In the \ismp folder, double-click the setup.exe icon. The language window is
displayed.
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Note: When installing on Windows, if the installation program exits without
displaying the language window, it might be caused by one of the
following:

» Backlevel video drivers. Update your video drivers to the most recent
levels to correct this.

» Not enough space in the directory specified by the TEMP environment
variable. Be sure that you have at least 100 MB of free space in this
directory.

5. Select the language you want to use during IBM Tivoli Directory Server
installation. Click OK.

Note: This is the language used in the installation program, not in IBM
Tivoli Directory Server. You choose the language used in IBM Tivoli
Directory Server in step 10.

6. On the Welcome window, click Next.

7. After reading the Software license agreement, select | accept the terms in
the license agreement. Click Next.

8. Any preinstalled components and corresponding version levels are displayed.
Click Next.

9. To install to the default directory, click Next. You can specify a different
directory by clicking Browse.

Note: Do not use special characters, such as hyphen (-) and period (.) in
the name of the installation directory. If you do not use the default location,
use a name such as Idap or Idapdir. Do not use a name such as Idap-dir or
Idap.dir.

10.Select the language you want to use in IBM Tivoli Directory Server 5.2. Click
Next.

11.A window showing the following components for installation is displayed, as
shown in Figure 5-1 on page 105:

— Client SDK 5.2

— Web Administration Tool 5.2

— Server5.2

— IBM WebSphere Application Server - Express 5.0.2
— DB2V8.1

- GSKit
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The components that are not yet installed are preselected. You can choose to
reinstall the server, the client, or the Web Administration Tool if they were

previously installed.

& IBM Tivoli Directory Server 5.2 -10] =l

Selectthe features to install

¥ Client SDk 5.2 (& ME)

¥ \Weh Administration Tool 5.2 (32 MB)

¥ Server 5.2 (31 ME)

¥ [BM WehSphere Application Server - Express 5.0.2 (145 MB)
¥ DB2 V8.1 (347 ME)

W GSKit (12 MB)

Space Reguired: GE3 MB Available: 24829 MB
Total space reguired includes space for required products.

InstallZhield

= Back [et = Cancel

Figure 5-1 Install component selection window

Figure 5-1 also indicates the amount of disk space required and available on
the selected drive.

Be sure the components you want to install are selected, and click Next.

12.1f you selected DB2 V8.1 in step 12, a window is displayed prompting you to
enter a Windows user ID and password for the DB2 system ID. The default

user ID is db2admin. On the window:
a. Type the user ID or accept the default.
b. Type the password, and then type the password again for verification.

c. Click Next.
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Note: Note the following:

» This user ID must not be the one you created in Creating the DB2
database owner.

» If you are using an existing Microsoft Windows user ID, be sure that
your password is correct. Otherwise, DB2 does not install correctly.

» If you are using an existing Windows user ID, it must be a member of
the Administrators group.

» If you are not using an existing user ID, DB2 creates the user ID you
specify with the password you type.

13.The installation program now has enough information to begin installing. A
summary window displays the components you selected and the locations
where the selected components will be installed. Click Back to change any of
your selections. Click Next to begin installation.

14.After the files are installed:

— If you installed the client, the Client Readme file is displayed. Read the file
and click Next.

— If you installed the server, the server Readme file is also displayed. Read
the file and click Next.

— If you installed the Web Administration Tool, the Web Administration Tool
Readme file is also displayed. Read the file and click Next.

15.Select to restart your computer now or later. Click Finish.

Note: If you installed the server, you must restart your system to complete
IBM Tivoli Directory Server configuration. You are unable to use IBM Tivoli
Directory Server until this is completed.

After your computer is restarted, if you installed the server, log in using the same
user ID that you used to install IBM Tivoli Directory Server. The Configuration
Tool automatically runs so that you can complete the server configuration.
Before you can use the server, you must set the administrator DN and password
and configure the database that will store the directory data.

5.4.3 Configuring the Administrator DN and password

Each ITDS Server has a special “super-user” account associated with it that
provides maximum privileges within ITDS. You will need to create this account
before you can administer ITDS.
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To set the administrator DN and password, refer to Figure 5-2 on page 108, and
perform these steps:

1.

In the IBM Tivoli Directory Server Configuration Tool window, click
Administrator DN/password in the task list on the left.

In the Administrator DN/password window on the right, type a valid DN (or
accept the default DN, cn=root) in the Administrator DN field.

The IBM Directory Server administrator DN is the DN used by the
administrator of the directory. This administrator is the one user who has full
access to all data in the directory.

The default DN is cn=root. DNs are not case sensitive. If you are unfamiliar
with X.500 format, or if for any other reason you do not want to define a new
DN, accept the default DN.

Type the password for the Administrator DN in the Administrator Password
field. You must define a password. Passwords are case-sensitive.

Record the password for future reference.

Note: Double byte character set (DBCS) characters in the password are
not supported.

4. Retype the password in the Confirm password field.
5. Click OK.
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File  Help

+# IBM Tivoli Directory Server Configuration Tool

=0l ]

@

Choose 5 task:

------ [E] itrocuction

----- [BiR2 chinistrator DR

------ [E] Configure databaze
------ [E] tnconfigure databaze
------ D Configure/unconfigure changelog
------ [E] Manage suffixes

------ [E] Manage schema files
------ [E] mport LDIF dsta

------ [E] Export LDIF data

...... D Backup database

------ [E] Restore detabaze

------ [E] optimize detabase

Acministrator Dhjasswword
Change the administrator DN or password, then click OK.

Administrator DN

Icn=rcn:|t

Administrator pazsward

Iﬂ‘ﬁﬂ‘ﬁﬂ‘ﬁ

Confirim password

Iﬂ‘ﬁﬂ‘ﬁﬂ‘ﬁ

B

2

Cancel | Help

—

Figure 5-2 Setting the administrator DN and password

5.4.4 Configuring the database

108

Since ITDS uses IBM DB2 as the storage repository for all data, prior to adding
data to your directory, you will need to configure a database instance that will be

associated with ITDS.

To configure the directory database:

1. Before you configure the database that ITDS will use, create or be sure that
you have previously created a valid user ID that will own the DB2 database
used to store the directory data. You will be asked to provide this user ID and
its password during configuration, which runs automatically after installation
and system restart. The user ID must be 8 characters or less, and it must be a
member of the Administrators group. If you are creating a new database, a
DB2 instance with the same name as the user ID will be created to hold the

database.

Note: Verify that the user ID you have created or assigned can

successfully log into the system. Check to ensure the password does not

expire on first login. Check to see if the account is enabled.
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2. In the Configuration Tool, click Configure database in the task list on the left.
Select Configure new database and click Next as shown in Figure 5-3 on

page 109.

File Help

# IBM Tivoli Directory Server Configuration Tool

=101 %]

S

Choose & task:

- [E] Introduction

- 2] Administrator DMAassword
|j - LI

D Unconfigure database
D Configure/unconfigure changelog
--[E] Manage suffixes

~-[E] Manage schema files

~-[E] Import LDIF data

-] Export LDIF data

- [E] Backup databsaze

--[E] Restore databaze

-[E] Optimize databaze

Configure database

reconfigure this databaze and erase all existing data,
ot configure the server to use a nevy database.

f* Use existing configuration (Don't reconfigure)
(" Reconfigure existing detabasze

" Configure new database

You currently have a database configured and it is Active.
You can keep using this database and exit the configuration,

3

= Back I Mext = I

Help

Firist

Cancel

Figure 5-3 Database configuration

3. A user ID and password is requested, as shown in Figure 5-4 on page 110:

a. Type a user ID in the User ID field. This user ID must already exist before
you can configure the database. This is the user ID you created in step 1.
Type a password for the user in the Password field. Passwords are
case-sensitive.

b. Click Next.
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" IBM Tivoli Directory Server Configuration Tool ; o ]

File  Help I@

Choose & task: Configure database
------ D Introduction The database will be configured using a valid system User D,
------ Ij Adtrinistrator DMipassword Erter an existing User ID and password below
------ Ij Configure database Lser ID
------ L fi datak
B ncqn gure a_ S5E dapdnz
------ D Configureiunconfigure changelog
------ [E] Manage suffixes Password

------ [E] Manage schema files I****ﬂ*

...... D Import LOIF data
------ [E] Export LDIF data
------ [E] Backup database
------ [E] Restore database
------ [E] Ontimize detabase

Help | ?l < Back I Mext = I Firist | Canicel |

Figure 5-4 Database configuration - Setting the user ID and password for the database

4. Next you will be prompted for a name for the database, as shown in
Figure 5-5 on page 111:

a. Type the name you want to give the DB2 database. The name can be from
1 to 8 characters long. The database will be created in an instance with
the same name as the user ID.

b. Click Next.
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" IBM Tivoli Directory Server Configuration Tool ; o ]

File  Help @

Choose a task: Configure database
""" D Introduction Erter the name of the database to be configured.
------ [E] Administrator DMfpassword
----- [E] Contfigure database Database name
------ D Unconfigure databasze Ildapdb2

------ D Configureiunconfigure changelog
------ [E] Manage suffizes

------ [E] Manage schema files

...... D Import LOIF data

...... D Export LDIF data

------ [E] Backup database

------ D Restore database

------ [E] Ontimize database

Help | ?| = Back I Mext = I Fimist | Canicel |

Figure 5-5 Database configuration - Choose DB2 database name

5. If the database location is requested, as shown in Figure 5-6 on page 112:

a. Type the location for the database in the Database location field. For
Windows platforms, this must be a drive letter.

Be sure that you have at least 80 MB of free hard disk space in the
location you specify and that additional disk space is available to
accommodate growth as new entries are added to the directory.

b. Click Next.
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" IBM Tivoli Directory Server Configuration Tool ; -0l x]|

File Help I@

Choose s task: Configure dstabasze
""" [ Introcuction The dstabase containing the directory entries will be crested in the location
------ ) Administrator DMNipassword you specify below. For the empty detabase to be crested successtully,
...... D Configure detabase there must be at least 50 megakbytes available. You shaould also have
...... D Uncanfigure database additional disk space available to accommodate the arowth of the database

------ [E] Configureiunconfigure changelogy &3 enries are added.

...... D Manage suffixes Database location
------ [E] Manage schema files _3
------ [E] Import LDIF data

------ [E] Extport LLIF data

------ [E] Backup database
------ [E] Restore database
------ [E] Ontimize databaze

Help | ?| = Back I Mext = I Firist | Cancel |

Figure 5-6 Database configuration - Choosing an install location (Windows)

6. If a character set selection is requested, as shown in Figure 5-7 on page 113:

a. Click the type of database you want to create. You can create a UCS
Transformation Format (UTF-8) database, in which LDAP clients can store
UTF-8 character data, or a local code page database, which is a database
in the local code page.
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Note: IBM Tivoli Directory Server supports a wide variety of national
language characters through the UTF-8 (UCS Transformation Format)
character set. As specified for the LDAP Version 3 protocol, all
character data that is passed between an LDAP client and a server is in
UTF-8. Consequently, the directory server can be configured to store
any national language characters that can be represented in UTF-8.
The limitations on what types of characters can be stored and searched
for are determined by how the database is created. The database
character set can be specified as UTF-8 or it can be set to use the
server system's local character set (based on the locale, language, and
code page environment).

If you specify UTF-8, you can store any UTF-8 character data in the
directory. LDAP clients running anywhere in the world (in any UTF-8
supported language) can access and search the directory. In many
cases, however, the client has limited ability to properly display the
results retrieved from the directory in a particular language/character
set. There is also a performance advantage to using a UTF-8 database
because no data conversion is required when storing data to or
retrieving data from the database.

b. Click Next.

+" IBM Tivoli Directory Server Configuration Tool
File

Help

=10] x|

@

Choose atagk:

Configure database

[} Introcuction

[E] Administrator DiNfassword
Configure datahaszs

[E) Uncanfigure database

D Configureiunconfigure changelog

[E] Manage suffizes

[E] Manage schema files
[E] mport LOIF dsta

[E] Export LDIF data

[E] Backup database

[E] Restore database
[E) Optimize: database

The new DE2 databaze may be created i in & universal character set (UTF-81JC5-2)
ot in the local codepage. If you anticipate storing data from multiple character sets
in your directory you may svish ta use the universal DE2 database option.

¥ Creste a universal DB2 datakese (UTF-8AC5-2)

{” Creste a local codepage DB2 database

= Back Firrizh

I Mext = I

Cancel |

Helg |"|

=

Figure 5-7 Database configuration - Codepage selection
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7. In the verification window, shown in Figure 5-8, information is displayed about

the configuration options you specified. To return to an earlier window and
change information, click Back. To begin configuration, click Finish.

# IBM Tivoli Directory Server Configuration Tool

B =] 3]
File Help é
Choose atask: Configure database

------ D Introcuction Please verify that the settings below are correct.

------ Ij Administrator DMfEssyword Then click finish to begin the configurstion.

""" B & e e nass Creating new database idapdb?.

------ B Unconfigure database Mo database is currently configured.

""" B Conﬂgureiun_conﬂgure shangelag Iizer dh2admin will covn the instance and the datsbase.

------ (] Manage suffixes ] The new database will be UTF-3 (locale independent).

------ [E] Manage schema files The new: database |dapdb wil be crested at the location C:.

------ [E] mport LDIF data

------ [E] Export LDIF data

------ [E] Backup database
------ [E] Restore database

------ [E] Owtimize database

Help | ?l = Back I [dext = I

Finizh Cancel |

=

Figure 5-8 Configuration final confirmation

8. The completion window is displayed, as shown in Figure 5-9 on page 115.
Click Close.
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o IBM Tivoli Directory Server Configuration Tool - O] x|

File  Help @
Choose a task: Configure database

- [2] Introduction Start time Elapsed time

- 2] Admiristrator DNpassword IH” 203 2.37 P ID.1 a7

Configure SE

-[2] Unconfigure database

D Configureiunconfigure chahge
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D Itmport LOIF data

D Export LOIF data

D Backup database

--[E] Restore database

D Ciptimize database

Task messages

You have chosen the following sctions:

Databasze '[dapdb2 will be configured in instance 'db2admin’.
Configuring IBM Tivoli Directory Server Database.

Creating instance; 'db2admin',

Created instance: ‘dh2admin’.

Cataloging instance node: "db2admin'.

Cataloged instance node; ‘dbZadmin’,

Starting database manager for instance: 'db2admin’.

Started database manager for instance: 'dbhZadmin’.
Creating databasze: Idapdh’.

Created database: Idapdb'.

Updating the database: 'Idapdb2’

Updated the database: Idapdb?

Updating the database manager: 'dhZadmin’
Updated the database manager; 'db2admin'
Enabling mutti-page file allocation: 'ldapdib2'
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Configured database: Tdapdb2'

Configured IBM Tivali Directory Server Database,
IE Tivali Directory Server Configuration complete,

4 | i

#

5 I I ﬂ Close | Help

-

Figure 5-9 Database configuration - Results window

5.4.5 Adding a suffix

A suffix (also known as a naming context) is a distinguished name (DN) that
identifies the top entry in a locally held directory hierarchy. Because of the
relative naming scheme used in LDAP, this DN is also the suffix of every other
entry within that directory hierarchy. A directory server can have multiple
suffixes, each identifying a locally held directory hierarchy, for example,
o=ibm,c=us.

Entries to be added to the directory must have a suffix that matches the DN
value, such as ou=Marketing,o=ibm,c=us. If a query contains a suffix that does
not match any suffix configured for the local database, the query is referred to the
LDAP server that is identified by the default referral. If no LDAP default referral is
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specified, an Object does not exist result is returned. The server must be

stopped before you add or remove suffixes.

Add a suffix
To add a suffix:

1. In the Configuration Tool, click Manage suffixes in the task list on the left, as
shown in Figure 5-10.

2. In the Manage suffixes window, type the suffix you want to add in the
SuffixDN field, and click Add.

3. When you have added all the suffixes you want, click OK. When you click

Add, the suffix is added to the list in the current suffix DNs box; however, the

suffix is not actually added to the directory until you click OK.
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Figure 5-10 Adding a suffix

Removing a suffix

To remove a suffix:
1. In the Configuration Tool, click Manage suffixes in the task list on the left.

2. In the Manage suffixes window, click the suffix you want to remove in the

Current suffix DNs box, and click Remove.
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3. When you have selected all the suffixes you want to remove, click OK. When
you click Remove, the suffix is removed from the list in the current suffix DNs
box; however, the suffix is not actually removed until you click OK.

5.4.6 Removing or reconfiguring a database

At some point you may need to remove the IBM DB2 database instance that is
associated with ITDS. The ITDS Idapxcfg tool allows you to unconfigure the
database instance, unconifgure and destroy the database instance, and
unconfigure, destroy, and delete the database instance.

To unconfigure the database:

1. In the Configuration Tool, click Unconfigure database in the task list on the
left.

2. In the Unconfigure database window, click of the following:
— Unconfigure only

Does not destroy any existing LDAP DB2 data. However, the configuration
information for the database will be removed from the configuration file
(ibmslapd.conf), and the database will be inaccessible to the directory
server.

— Unconfigure and destroy database

Removes the existing database and its contents, and removes the
configuration information for the database from the configuration file.

— Unconfigure and destroy database and delete instance

Removes the existing database and its contents, removes the
configuration information for the database from the configuration file, and
deletes the instance in which the database is located.

3. Click Unconfigure.
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Figure 5-11 Unconfiguring the DB2 database associated with ITDS

Once you have completed these steps, you may now configure or re-configure a
new database instance for use with ITDS. See “Configuring the database” on
page 108 for more information.

5.4.7 Enabling and disabling the change log
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The change log database is used to record changes to the schema or directory
entries in the typical LDAP entry structure that can be retrieved through the
LDAP API. The change log records all update operations: Add, delete, modify,
and modrdn. The change log enables LDAP client applications to retrieve a set of
changes that have been made to an IBM Tivoli Directory Server database. The
client might then update its own replicated or cached copy of the data.

The change log function causes all updates to LDAP to be recorded in a
separate change log DB2 database (that is, a different database from the one
used to hold the LDAP server Directory Information Tree). The change log
database can be used by other applications to query and track LDAP updates.
The change log function is disabled by default.
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Unlike some other directory servers on the market, the change log is not required
by ITDS to setup replication. Typically, the change log is enabled so
meta-directory sychronization products such as IBM Tivoli Directory Integrator
(ITDI) can detect changes occurring within ITDS and then push those changes to
other non-ITDS data repositories.

There are some performance considerations when you enable the change log
since all changes within ITDS are now logged to a separate a database instance.
You should evaluate the impact of enabling the change log during in the
pre-deployment phases of your ITDS deployment.

You can use the 1dapxcfg Configuration Tool to enable or disable the change
log. The server must be stopped before you enable or disable the change log.

To enable the change log, refer to Figure 5-12 on page 120 and perform the
following steps:

1. In the Configuration Tool, click Configure/unconfigure changelog in the
task list on the left.

2. In the Configure/unconfigure changelog window, select the Enable change
log database check box.

3. In the Maximum number of log entries box, click Unlimited if you want an
unlimited number of entries in the change log. If you want to limit the number
of entries, click Entries and type the maximum number of entries you want
recorded. The default is 1,000,000 entries.

4. In the Maximum age box, accept the default of Unlimited if you want entries to
remain in the change log indefinitely, or click Age and type the number of
days and hours for which you want each entry to be kept.

5. Click Update.

Chapter 5. ITDS installation and basic configuration - Windows 119



-+ IBM Tivoli Directory Server Configuration Tool

o =]
File Help @
Choose a task: Configureiunconfigure changelog

------ D Introduction The change log database records updates to the directory. it is created in the same location

...... D Administrator DNpassword az the main directary databaze and intially requires an additional & megabytes of hard disk

______ D Configure database space, plus additional space to accommodate new log entries.

. |Hote: | may take several minutes to update the change log.
------ D Unconfigure databasze

------ [E] configureiuncanfigure changelog | | [V Enable change log datsbase
------ D Manage suffices

------ [E] Marage schems files
------ B} Import LDIF dta " Unimited
...... D Export LDIF data

& Entries | 1000000
------ D Backup databaze : e

------ D Restore database

~ Maximum number of log ertries

- Maximum age
------ [E] Ontimize database
" Unlimited
* Age I 14 Days 0 Hours
Start time: Elapsed time

Task messages

4 | [7]
Clear results |
Updlate I Stop Close | Help
| J
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To disable the change log:

1. In the Configuration Tool, click Configure/unconfigure changelog in the
task list on the left.

2. In the Configure/unconfigure changelog window, clear the Enable change log
database check box.

3. Click Update.

5.5 Starting ITDS

There are a number of other optional tasks you can perform within the Directory
Configuration tool at this point such as adding custom schema and importing
data. Those tasks do not have to be completed before you initially start the
server. Those topics are covered in subsequent chapters.
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The easiest way to start the server is by typing ibmslapd in a windows command

prompt, as shown in Example 5-1.

Example 5-1 Starting the Directory Server

C:\>ibmslapd
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Dec 13 16:01:45 2003 Plugin of
Dec 13 16:01:45 2003 Plugin of
Files/IBM/LDAP/bin/Tibldapaudit
Dec 13 16:01:45 2003 Plugin of
Files/IBM/LDAP/bin/1ibc1.d11.

Dec 13 16:01:45 2003 Plugin of
Dec 13 16:01:45 2003 Plugin of
Dec 13 16:01:45 2003 Plugin of
Files/IBM/LDAP/bin/1ibback-rdbm
Dec 13 16:01:45 2003 Plugin of
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Files/IBM/LDAP/bin/1ibldaprepl.d11.

Dec 13 16:01:45 2003 Plugin of

Files/IBM/LDAP/bin/1ibback-rdbm.

Dec 13 16:01:45 2003 Plugin of
Files/IBM/LDAP/bin/Tibcl.d11.

Dec 13 16:01:45 2003 Plugin of
Dec 13 16:01:45 2003 Plugin of

Files/IBM/LDAP/bin/1ibback-rdbm.

Dec 13 16:01:45 2003 Plugin of
Files/IBM/LDAP/bin/Tibcl.d11.

Dec 13 16:01:45 2003 Plugin of
Dec 13 16:01:45 2003 Plugin of

type
dit.
type

type
type
dit1.
type

type
type

starting.

EXTENDEDOP is successfully loaded from Tibevent.dl1.
EXTENDEDOP 1is successfully loaded from libtranext.dl11.
EXTENDEDOP is successfully loaded from Tibldaprepl.dll.
PREOPERATION is successfully loaded from 1ibDSP.d11.
PREOPERATION is successfully loaded from 1ibDigest.dl11.
EXTENDEDOP is successfully loaded from Tibevent.dl1.
EXTENDEDOP 1is successfully loaded from libtranext.dll.
AUDIT 1is successfully loaded from C:/Program

PREOPERATION is successfully loaded from C:/Program
EXTENDEDOP is successfully loaded from Tibevent.dl1.
EXTENDEDOP 1is successfully loaded from libtranext.dll.
DATABASE 1is successfully loaded from C:/Program
REPLICATION is successfully loaded from C:/Program
EXTENDEDOP is successfully loaded from C:/Program

PREOPERATION is successfully Toaded from C:/Program

EXTENDEDOP is successfully loaded from Tibevent.dl1.
DATABASE is successfully loaded from C:/Program

PREOPERATION is successfully loaded from C:/Program

EXTENDEDOP is successfully loaded from Tibevent.dll.
DATABASE 1is successfully loaded from C:/Program

Files/IBM/LDAP/bin/Tibback-config.d11.

Dec
Dec
Dec
Dec

13 16:01:54 2003

C:\>

13 16:01:50 2003 Plugin of type EXTENDEDOP is successfully loaded from libloga.dlT.
13 16:01:50 2003 Non-SSL port initialized to 389.

IBM Tivoli Directory (SSL), Version 5.2Server started.

13 16:01:54 2003 Started 15 worker threads to handle client requests.

After you type ibmslapd at the command prompt, a number of messages will be

logged to the screen. One of them should say IBM Tivoli Directory (SSL)
Version 5.2 Server started
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Note: There are a number of other ways to start ITDS. Please refer to
Chapter 9, “IBM Tivoli Directory Server Distributed Administration” on
page 193, for more information.

To verify ITDS is indeed running, configured properly, and responding to queries,
you can type the following command at the Windows command prompt:

ldapsearch -s base -b ““ objectclass=*
The output of this command is shown in Example 5-2.

Example 5-2 Querying the root DSE

C:\>1dapsearch -s base -b "" objectclass=*

namingcontexts=CN=SCHEMA
namingcontexts=CN=LOCALHOST
namingcontexts=CN=PWDPOLICY
namingcontexts=CN=IBMPOLICIES
namingcontexts=0=IBM,C=US
namingcontexts=CN=CHANGELOG
subschemasubentry=cn=schema

supportedextension=1.3.18.0.2.12.1

supportedextension=1.3.18.0.2.12.3

supportedextension=1.3.18.0.2.12.5

supportedextension=1.3.18.0.2.12.6

supportedextension=1.3.18.0.2.12.15
supportedextension=1.3.18.0.2.12.16
supportedextension=1.3.18.0.2.12.17
supportedextension=1.3.18.0.2.12.19
supportedextension=1.3.18.0.2.12.44
supportedextension=1.3.18.0.2.12.24
supportedextension=1.3.18.0.2.12.22
supportedextension=1.3.18.0.2.12.20
supportedextension=1.3.18.0.2.12.28
supportedextension=1.3.18.0.2.12.30
supportedextension=1.3.18.0.2.12.26

supportedextension=1.3.6.1.4.1.1466.20037
supportedextension=1.3.18.0.2.12.35
supportedextension=1.3.18.0.2.12.40
supportedextension=1.3.18.0.2.12.46
supportedextension=1.3.18.0.2.12.37
supportedcontrol=2.16.840.1.113730.3.4.2
supportedcontrol=1.3.18.0.2.10.5
supportedcontrol=1.2.840.113556.1.4.473
supportedcontrol=1.2.840.113556.1.4.319
supportedcontrol=1.3.6.1.4.1.42.2.27.8.5.1
supportedcontrol=1.2.840.113556.1.4.805

Understanding LDAP Design and Implementation



supportedcontrol=2.16.840.1.113730.3.4.18
supportedcontrol=1.3.18.0.2.10.15
supportedcontrol=1.3.18.0.2.10.18

security=none

port=389

supportedsasimechanisms=CRAM-MD5
supportedsasImechanisms=DIGEST-MD5
supportedldapversion=2
supportedldapversion=3
ibmdirectoryversion=5.2
changelog=cn=changelog

firstchangenumber=1

lastchangenumber=1
ibm-1dapservicename=TEST-WIN2K
ibm-serverId=718b8al3-a75f-4e2e-ach7-e8aa69095157
ibm-supportedacimechanisms=1.3.18.0.2.26.3
ibm-supportedacimechanisms=1.3.18.0.2.26.4
ibm-supportedacimechanisms=1.3.18.0.2.26.2
vendorname=International Business Machines (IBM)
vendorversion=5.2

ibm-ss1ciphers=N/A
ibm-sTapdisconfigurationmode=FALSE
ibm-slapdSizeLimit=500
ibm-sTlapdTimeLimit=900
ibm-slapdDerefAliases=always
ibm-supportedAuditVersion=2
ibm-sasldigestrealmname=TEST-WIN2K

C:\>

If the suffix you added in “Adding a suffix” on page 115 is displayed in the output
of your Idapsearch command in the format namingcontexts=0=1BM,C=US
(o=ibm,c=us is the suffix added in this example), then ITDS’s slapd LDAP
listener is configured properly and open for business.
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ITDS installation and basic
configuration - AIX

This section describes the installation and basic configuration of ITDS 5.2 on the
IBM AIX operating system. For the latest information and updates, as well as
code downloads, please check the IBM site at:

http://www-3.ibm.com/software/tivoli/products/directory-server/

ITDS 5.2 has several installation options. You can install using an InstallShield
graphical user interface (GUI) or use platform-specific installation methods such
as the command line or installation tools for the operating system. This chapter
focuses on the GUI installation. For more information on the other types of
installation options, please refer to the ITDS documentation at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.htm

Before installing, see IBM Tivoli Directory Server Version 5.2 Server Readme,
Gl11-4151, for any updated information about supported versions of the AlX
operating system. The readme file is in the root directory of the CD or the
directory where you extracted the server package from the tape archive (tar)
image. After installing, the readme file is located in the installpath\doc\lang
directory in files server.txt, server.pdf, and server.htm, where:

» installpath is the location where the IBM Tivoli Directory Server is installed.
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» Jangis the locale you chose when you installed IBM Tivoli Directory Server;
for example, for United States English the locale is en_US.

Also see the IBM Tivoli Directory Server Version 5.2 Readme Addendum, which
contains the latest information. The latest version of the Readme Addendum can
be found online with the ITDS product documentation:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.htm]
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6.1 Installable components

When you install IBM Tivoli Directory Server, you can install either the client or
the server, which requires the client.

In addition, you can install the Web Administration Tool on an application server,
with or without the server or the client. You can use the Web Administration Tool
to administer IBM Tivoli Directory Server servers either locally or remotely. You
can install a single Web Administration console to manage multiple IBM Tivoli
Directory Server servers. You can manage servers from previous releases,
including SecureWay Directory 3.2.x and IBM Directory Server Versions 4.1 and
5.1. See Requirements for the Web Administration Tool in “Web Administration
Tool” on page 132 for a complete list of servers that can be managed.

» Client: (Required) Includes a number of key libraries and command utilities
required by the server. The client also includes a “C” Development SDK. This
component can be installed standalone and requires no other components to
be installed. GSKit must be installed if you require SSL for stronger security.

» Server: (Required) The core LDAP server component. You must install at
least the client and DB2 in conjunction with the server.

» IBM GSKit: (Optional) IBM Global Security Kit (GSKit) Version 7a is a
software package that is required only if Secure Sockets Layer (SSL) Security
or Transport Layer Security (TLS) is required.

» IBM WebSphere Express Application Server: (Optional) To use the Web
Administration Tool, an application server is required. The embedded version
of IBM WebSphere Application Server - Express V5.0.2 is provided with ITDS
as an application server.

» Web Administration Tool: (Optional) A Web-based tool used to manage any
number of distributed IBM Tivoli Directory Servers as well as prior versions of
IBM’s Directory Server product line. In order to install the Web Administration
tool, you will need to have a supported application server already installed or
the bundled IBM WebSphere Express Application Server is required.

» DB2: (Required) IBM DB2 Universal Database is used as the underling data
storage mechanism for the server.

In order to install the server, at a bare minimum you must install client, server,
and DB2. If you want to require secure access over SSL to the LDAP Server or
Web Administration Tool, you will also need to install GSKIT. Finally, if you have
not yet installed the Web Administration Tool anywhere else, you will need to
install it along with a supported application server.
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6.2 Installation and configuration checklist

Below you will find an abbreviated checklist that contains a high-level summary
of the steps required to install and configure ITDS to the point where you can add
your own data. Many of these steps are optional but all are recommended in
order to provide a well-tuned, high-performance, and secure directory service
environment.

ITDS 5.2 installation checklist:

1. Verify that the hardware and operating system meet minimum
requirements. See “System and software requirements” on page 129.

Obtain product including latest relevant Fixpacks.
Operating system configuration and tuning.
Basic product installation. See “Installing the server” on page 1383.

o > 0D

Add Administrator DN and password. See “Configuring the Administrator
DN and password” on page 137.

Configure database. See “Configuring the database” on page 138.
Add suffix. See “Adding a suffix” on page 145.
Tune DB2. See “DB2 tuning” on page 491.

Tune slapd parameters in ibmslapd.conf. See “Additional slapd and
ibmslapd settings” on page 488.

© ® N o

10.Schema customization. See “Modifying the schema” on page 292.
11.Configure ITDS.

c. TCP/IP Ports ITDS uses.

d. Password encryption. See “Password encryption” on page 451.

e. Password policy enforcement. See “Password policy enforcement” on

page 437.
f. SSL/TLS, Kerberos, and Digest-MD5. See “SSL/TLS support” on
page 455.
g. Log locations and settings. See “Enabling and disabling the change log”
on page 148.
12.Add data.
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6.3 System and software requirements

To install the IBM Tivoli Directory Server client and server packages, administer
the server, and use the Global Security Kit (GSKit), your computer must meet the
minimum system requirements as outlined in this section.

6.3.1 ITDS Client

The IBM Tivoli Directory Server Client SDK provides the tools required to
develop LDAP applications as well as a number of the most commonly used
command line utilities for manipulating LDAP data within the directory. The
following are provided:

»

>

>

Client libraries that provide a set of C-language APIs
C header files for building and compiling LDAP applications

Documentation that describes the programming interface and the sample
programs

Sample programs in source form
Executable versions of the sample programs

— ldapmodrdn: LDAP modify relative distinguished name
— Tldapdelete: LDAP delete

— Tldapmodify: LDAP modify

— Tldapsearch: LDAP search

— Tldapadd: LDAP add (a renamed version of 1dapmodify)
— Tldapchangepwd: LDAP change password

— Tdapexop.exe: LDAP extended operations

The following are the system and software requirements for the ITDS client on
AlIX. The client is 32-bit and does not require 64-bit support if installed on a
different machine than the ITDS Server component.

>

»

Operating system requirements

— IBM AIX 4.3.3. (The GUI Install is not supported on AlX 4.3.3. Please refer
to the IBM Tivoli Directory Server Version 5.2 Installation & Configuration
Guide, SC32-1338, for alternative installation methods.)

— IBM AIX 5.1.
— IBM AIX 5.2.
Memory requirements

A minimum of 128 MB RAM is required. For better results, use 256 MB or

more.
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Disk space requirements

You must have at least 100 MB of free space in the /var directory and at least
200 MB of free space in the /tmp directory.

Other requirements
The following additional requirements may apply:
— The Korn shell is required.

— For AIX 4.3.3 you must install IBM AIX Maintenance Level 8 or later. On
AIX 5.1, you must install IBM AIX Maintenance Level 4 or later. On AIX
5.2, you must install IBM AIX Maintenance Level 1 or later.

— The bos.loc.iso.ZH_TW fileset must be installed for the Taiwan locale. The
fileset is available from the IBM AIX 4.3.3 installation medium.

— The xIC.rte 6.0.0.0 or later fileset is required for GSKit 7a on AIX 5.1 and
5.2.

— The xIC.aix43.rte 6.0.0.0 or later fileset is required for GSKit 7a on AIX
4.3.3.

— To use GSKit, the IBM JRE or JDK 1.4.1 or an equivalent JRE or JDK is
required.

6.3.2 ITDS Server (including client)

The server consists of the following components:
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»

»

>

>

>

>

The server executable: ibms1apd
Command line import and export utilities
Web-based GUI for administering the directory: Web Administration Tool

Server configuration and database utilities GUI for configuring the directory:
Configuration Tool (1dapxcfg)

Online Web Administration Tool and Configuration Tool helps
The ITDS Client

The following are the system and software requirements for the ITDS Server on
AlX. By default, the ITDS Server requires the ITDS client. You must be running
on 64-bit hardware and have 64-bit AIX kernel installed.
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Tip: To verify that your AIX hardware is 64-bit, run the following command:

bootinfo -y
If the command returns 32, your hardware is 32-bit.

In addition, if you type the command 1sattr -E1 proc0, the output of the
command returns the type of processor for your server. If you have any of the
following, you have 64-bit hardware: RS64 |, II, Ill, IV, POWER3™, POWERS
Il or POWER4™,

To verify that you have the 64 bit kernel (/ust/lib/boot/unix_64) installed and
running, run the following command:

bootinfo -K
Go to http://www-1.ibm.com/support/docview.wss?uid=isglhintsTips0214

for more information on determining if you system has 64-bit hardware and/or
a 64-bit kernel.

The requirements are:
» Operating system requirements

- IBM AIX 5.1
- IBMAIX 5.2

» Memory requirements
A minimum of 512 MB RAM is required. For better results, have 1 GB or more
available.

» Disk space requirements

— You must have at least 100 MB of free space in the /var directory and at
least 400 MB in the /tmp directory.

— You will need 460-660 MB of disk space for the ITDS software on the
device you choose to install on. If DB2 is already installed, then you will
need 160 MB to install the other ITDS components.

— Disk space required for data storage is dependent upon the number and
size of database entries. Allow a minimum of 80 MB for your database on
AIX systems. Also, ensure that there is approximately another 4 MB of
disk space in the home directory of the user who will own the database to
create the DB2 instance.

» Other software
— The Korn shell is required.
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— On AIX 5.1, you must install IBM AlX Maintenance Level 4 or later. On AIX
5.2, you must install IBM AIX Maintenance Level 1 or later.

— The xIC.aix50.rte 6.0.0.0 or later fileset is required for GSKit 7a.

— To use GSKit, the IBM JRE or JDK 1.4.1 or an equivalent JRE or JDK is
required.

— IBM DB2 Universal Database for AlX Version 8.1 Enterprise Server
Edition with FixPak 2 (DB2) is included with the IBM Tivoli Directory
Server. For AlX, no previous versions of DB2 are supported.

6.3.3 Web Administration Tool
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You can install the Web Administration Tool on a computer with or without the
client or the server. The Web Administration Tool can be used to administer
LDAP servers of the following types:

» IBM Tivoli Directory Server 5.2
IBM Directory Server 5.1

IBM Directory Server 4.1

IBM SecureWay Directory 3.2.2
IBM OS/400 V5R3

IBM z/OS R4

vyVvyyvyvyy

Note that for z/OS R4, only the following setups are supported:

» A single TDBM backend
» A single SDBM backend
» One TDBM and SDBM backend

The Web Administration Tool is supported on the following versions of AlX:

» IBM AIX 4.3.3
» IBMAIX 5.1
» IBMAIX5.2

To use the Web Administration Tool, you also need the following:
» One of the following application servers:

— The embedded version of IBM WebSphere Application Server - Express
V5.0 or later. Version 5.0.2 is provided with IBM Tivoli Directory Server
5.2. (iSeries Linux, pSeries Linux, and HP-UX require version 5.0.2.) If you
have version 5.0, which was provided with IBM Tivoli Directory Server,
installed, see the section titled “Migrating the Web Administration Tool and
upgrading the embedded version of WebSphere Application Server -
Express” in the IBM Tivoli Directory Server Installation and Configuration
Guide version 5.2, SC32-1338.
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— IBM WebSphere 5.0 or later. (iSeries Linux, pSeries Linux, and HP-UX
require version 5.0.2.)

» One of the following Web browsers on the computer from which you will use
the Web Administration Tool. (This might or might not be the computer where
the Web Administration Tool is installed.)

— On Windows platforms
Microsoft Internet Explorer Version 6.0
— On AIX
Mozilla 1.3 or 1.4
— On xSeries Linux
Mozilla 1.3 or 1.4
— On iSeries, pSeries, zSeries Linux
No browser support available
— On Solaris 7,8, 0r 9
Mozilla 1.3 or 1.4
— On HP-UX
Mozilla 1.3 or 1.4

6.4 Installing the server

Use the information in the following sections to install ITDS 5.2 on AIX using the
Installshield GUI.

6.4.1 Create a user ID for ITDS

Before you install, create or be sure that you have created the user ID that will
own ITDS’s DB2 database used to store the directory data. You will be asked to
provide this user ID and its password during configuration, which runs
automatically after installation. Keep the following items in mind when creating
the user ID:

» The user must have a home directory and must be the owner of the home
directory.

» You should create a group called dbsysadm (if it does not already exist). The
group ownership of the user's home directory should be that group. For
example, in the case of a user named Idapdb2, the user ID home directory
should be owned by |dapdb2:dbsysadm.

Chapter 6. ITDS installation and basic configuration - AIX 133



The user root must be a member of the user's primary group (in this case
dbsysadm). If root is not a member of this group, add root as a member of the

group.

For best results, the user's login shell should be the Korn shell script
(/usr/bin/ksh).

The user's password must be set correctly and ready to use. For example, the
password cannot be expired or waiting for a first-time validation of any kind.
(The best way to verify that the password is correctly set is to telnet to the
same computer and successfully log in with that user ID and password.)

When configuring the database, it is not necessary, but customary, to specify
the home directory of the user ID as the database location. However, if you
specify some other location, the user's home directory still must have 3 to 4
MB of space available. This is because DB2 creates links and adds files into
the home directory of the instance owner (that is, the user account) even
though the database itself is elsewhere. If you do not have enough space in
the home directory, you can either create enough space or specify another
directory as the home directory.

6.4.2 Installing ITDS with the Installshield GUI

To install:

134

1.

On the computer where you are installing the IBM Tivoli Directory Server,
stop any programs that are running and close all windows, if you have any
open.

If you are installing from a CD, insert the CD in your CD-ROM drive and
mount the CD.

If you have downloaded a tape archive (tar) file, go to the directory where you
extracted the tar file.

From the root directory on the CD or the directory where you extracted the tar
file, type ./setup. A language window is displayed.

Select the language you want to use during IBM Tivoli Directory Server
installation. Click OK.

Note: This is the language used in the installation program, not in IBM
Tivoli Directory Server. You choose the language used in IBM Tivoli
Directory Server in step 10.

6. On the Welcome window, click Next.

7. After reading the Software license agreement, select | accept the terms in

the license agreement. Click Next.
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Any preinstalled components and corresponding version levels are displayed.
Click Next.

. To install to the default directory, click Next. You can specify a different

directory by clicking Browse.

Note: Do not use special characters, such as hyphen (-) and period (.) in
the name of the installation directory. If you do not use the default location,
use a name such as Idap or Idapdir. Do not use a name such as Idap-dir or
Idap.dir.

10.Select the language you want to use in IBM Tivoli Directory Server 5.2. Click

11

Next.

.A window showing the following components for installation is displayed, as

shown in Figure 6-1 on page 136:

— Client SDK 5.2

— Web Administration Tool 5.2

— Server 5.2

— IBM WebSphere Application Server - Express 5.0.2
— DB2V8.1

— GSKit

The components that are not yet installed are preselected. You can choose to
reinstall the server, the client, or the Web Administration Tool if they were
previously installed.
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Figure 6-1 Install component selection window

Figure 6-1 also indicates the amount of disk space required and available on
the selected drive.

Be sure the components you want to install are selected, and click Next.

12.The installation program now has enough information to begin installing. A
summary window displays the components you selected and the locations
where the selected components will be installed. Click Back to change any of
your selections. Click Next to begin installation.

13. After the files are installed:

— If you installed the client, the Client Readme file is displayed. Read the file
and click Next.

— If you installed the server, the server Readme file is also displayed. Read
the file and click Next.

— If you installed the Web Administration Tool, the Web Administration Tool
Readme file is also displayed. Read the file and click Next.

At this point in the installation, the ITDS Configuration Tool is automatically
executed so that you can complete the server configuration. Before you can use
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the server, you must set the administrator DN and password and configure the
database that will store the directory data.

6.4.3 Configuring the Administrator DN and password

Each ITDS Server has a special “super-user’” account associated with it that
provides maximum privileges within ITDS. You will need to create this account
before you can administer ITDS.

To set the administrator DN and password, refer to Figure 6-2 on page 138 and
perform the following steps:

1.

In the IBM Tivoli Directory Server Configuration Tool window, click
Administrator DN/password in the task list on the left.

In the Administrator DN/password window on the right, type a valid DN (or
accept the default DN, cn=root) in the Administrator DN field.

The IBM Directory Server administrator DN is the DN used by the
administrator of the directory. This administrator is the one user who has full
access to all data in the directory.

The default DN is cn=root. DNs are not case sensitive. If you are unfamiliar
with X.500 format, or if for any other reason you do not want to define a new
DN, accept the default DN.

Type the password for the Administrator DN in the Administrator Password
field. You must define a password. Passwords are case-sensitive.

Record the password for future reference.

Note: Double byte character set (DBCS) characters in the password are
not supported.

4. Retype the password in the Confirm password field.
5. Click OK.
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Figure 6-2 Setting the Administrator DN and password

6.4.4 Configuring the database

138

Since ITDS uses IBM DB2 Universal Database as the storage repository for all
data, prior to adding data to your directory, you will need to configure a database

instance that will be associated with ITDS.

To configure the directory database:

1.

2.

Before you configure the database that ITDS will use, create or be sure that
you have previously created a valid user ID that will own the DB2 database
used to store the directory data. You will be asked to provide this user ID and
its password during configuration, which runs automatically after the base

installation.

Note: Verify that the user ID you have created or assigned can
successfully log into the system. Check to ensure the password does not

expire on first login. Check to see if the account is enabled.

In the Configuration Tool, click Configure database in the task list on the left.
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Figure 6-3 Database configuration - Configuring the database

3. Select Configure New Database in the left panel and click Next, as shown in

Figure 6-3.

4. A user ID and password are requested; refer to Figure 6-4 on page 140:

a. Type a user ID in the User ID field. This user ID must already exist before
you can configure the database. This is the user ID you created in step 1.
Type a password for the user in the Password field. Passwords are
case-sensitive.

b. Click Next.

Chapter 6. ITDS installation and basic configuration - AIX 139



" IBM Tivoli Directory Server Configuration Tool i 10l x|

Filz Help Itf_'j

Choose & task: Configure database
D Introduction The databasze will be configured using a valid system User 1D,
D Administrator DMpassword Enter an existing User ID and password below.
2] Configure database User ID

e i datab
D nconfigure database Ildapdb2

D Configurefunconfigure changelog
D Manage sutfives e

- [B) Manage schema files I"""’”"”Hr

-[B) Import LDIF data
-] Export LDIF cata
D Backup database
-[£] Restore database
- [E] Optimize database

Helg | ?l = Back I Mext = I Finish | Cahcel |
| |

Figure 6-4 Database configuration - Setting the user ID and password for the database

5. Next you will be prompted for a name for the database, as shown in
Figure 6-5 on page 141.

Type the name you want to give the DB2 database. The name can be from 1
to 8 characters long. The database will be created in an instance with the
same name as the user ID.

6. Click Next.
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Figure 6-5 Database configuration - Choose DB2 database name

7. If the database location is requested, as shown in Figure 6-6 on page 142:

a. Type the location for the database in the Database location field. For AlX,
this must be a location on the file system, typically the home directory of
the user you created earlier in the installation.

Be sure that you have at least 80 MB of free hard disk space in the
location you specify and that additional disk space is available to
accommodate growth as new entries are added to the directory.

b. Click Next.
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Figure 6-6 Database configuration - Choosing an install location (AlX)

8. If a character set selection is requested, as shown in Figure 6-7 on page 143:

a. Click the type of database you want to create. You can create a UCS
Transformation Format (UTF-8) database, in which LDAP clients can store
UTF-8 character data, or a local code page database, which is a database
in the local code page.
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Note: IBM Tivoli Directory Server supports a wide variety of national
language characters through the UTF-8 (UCS Transformation Format)
character set. As specified for the LDAP Version 3 protocol, all
character data that is passed between an LDAP client and a server is in
UTF-8. Consequently, the directory server can be configured to store
any national language characters that can be represented in UTF-8.
The limitations on what types of characters can be stored and searched
for are determined by how the database is created. The database
character set can be specified as UTF-8 or it can be set to use the
server system's local character set (based on the locale, language, and
code page environment).

If you specify UTF-8, you can store any UTF-8 character data in the
directory. LDAP clients running anywhere in the world (in any UTF-8
supported language) can access and search the directory. In many
cases, however, the client has limited ability to properly display the
results retrieved from the directory in a particular language/character
set. There is also a performance advantage to using a UTF-8 database
because no data conversion is required when storing data to or
retrieving data from the database.

b. Click Next.
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Figure 6-7 Database configuration - Codepage selection
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9. In the verification window shown in Figure 6-8, information is displayed about
the configuration options you specified. To return to an earlier window and
change information, click Back. To begin configuration, click Finish.

o IBM Tivoli Directory Server Configuration Tool 1Ol x|
File  Help @
Choose a task: Configure database
D Irtrachuction Please verify that the settings below are correct.

Ij Adrministrator DR&sssward Then click finish to begin the configuration.
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Mo detabasze is currently configured.

User dib2admin will own the instance and the databaze.

The nesw database will be UTF-3 (locale independent).

The new database Idapdb2 will be created st the location C:.

D Configurefunconfigure changelog
- [E] Manage suffixes

--[E] Manage schema fies

- [E] Impart LDIF data

D Export LDIF data

D Backup database

--[E] Restore database

- [E] Optimize database

Help | ?l = Back I et = I Finish Cancel |
| J

Figure 6-8 Configuration final confirmation

10.The completion window is displayed as shown in Figure 6-9 on page 145.
Click Close.
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Figure 6-9 Database configuration - Results window

6.4.5 Adding a suffix

A suffix (also known as a naming context) is a distinguished name (DN) that
identifies the top entry in a locally held directory hierarchy. Because of the
relative naming scheme used in LDAP, this DN is also the suffix of every other
entry within that directory hierarchy. A directory server can have multiple
suffixes, each identifying a locally held directory hierarchy, for example,
0=1bm,c=us.

Entries to be added to the directory must have a suffix that matches the DN
value, such as ou=Marketing,o=ibm,c=us. If a query contains a suffix that does
not match any suffix configured for the local database, the query is referred to the
LDAP server that is identified by the default referral. If no LDAP default referral is
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specified, an Object does not exist result is returned. The server must be

stopped before you add or remove suffixes.

Add a suffix

Refer to Figure 6-10 and perform the following steps to add a suffix:

1. In the Configuration Tool, click Manage suffixes in the task list on the left.

2. In the Manage suffixes window, type the suffix you want to add in the
SuffixDN field, and click Add.

3. When you have added all the suffixes you want, click OK. When you click

Add, the suffix is added to the list in the Current suffix DNs box; however, the

suffix is not actually added to the directory until you click OK.
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Figure 6-10 Adding a suffix

Removing a suffix

To remove a suffix:

1. In the Configuration Tool, click Manage suffixes in the task list on the left.

2. In the Manage suffixes window, click the suffix you want to remove in the

Current suffix DNs box, and click Remove.
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3. When you have selected all the suffixes you want to remove, click OK. When
you click Remove, the suffix is removed from the list in the Current suffix DNs
box; however, the suffix is not actually removed until you click OK.

6.4.6 Removing or reconfiguring a database

At some point you may need to remove the DB2 database instance that is
associated with ITDS. The ITDS 1dapxcfg tool allows you to unconfigure the
database instance, unconifgure and destroy the database instance, and
unconfigure, destroy, and delete the database instance.

To unconfigure the database, refer to Figure 6-11 on page 148 and perform the
following steps:

1. In the Configuration Tool, click Unconfigure database in the task list on the
left.

2. In the Unconfigure database window, click of the following:
— Unconfigure only

Does not destroy any existing LDAP DB2 data. However, the configuration
information for the database will be removed from the configuration file
(ibmslapd.conf), and the database will be inaccessible to the directory
server.

— Unconfigure and destroy database

Removes the existing database and its contents, and removes the
configuration information for the database from the configuration file.

— Unconfigure and destroy database and delete instance

Removes the existing database and its contents, removes the
configuration information for the database from the configuration file, and
deletes the instance in which the database is located.

3. Click Unconfigure.
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Figure 6-11 Unconfiguring the DB2 database associated with ITDS

Once you have completed these steps, you may now configure or re-configure a
new database instance for use with ITDS. See “Configuring the database” on
page 138 for more information.

6.4.7 Enabling and disabling the change log

148

The change log database is used to record changes to the schema or directory
entries in the typical LDAP entry structure that can be retrieved through the
LDAP API. The change log records all update operations: Add, delete, modify,
and modrdn. The change log enables LDAP client applications to retrieve a set of
changes that have been made to an IBM Tivoli Directory Server database. The
client might then update its own replicated or cached copy of the data.

The change log function causes all updates to LDAP to be recorded in a
separate change log DB2 database (that is, a different database from the one
used to hold the LDAP server Directory Information Tree). The change log
database can be used by other applications to query and track LDAP updates.
The change log function is disabled by default.
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Unlike some other directory servers on the market, the change log is not required
by ITDS for replication to work successfully. Typically, the change log is enabled
so meta-directory sychronization products such as IBM Tivoli Directory Integrator
(ITDI) can detect changes occurring within ITDS and then push those changes to
other non-ITDS data repositories.

There are some performance considerations when you enable the change log
since all changes within ITDS are now logged to a separate a database instance.
You should evaluate the impact of enabling the change log during in the
pre-deployment phases of your ITDS deployment.

You can use the 1dapxcfg Configuration Tool to enable or disable the change
log. The server must be stopped before you enable or disable the change log.

To enable the change log, refer to Figure 6-12 on page 150 and perform the
following steps:

1. In the Configuration Tool, click Configure/unconfigure changelog in the
task list on the left.

2. In the Configure/unconfigure changelog window, select the Enable change
log database check box.

3. In the Maximum number of log entries box, click Unlimited if you want an
unlimited number of entries in the change log. If you want to limit the number
of entries, click Entries and type the maximum number of entries you want
recorded. The default is 1,000,000 entries.

4. In the Maximum age box, accept the default of Unlimited if you want entries
to remain in the change log indefinitely, or click Age and type the number of
days and hours for which you want each entry to be kept.

5. Click Update.
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Figure 6-12 Enabling the change log

To disable the change log:

1.

In the Configuration Tool, click Configure/unconfigure changelog in the

task list on the left.

In the Configure/unconfigure changelog window, clear the Enable change log

database check box.
Click Update.

6.5 Starting ITDS

There are a number of other optional tasks you can perform within the Directory
Configuration tool at this point such as adding custom schema and importing
data. Those tasks do not have to be completed before you initially start the
server. Those topics are covered in subsequent chapters.
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The easiest way to start the server is by typing ibms1lapd at a AIX command
prompt. The output of this command is shown in Example 6-1.

Example 6-1 Starting the Directory Server

test aix:# ibmslapd
starting.

Server
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type

EXTENDEDOP 1is successfully loaded from libevent.so.
EXTENDEDOP 1is successfully loaded from Tibtranext.so.
EXTENDEDOP is successfully Toaded from Tibldaprepl.so.
PREOPERATION is successfully loaded from 1ibDSP.so.
PREOPERATION is successfully loaded from 1libDigest.so.
EXTENDEDOP 1is successfully loaded from libevent.so.
EXTENDEDOP 1is successfully loaded from libtranext.so.

AUDIT is successfully loaded from /1ib/Tibldapaudit.so.
EXTENDEDOP 1is successfully loaded from libevent.so.
EXTENDEDOP is successfully loaded from libtranext.so.
DATABASE is successfully loaded from /1ib/Tibback-rdbm.so.
REPLICATION is successfully loaded from /1ib/1ibldaprepl.so.
EXTENDEDOP is successfully loaded from /1ib/Tibback-rdbm.so.
EXTENDEDOP 1is successfully loaded from libevent.so.

DATABASE 1is successfully loaded from /1ib/1ibback-config.so.
EXTENDEDOP 1is successfully loaded from libloga.so.

Non-SSL port initialized to 389.

test_aix:#

After you type ibmslapd at the command prompt, a number of messages will be

logged to the screen. One of them should say, IBM Tivoli Directory (SSL)
Version 5.2 Server started

Note: There are a number of other ways to start ITDS. Please refer to
Chapter 9, “IBM Tivoli Directory Server Distributed Administration” on
page 193, for more information.

To verify ITDS is indeed running, configured properly, and responding to queries,

you can type the following command at Unix command prompt:
ldapsearch -s base -b ““ objectclass=*
The output of this command is shown in Example 6-2.

Example 6-2 Querying the root DSE

# ldapsearch -s base -b "" objectclass=*

namingcontexts=CN=SCHEMA

Chapter 6. ITDS installation and basic configuration - AIX

151



152

namingcontexts=CN=LOCALHOST
namingcontexts=CN=PWDPOLICY
namingcontexts=CN=IBMPOLICIES
namingcontexts=0=IBM, C=US
subschemasubentry=cn=schema

supportedextension=1.3.18.0.2.12.1

supportedextension=1.3.18.0.2.12.3

supportedextension=1.3.18.0.2.12.5

supportedextension=1.3.18.0.2.12.6

supportedextension=1.3.18.0.2.12.15
supportedextension=1.3.18.0.2.12.16
supportedextension=1.3.18.0.2.12.17
supportedextension=1.3.18.0.2.12.19
supportedextension=1.3.18.0.2.12.44
supportedextension=1.3.18.0.2.12.24
supportedextension=1.3.18.0.2.12.22
supportedextension=1.3.18.0.2.12.20
supportedextension=1.3.18.0.2.12.28
supportedextension=1.3.18.0.2.12.30
supportedextension=1.3.18.0.2.12.26

supportedextension=1.3.6.1.4.1.1466.20037
supportedextension=1.3.18.0.2.12.35
supportedextension=1.3.18.0.2.12.40
supportedextension=1.3.18.0.2.12.46
supportedextension=1.3.18.0.2.12.37
supportedcontrol=2.16.840.1.113730.3.4.2
supportedcontrol=1.3.18.0.2.10.5
supportedcontrol=1.2.840.113556.1.4.473
supportedcontrol=1.2.840.113556.1.4.319
supportedcontrol=1.3.6.1.4.1.42.2.27.8.5.1
supportedcontrol=1.2.840.113556.1.4.805
supportedcontrol=2.16.840.1.113730.3.4.18
supportedcontrol=1.3.18.0.2.10.15
supportedcontrol=1.3.18.0.2.10.18
security=none

port=389

supportedsasImechanisms=CRAM-MD5
supportedsasimechanisms=DIGEST-MD5
supportedldapversion=2
supportedldapversion=3
ibmdirectoryversion=5.2
ibm-Tdapservicename=test_aix
ibm-serverId=3d63f6c0-b48f-1027-92b9-ealc2fcbcccd
ibm-supportedacimechanisms=1.3.18.0.2.26.3
ibm-supportedacimechanisms=1.3.18.0.2.26.4
ibm-supportedacimechanisms=1.3.18.0.2.26.2
vendorname=International Business Machines (IBM)
vendorversion=5.2

ibm-ss1ciphers=N/A

Understanding LDAP Design and Implementation



ibm-sTapdisconfigurationmode=FALSE
ibm-sTapdSizeLimit=500
ibm-sTapdTimeLimit=900
ibm-sTapdDerefAliases=always
ibm-supportedAuditVersion=2
ibm-sasldigestrealmname=test_aix

If the suffix you added in “Adding a suffix” on page 145 is displayed in the output
of your 1dapsearch command in the format namingcontexts=0=1BM,C=US

(o=ibm, c=us is the suffix added in this example), then ITDS’s s1apd LDAP listener
is configured properly and open for business.

6.6 Uninstalling ITDS

To uninstall ITDS, issue the following commands:

1.
2.

As the operating system user root, kill ibms1apd if it is running.
Type:
su -ldapdb2

. Type:

cd sqllib

Type:

. ./db2profile

Note that there is a period<space> in front of the ./db2profile.

Type:

db2stop

Type:

exit

(Optional) If you want to remove the DB2 Database associated with ITDS,

type Tdapucfg -d -r -i (select Continue). If you do not remove the
database, it will still be available later on if you re-install the ITDS.

Type /usr/1dap/_uninst/uninstall. Note that the installer is a X-Windows
application and you will need to have a local X-Windows console or have
exported your display to another machine that has X-Windows running on it.
Follow all the prompts until the uninstallation is complete

The basic uninstallation of ITDS is complete. ITDS does leave files behind in
different locations including /opt/IBM/db2, /var/ldap, and /usr/Ida.
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ITDS installation and basic
configuration on Intel Linux

This section describes the installation and basic configuration of ITDS 5.2 on
Intel Linux based platforms. For the latest information and updates, as well as
code downloads, please check the IBM site at:

http://www-3.ibm.com/software/tivoli/products/directory-server/

ITDS 5.2 has several installation options. You can install using an InstallShield
graphical user interface (GUI) or use platform-specific installation methods such
as the command line or installation tools for the operating system. This chapter
focuses on the GUI installation. For more information on the other types of
installation options, please refer to the ITDS documentation at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.htm

Before installing, see IBM Tivoli Directory Server Version 5.2 Server Readme,
Gl11-4151, for any updated information about supported versions of the Linux
operating system. The readme file is in the root directory of the CD or the
directory where you extracted the server package. After installing, the readme
file is located in the installpath\doc\lang directory in files server.txt, server.pdf,
and server.htm, where:

» installpath is the location where IBM Tivoli Directory Server is installed.
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» Jangis the locale you chose when you installed IBM Tivoli Directory Server;
for example, for United States English the locale is en_US.

Also see the IBM Tivoli Directory Server Version 5.2 Readme Addendum which
contains the latest information. The latest version of the Readme Addendum can
be found online with the ITDS product documentation:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.htm]
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7.1 Installable components

When you install IBM Tivoli Directory Server, you can install either the client or
the server, which requires the client.

In addition, you can install the Web Administration Tool on an application server,
with or without the server or the client. You can use the Web Administration Tool
to administer IBM Tivoli Directory Server servers either locally or remotely. You
can install a single Web Administration console to manage multiple IBM Tivoli
Directory Server servers. You can manage servers from previous releases,
including SecureWay Directory 3.2.x and IBM Directory Server version 4.1 and
5.1. See Requirements for the Web Administration Tool in “Web Administration
Tool” on page 161 for a complete list of servers that can be managed.

» Client: (Required) Includes a number of key libraries and command utilities
required by the server. The client also includes a “C” Development SDK. This
component can be installed standalone and requires no other components to
be installed. GSKit must be installed if you require SSL for stronger security.

» Server: (Required) The core LDAP server component. You must install at
least the client and DB2 in conjunction with the server.

» IBM GSKit: (Optional) IBM Global Security Kit (GSKit) Version 7a is an
software package that is required only if Secure Sockets Layer (SSL) Security
or Transport Layer Security (TLS) is required.

» IBM WebSphere Express Application Server: (Optional) To use the Web
Administration Tool, an application server is required. The embedded version
of IBM WebSphere Application Server - Express V5.0.2 is provided with ITDS
as an application server.

Note: During the writing of this book, the IBM WebSphere Express
Application Server did not function properly on Red Hat Enterprise Linux
(RHEL) 3. Do not install it until this issue has been resolved.

» Web Administration Tool: (Optional) A Web-based tool used to manage any
number of distributed IBM Tivoli Directory Servers as well as prior versions of
IBM’s Directory Server product line. In order to install the Web Administration
tool, you will need to have a supported Application Server already installed or
the bundled IBM WebSphere Express Application Server is required.

» IBM DB2: (Required) IBM DB2 Universal Database is used as the underling
data storage mechanism for the server.

In order to install the server, at a bare minimum you must install a client, server,
and DB2. If you want to require secure access over SSL to the LDAP Server or
Web Administration Tool, you will also need to install GSKIT. Finally, if you have
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not yet installed the Web Administration Tool anywhere else, you will need to
install it along with a supported application server.

7.2 Installation and configuration checklist

Below you will find an abbreviated checklist that contains a high-level summary
of the steps required to install and configure ITDS to the point where you can add
your own data. Many of these steps are optional but all are recommended in
order to provide a well-tuned, high-performance, and secure directory service
environment.

ITDS 5.2 installation checklist:

1. Verify that the hardware and operating system meet minimum
requirements. See “System and software requirements” on page 159.

Obtain product including latest relevant Fixpacks.
Operating system configuration and tuning.
Basic Product Installation. See “Installing the server’ on page 162.

o bk D

Add Administrator DN and password. See “Configuring the Administrator
DN and password” on page 166.

Configure database. See “Configuring the database” on page 167.
Add suffix. See “Adding a suffix” on page 173.
Tune DB2. See “DB2 tuning” on page 491.

Tune slapd parameters in ibms1apd.conf. See “Additional slapd and
ibmslapd settings” on page 488.

© ©® N o

10.Schema customization. See “Modifying the schema” on page 292.
11.Configure ITDS.

c. TCP/IP Ports ITDS uses.

d. Password encryption. See “Password encryption” on page 451.

e. Password policy enforcement. See “Password policy enforcement” on
page 437.

f. SSL/TLS, Kerberos, and Digest-MD5. See “SSL/TLS support” on
page 455.

g. Log locations and settings. See “Enabling and disabling the change log”
on page 176
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7.3 System and software requirements

To install the IBM Tivoli Directory Server client and server packages, administer
the server, and use the IBM Global Security Kit (GSKit), your computer must
meet the minimum system requirements as outlined in this section.

7.3.1 ITDS Client

The IBM Tivoli Directory Server Client SDK provides the tools required to
develop LDAP applications as well as a number of the most commonly used
command line utilities for manipulating LDAP data within the directory. The
following are provided:

» Client libraries that provide a set of C-language APls
» C header files for building and compiling LDAP applications

» Documentation that describes the programming interface and the sample
programs

» Sample programs in source form
» Executable versions of the sample programs:

— ldapmodrdn: LDAP modify relative distinguished name
— Tldapdelete: LDAP delete

— Tldapmodify: LDAP modify

— Tldapsearch: LDAP search

— Tldapadd: LDAP add (a renamed version of Idapmodify)
— Tldapchangepwd: LDAP change password

— Tldapexop: LDAP extended operations

The following are the system and software requirements for the ITDS client on
Linux.
» Operating system requirements

— Red Hat Enterprise Linux 3.0
— UnitedLinux 1.0
— SuSE Linux Enterprise Server 8

» Memory requirements

A minimum of 128 MB RAM is required. For better results, use 256 MB or
more.

» Disk space requirements

You have at least 100 MB of free space in the /var directory and at least 200
MB of free space in the /tmp directory.
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Other requirements
The following additional requirements may apply:
— The Korn shell is required.

— To use IBM GSKit, the IBM JRE or JDK 1.4.1 or an equivalent JRE or JDK
is required.

7.3.2 ITDS Server (including client)

The server consists of the following components:

160

»

»

>

>

>

>

The server executable ibms1apd
Command line import/export utilities
Web-based GUI for administering the directory: Web Administration Tool

Server configuration and database utilities GUI for configuring the directory:
Configuration Tool (1dapxcfg)

On-line Web Administration Tool and Configuration Tool helps
The ITDS Client

The requirements are:

>

Operating system requirements

— UnitedLinux 1.0 (including SP2®)
— SuSE Linux Enterprise Server 8
— Red Hat Enterprise Linux 3.0

Memory requirements

A minimum of 256 MB RAM is required. For better results, 512 MB or more is
recommended.

Disk space requirements

— You must have at least 100 MB of free space in the /var directory and at
least 400 MB in the /tmp directory.

— You will need 460-660 MB of disk space for the ITDS software on the
device you choose to install onto. If DB2 is already installed, then you will
need 160 MB to install the other ITDS components.

— Disk space required for data storage is dependent upon the number and
size of database entries. Allow a minimum of 80 MB for your database on
Linux systems. Also, ensure that there is approximately another 4 MB of
disk space in the home directory of the user who will own the database to
create the DB2 instance.
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» Other software
— The Korn shell is required.

— IBM DB2 Universal Database for Linux Version 8.1 Enterprise Server
Edition with FixPak 2 (DB2) is included with the IBM Tivoli Directory
Server, although DB2 Version 7.2 with FixPak 5 or later is also supported.

7.3.3 Web Administration Tool

You can install the Web Administration Tool on a computer with or without the
client or the server. The Web Administration Tool can be used to administer
LDAP servers of the following types:

» IBM Tivoli Directory Server 5.2
IBM Directory Server 5.1

IBM Directory Server 4.1

IBM SecureWay Directory 3.2.2
IBM OS/400 V5R3

IBM z/OS R4

vyvyyvyyvyy

Note that for IBM z/OS R4, only the following setups are supported:

» A single TDBM backend
» A single SDBM backend
» One TDBM and SDBM backend

The Web Administration Tool is supported on the following versions of Linux:

» UnitedLinux 1.0
» SuSE Linux Enterprise Server 7 or 8
» Red Hat Advanced Server 2.1

To use the Web Administration Tool, you also need the following:
» One of the following application servers:

— The embedded version of IBM WebSphere Application Server - Express
V5.0 or later. Version 5.0.2 is provided with IBM Tivoli Directory Server
5.2. (iSeries Linux, pSeries Linux, and HP-UX require version 5.0.2.) If you
have version 5.0, which was provided with IBM Tivoli Directory Server,
installed, see the embedded version of IBM WebSphere Application
Server - Express V5.0 or later. Version 5.0.2 is provided with IBM Tivoli
Directory Server 5.2. (iSeries Linux, pSeries Linux, and HP-UX require
version 5.0.2.) If you have version 5.0, which was provided with IBM
Directory Server, installed, see the section titled Migrating the Web
Administration Tool and upgrading the embedded version of WebSphere
Application Server - Express in the IBM Tivoli Directory Server Installation
and Configuration Guide Version 5.2, SC32-1338.
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IBM WebSphere 5.0 or later. (iSeries Linux, pSeries Linux, and HP-UX
require version 5.0.2.)

One of the following Web browsers on the computer from which you will use
the Web Administration Tool. (This might or might not be the computer where

the Web Administration Tool is installed.)
— On Windows platforms
Microsoft Internet Explorer Version 6.0
— On AIX
Mozilla 1.3 or 1.4
— On xSeries Linux
Mozilla 1.3 or 1.4
— On iSeries, pSeries, zSeries Linux
No browser support available
— On Solaris 7,8, 0r 9
Mozilla 1.3 or 1.4
— On HP-UX
Mozilla 1.3 or 1.4

7.4 Installing the server

Use the information in the following sections to install ITDS 5.2 on Linux using

the Installshield GUI.

7.4.1 Create a user ID for ITDS

162

Before you install, create or be sure that you have created the user ID that will
own ITDS’s DB2 database used to store the directory data. You will be asked to
provide this user ID and its password during configuration, which runs
automatically after installation. Keep the following items in mind when creating

the user ID:

» The user must have a home directory and must be the owner of the home

directory.

» You should create a group called dbsysadm (if it does not already exist). The
group ownership of the user's home directory should be that group. For
example, in the case of a user named Idapdb2, the user ID home directory

should be owned by |dapdb2:dbsysadm.
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The user root must be a member of the user's primary group (in this case
dbsysadm). If root is not a member of this group, add root as a member of
the group.

For best results, the user's login shell should be the Korn shell script
(/usr/bin/ksh).

The user's password must be set correctly and ready to use. For example, the
password cannot be expired or waiting for a first-time validation of any kind.
(The best way to verify that the password is correctly set is to telnet to the
same computer and successfully log in with that user ID and password.)

When configuring the database, it is not necessary, but customary, to specify
the home directory of the user ID as the database location. However, if you
specify some other location, the user's home directory still must have 3 to 4
MB of space available. This is because DB2 creates links and adds files into
the home directory of the instance owner (that is, the user account) even
though the database itself is elsewhere. If you do not have enough space in
the home directory, you can either create enough space or specify another
directory as the home directory.

Tip: All of these pre-install steps can be achieved using the following
commands. It is assumed that no version of ITDS has been installed
previously on the server. Run these commands as the user root:

groupadd dbsysadm

usermod -G dbysysadm root

useradd -G dbsysadm -g dbsysadm 1dapdb2 -d /home/1dapdbh2 -m
password ldapdb2 (Change the Password to Something Valid)

At this point verify the login ID and password work. One way to do this is to
type:
ssh 127.0.0.1 -1 Tdapdb2

If your password is accepted and you can login, the password is valid for
ITDS use.

Type exit to return back to the previous shell.

The directory /home/ldapdb2 should now have permissions that look like:
drwxr-xr-x 5 ldapdb2 dbsysadm 624 Mar 24 16:25 l1dapdb2

All the user ID and group information should now be set correctly for the
ITDS installation.
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7.4.2 Installing ITDS with the Installshield GUI

To install:

1.

On the computer where you are installing the IBM Tivoli Directory Server,
stop any programs that are running and close all windows if you have any
open.

If you are installing from a CD, insert the CD in your CD-ROM drive and
mount the CD.

If you have downloaded a tape archive (tar) file, go to the directory where you
extracted the tar file.

From the root directory on the CD or the directory where you extracted the tar
file, type ./setup. A language window is displayed.

Select the language you want to use during IBM Tivoli Directory Server
installation. Click OK.

Note: This is the language used in the installation program, not in IBM
Tivoli Directory Server. You choose the language used in IBM Tivoli
Directory Server in step 10.

6. On the Welcome window, click Next.

7. After reading the Software license agreement, select | accept the terms in

the license agreement. Click Next.

Any preinstalled components and corresponding version levels are displayed.
Click Next.

To install to the default directory, click Next. You can specify a different
directory by clicking Browse.

Note: Do not use special characters, such as hyphen (-) and period (.) in
the name of the installation directory. If you do not use the default location,
use a name such as Idap or Idapdir. Do not use a name such as Idap-dir or
Idap.dir.

10.Select the language you want to use in IBM Tivoli Directory Server 5.2. Click

Next.

11.A window showing the following components for installation is displayed, as

shown in Figure 7-1 on page 165:

— Client SDK 5.2
— Web Administration Tool 5.2
— Serverb5.2
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— IBM WebSphere Application Server - Express 5.0.2

— IBM DB2 V8.1

— IBM GSKit

The components that are not yet installed are preselected. You can choose to
reinstall the server, the client, or the Web Administration Tool if they were
previously installed.

Note: During the writing of this book, the IBM WebSphere Express

Application Server did not function properly on Red Hat Enterprise Linux
(RHEL) 3. Do not install it until this issue is resolved.

& IBM Tivoli Directory Server 5.2 . ] 4

Selectthe features to install

[¥ Client SDK 5.2 (8 MB)

[V Wl Administration Tool 5.2 (32 MB)

[V Server5.2 (31 MB)

¥ IBM'WebSphere Application Server - Express 5.0.2 (145 ME)
[V DB2 Va1 (347 ME)

¥ GEKit (12 MB)

%
P h Space Required: 683 MB Awailable: 24529 MB
o P Tatal space required includes space for required products.

InstallShield
= Back | Mext = | Cancel |

Figure 7-1 Install Component Selection screen

Figure 7-1 also indicates the amount of disk space required and available on
the selected drive.

Be sure the components you want to install are selected, and click Next.

12.The installation program now has enough information to begin installing. A
summary window displays the components you selected and the locations
where the selected components will be installed. Click Back to change any of
your selections. Click Next to begin installation.

13.After the files are installed:

— If you installed the client, the Client Readme file is displayed. Read the file
and click Next.
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— If you installed the server, the server Readme file is also displayed. Read
the file and click Next.

— If you installed the Web Administration Tool, the Web Administration Tool
Readme file is also displayed. Read the file and click Next.

The ITDS Configuration Tool is automatically executed so that you can complete
the server configuration. Before you can use the server, you must set the
administrator DN and password and configure the database that will store the
directory data.

7.4.3 Configuring the Administrator DN and password

Each ITDS Server has a special “super-user” account associated with it that
provides maximum privileges within ITDS. You will need to create this account
before you can administer ITDS.

To set the administrator DN and password, refer to Figure 7-2 on page 167 and
perform the following steps:

1. In the IBM Tivoli Directory Server Configuration Tool window, click
Administrator DN/password in the task list on the left.

2. In the Administrator DN/password window on the right, type a valid DN (or
accept the default DN, cn=root) in the Administrator DN field.

The IBM Directory Server administrator DN is the DN used by the
administrator of the directory. This administrator is the one user who has full
access to all data in the directory.

The default DN is cn=root. DNs are not case sensitive. If you are unfamiliar
with X.500 format, or if for any other reason you do not want to define a new
DN, accept the default DN.

3. Type the password for the Administrator DN in the Administrator Password
field. You must define a password. Passwords are case-sensitive.

Record the password for future reference.

Note: Double byte character set (DBCS) characters in the password are
not supported.

4. Retype the password in the Confirm password field.
5. Click OK.
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------ D Unconfigure database

------ [E] Manage sufixes

------ [E] Manage schems files
------ [E] mport LDIF data

------ [E] Export LDIF data

...... D Backup databasze

------ [E] Restore databasze

------ D Optimize database

------ D Configurelunconfigure changelog

Sdministrator D/paszward
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Confirm passwoard
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2

Ok I Cancel | Helgp

Figure 7-2 Setting the Administrator DN and password

7.4.4 Configuring the database

Since ITDS uses IBM DB2 as the storage repository for all data, prior to adding
data to your directory, you will need to configure a database instance that will be

associated with ITDS.

To configure the directory database:

1. Before you configure the database that ITDS will use, create or be sure that
you have previously created a valid user ID that will own the DB2 database
used to store the directory data. You will be asked to provide this user ID and
its password during configuration, which runs automatically after the base

installation.

Note: Verify that the user ID you have created or assigned can

successfully log into the system. Check to ensure the password does not
expire on first login. Check to see if the account is enabled.

2. In the Configuration Tool, click Configure database in the task list on the left,
as shown in Figure 7-3 on page 168.
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«" IBM Tivoli Directory Server Configuration Tool : 0] x|

File Help

hoose atask:

------ [E] Introduction

------ [E] Adminiztrator DNjpassword
..... I] Configure database

------ j Uncanfigure database

------ j Caonfigureiunconfigure changelog
------ E) Manage suffizes

------ E] Manage schema files

...... j Import LOIF data

------ [E) Export LOIF dsta

...... j Backup database

------ ] Restore dstabase

------ E) Optimize database

Configure detabasze

ou currently have a database configured and it is Active.
You can keep using this database and exit the configurstion,
reconfigure this database and erase all existing data,

ot configure the server to use a new databasze.

+ Use existing configuration (Don't reconfigure)
™ Reconfigure existing detabass

™ Configure new database

Help I ?l < Eiack I Mext = I Fimisty Cancel |

Figure 7-3 Database configuration - Configuring the database

3. Select Configure New Database in the left panel and click Next.

4. A user ID and password is requested, as shown in Figure 7-4 on page 169:

a. Type a user ID in the User ID field. This user ID must already exist before
you can configure the database. This is the user ID you created in step 1.
Type a password for the user in the Password field. Passwords are

case-sensitive.
b. Click Next.
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+ IBM Tivoli Directory Server Configuration Tool o ] 3]

Filz  Help I@

hoose atask: Configure database
D Introcuction The database will be configured using a valid system User D,
D Administrator DMibassword Enter an existing Lser 1D and passwiord below.
- [E] Configure database Uzer ID

-] i datah:
D nconfigure databaze dapdbz
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| |
Figure 7-4 Database configuration - Setting the user ID and password for the database

5. Next you will be prompted for a name for the database, as shown in
Figure 7-5:
a. Type the name you want to give the DB2 database. The name can be from
1 to 8 characters long. The database will be created in an instance with
the same name as the user ID.

b. Click Next.

+ IBM Tivoli Directory Server Configuration Tool o ]
File  Help
hoose atask Configure database
+[E) Introeluction Eriter the name of the database to be configured.
- [E] Administrator DMpassword
D Configure database Databasze name

~~[E] Unconfigure database Ildapdtﬂ

D Configureiunconfigure changelog
D Manage suffixes
-[2] Manage schema files
[E) Impart LDIF deta
D Export LD data
D Backup databasze
--[2] Restore database
D Optirnize catabasze

Helgp | ?l = Back I Met = I Firizkr | Cancel |
J J
Figure 7-5 Database configuration - Choose DB2 database name
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6. If the database location is requested, as shown in Figure 7-6:
a. Type the location for the database in the Database location field.

Be sure that you have at least 80 MB of free hard disk space in the
location you specify and that additional disk space is available to
accommodate growth as new entries are added to the directory.

b. Click Next.

B
]
B
B
E]
B
B
B
B
B
B
B

Figure 7-6 Database configuration - Choosing an install locations (Linux)

7. If a character set selection is requested, as shown in Figure 7-7 on page 171:

a. Click the type of database you want to create. You can create a UCS
Transformation Format (UTF-8) database, in which LDAP clients can store
UTF-8 character data, or a local code page database, which is a database
in the local code page.
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Note: IBM Tivoli Directory Server supports a wide variety of national
language characters through the UTF-8 (UCS Transformation Format)
character set. As specified for the LDAP Version 3 protocol, all
character data that is passed between an LDAP client and a server is in
UTF-8. Consequently, the directory server can be configured to store
any national language characters that can be represented in UTF-8.
The limitations on what types of characters can be stored and searched
for are determined by how the database is created. The database
character set can be specified as UTF-8 or it can be set to use the
server system's local character set (based on the locale, language, and
code page environment).

If you specify UTF-8, you can store any UTF-8 character data in the
directory. LDAP clients running anywhere in the world (in any UTF-8
supported language) can access and search the directory. In many
cases, however, the client has limited ability to properly display the
results retrieved from the directory in a particular language/character
set. There is also a performance advantage to using a UTF-8 database
because no data conversion is required when storing data to or
retrieving data from the database.

b. Click Next.

+" IBM Tivoli Directory Server Configuration Tool

File  Help

~loix|

S|

hoose & task:

----- [E] Impart LDIF data
----- [E] Expart LDIF data
[E] Backup detabase
----- [E] Restore database
----- [ Optimize database

Configure database

The neww DB2 database may be crested in in & universal character set (UTF-8UCE-2)
or in the local codepage. If you anticipate storing data from mutiple character sets
in your cirectory you may swish to use the universal DB2 database option.

¥ Creste a universal DB2 database (UTF-8AJC5-2)

" Creste a local codepage DE2 database

Help ‘:‘| = Back I Mext = I Firist | Cancel |

Figure 7-7 Database configuration - Codepage selection

8. In the verification window shown in Figure 7-8 on page 172, information is
displayed about the configuration options you specified. To return to an earlier
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window and change information, click Back. To begin configuration, click

Finish.

+" 1BM Tivoli Directory Server Configuration Tool

File Help

=lolx|

Chooze atask:

- [F] Introduction
= ministrator DM password
e z5
Unconfigure database
@ Configureiunconfigure changelog
@ Manage suffixes
- [2] Manage schema files
@ Import LDIF dats
2] Export LDIF data
@ Backup database
@ Restore datahaze
@ Optimize databaze

onfigure database

Please verify that the settings below are correct.
Then click finizh to begin the configuration.

Creating nev detabase Idapdb2.

Mo databasze is currently configured.

Uzer doZadmin will oven the instance and the databasze.

The new databasze will be UTF-8 (locale independert]).

The nesy database Idapadb2 will be crested &t the location C:.

Help | ?| = Back I It = I

Finish

Cancel

Figure 7-8 Configuration final confirmation

9. The completion window is displayed, as shown in Figure 7-9 on page 173.

Click Close.
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o+ IBM Tivoli Directory Server Configuration Tool : 10l =l

File Help @
Choose a task: Configure database
------ D Introduction Start time Elapsed time

------ D Adminiztrator Diipassword
..... Configure database

------ [E] Unconfigure database

------ D Configureiunconfigure change
------ D Manage suffices

------ [E] Marage schems files

...... D Import LDIF data

------ D Export LOIF data

------ D Backup databaze

------ [E] Restore database

------ D Optimize databaze

111 203 2:37 PM 0:1:37

Task messages

“ou have chosen the following actions:

Database 'Idapdb2’ will be configured in instance 'db2admin’.
Configuring IBM Tivali Directory Server Database.
Creating instance: 'db2admin’.

Created instance: 'dh2admin’.

Cataloging instance node: 'db2admin'.

Cataloged instance node: 'db2admin’.

Starting databasze manager for instance: 'db2admin’.
Started databaze manager for instance: 'db2admin’.
Creating database: Idapodh2'.

Created databasze: dapdb2'.

Updating the database: ldapdb2

Updated the databasze: 'Idapdb2'

Updating the database manager: 'db2admin'
Updated the databaze manager: "db2admin’
Enabling multi-page file allocation: Tdapdb2

Enabled mutti-page file allocstion: 'Idapdb2'
Configuring database: Idapdb2’

Configured database: ldapdb2

Configured IBM Tivoli Directory Server Databaze,
IEM Tivali Directory Server Configuration complete.

4 | 1]
‘l | _’I Close | Help 2
Figure 7-9 Database configuration - Results screen

7.4.5 Adding a suffix

A suffix (also known as a naming context) is a distinguished name (DN) that
identifies the top entry in a locally held directory hierarchy. Because of the
relative naming scheme used in LDAP, this DN is also the suffix of every other
entry within that directory hierarchy. A directory server can have multiple
suffixes, each identifying a locally held directory hierarchy, for example,
0=1bm,c=us.

Entries to be added to the directory must have a suffix that matches the DN
value, such as ou=Marketing,o=ibm,c=us. If a query contains a suffix that does
not match any suffix configured for the local database, the query is referred to the
LDAP server that is identified by the default referral. If no LDAP default referral is
specified, an Object does not exist result is returned. The server must be
stopped before you add or remove suffixes.
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Add a suffix
To add a suffix refer to Figure 7-10 and perform the following steps:

1.

2.

In the Configuration Tool, click Manage suffixes in the task list on the left.

In the Manage suffixes window, type the suffix you want to add in the
SuffixDN field, and click Add.

When you have added all the suffixes you want, click OK. When you click
Add, the suffix is added to the list in the Current suffix DNs box; however, the
suffix is not actually added to the directory until you click OK.

o+ IBM Tivoli Directory Server Configuration Tool : 10l =|
File Help @
Choose a task: Manage suffixes
------ [E] Introcuction Suffixes
- 2] Adminiztrator DMipassword Sutii DN
- [2] Configure databaze :
------ [E] Unconfigure database |0=|bm,c=us| Ao
...... [ it LAl it s Il
D ormiaure n.con Igre changelod Currert suffix DMs Remove
------ [E] Marage sutfizes |
[E] Marage schems files —"
) mport LDIF data cr=pwapalcy
D Export LOFF data ch=ibmpolicies
[E] Backup databaze
[E] Restore database
[E] Ontimize detabase
d e
Hote: Removing a suffix eliminates access to all directory data beneath
that suffix; however, the data is not removed from the directary.
OK | Cancel | Help 2

Figure 7-10 Adding a suffix

Removing a suffix
To remove a suffix:

1.
2.

In the Configuration Tool, click Manage suffixes in the task list on the left.

In the Manage suffixes window, click the suffix you want to remove in the
Current suffix DNs box, and click Remove.

When you have selected all the suffixes you want to remove, click OK. When
you click Remove, the suffix is removed from the list in the Current suffix DNs
box; however, the suffix is not actually removed until you click OK.

7.4.6 Removing or reconfiguring a database

At some point you may need to remove the DB2 database instance that is
associated with ITDS. The ITDS 1dapxcfg tool allows you to unconfigure the
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database instance, unconifgure and destroy the database instance, and
unconfigure, destroy, and delete the database instance.

To unconfigure the database, refer to Figure 7-11 and perform the following

steps:

1. In the Configuration Tool, click Unconfigure database in the task list on the

left.

2. In the Unconfigure database window, click of the following:

— Unconfigure only

Does not destroy any existing LDAP DB2 data. However, the configuration
information for the database will be removed from the configuration file
(ibmslapd.conf), and the database will be inaccessible to the directory
server.

Unconfigure and destroy database

Removes the existing database and its contents, and removes the
configuration information for the database from the configuration file.

Unconfigure and destroy database and delete instance

Removes the existing database and its contents, removes the
configuration information for the database from the configuration file, and
deletes the instance in which the database is located.

3. Click Unconfigure.
_ieix)
File  Help |@
hoose a task: Lncontigure database
- D Introduction You have chosen to unconfigure an already existing dstabase.
Bt D Administrator DMipassword Wou can sither unconfigure i, leaving the data intact or
b Ij Configure database unconfigure and destroy the database.
- [] Unconfigure database & Uncanfigure anly
f== Conf 1L fi h |
i % M;:;ggl;rzm:izoers‘ IS EE= (' Unconfigure and destroy database
- [E] Mansge schema files £ Unconfigure and destroy database and delete instance
= [E] Import LDIF data
- [F) Export LDIF dets Start time Elapsed time
- [F] Backup database I I
- [E] Restore database
b D Optimize database Task messages
0| | |
Clear resufts
Unconfigure I Close | Help | ’.'|
[
Figure 7-11 Unconfiguring the DB2 database associated with ITDS
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Once you have completed these steps, you may now configure or re-configure a
new database instance for use with ITDS. See “Configuring the database” on
page 167 for more information.

7.4.7 Enabling and disabling the change log
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The change log database is used to record changes to the schema or directory
entries in the typical LDAP entry structure that can be retrieved through the
LDAP API. The change log records all update operations: Add, delete, modify,
and modrdn. The change log enables LDAP client applications to retrieve a set of
changes that have been made to an IBM Tivoli Directory Server database. The
client might then update its own replicated or cached copy of the data.

The change log function causes all updates to LDAP to be recorded in a
separate change log DB2 database (that is, a different database from the one
used to hold the LDAP server Directory Information Tree). The change log
database can be used by other applications to query and track LDAP updates.
The change log function is disabled by default.

Unlike some other directory servers on the market, the change log is not required
by ITDS to set up replication. Typically, the change log is enabled so
meta-directory sychronization products such as IBM Tivoli Directory Integrator
(ITDI) can detect changes occurring within ITDS and then push those changes to
other non-ITDS data repositories.

There are some performance considerations when you enable the change log
since all changes within ITDS are now logged to a separate a database instance.
You should evaluate the impact of enabling the change log during in the
pre-deployment phases of your ITDS deployment.

You can use the 1dapxcfg Configuration Tool to enable or disable the change
log. The server must be stopped before you enable or disable the change log.

To enable the change log, refer to Figure 7-12 on page 177 and perform the
following steps:

1. In the Configuration Tool, click Configure/unconfigure changelog in the
task list on the left.

2. In the Configure/unconfigure changelog window, select the Enable change
log database check box.

3. In the Maximum number of log entries box, click Unlimited if you want an
unlimited number of entries in the change log. If you want to limit the number
of entries, click Entries and type the maximum number of entries you want
recorded. The default is 1,000,000 entries.
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4. Inthe Maximum age box, accept the default of Unlimited if you want entries to
remain in the change log indefinitely, or click Age and type the number of
days and hours for which you want each entry to be kept.

5. Click Update.

 1BM Tivoli Directory Server Configuration Tool — E||5|

File Help

S|

hoase a task: onfigureiunconfigure changelog
P D Introduction The change log database records updates o the directary |t s created in the same location
- 2] Administratar Dhpassward as the main directory database and initially requires an addiional 8 megabytes of hard disk
. Ij Configure dalabase space, plus addtional space to accommodate nev log ertries

Hote: t may take several minutes to update the change log.

[E) Unconfigure detabase
D Configureiunconfigure changelog | v Enable change log database
-[E] Manage suffixes
D Manage schema files
-] Import LDIF data € Unlimited
~-[£] Export LDIF data

% i ———— (% Ertries | 1000000

+--[F] Restore database

~ Maxitnurn humber of log ertries

H ~ Maxitnum age
[ Opfimize ciatabase
= Unliritec
(= Age I 14 Days I 0 Hours
Start time Elapsed time

Tazk messages

q | i3]
Clear results |
Upclate: I Stop Close | Help |2 |

Figure 7-12 Enabling the change log

To disable the change log:

1. In the Configuration Tool, click Configure/unconfigure changelog in the
task list on the left.

2. In the Configure/unconfigure changelog window, clear the Enable change log
database check box.

3. Click Update.

7.5 Starting ITDS

There are a number of other optional tasks you can perform within the Directory
Configuration Tool at this point such as adding custom schema and importing
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data. Those tasks do not have to be completed before you initially start the
server. Those topics are covered in subsequent chapters.

The easiest way to start the server is by typing ibmslapd at a Linux command
prompt. The output of this command is shown in Example 7-1.

Example 7-1 Starting the Directory Server

test_sles8:# ibmslapd
starting.

Server
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin
Plugin

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type

EXTENDEDOP is successfully loaded from libevent.so.
EXTENDEDOP is successfully loaded from libtranext.so.
EXTENDEDOP is successfully Toaded from Tibldaprepl.so.
PREOPERATION is successfully loaded from 1ibDSP.so.
PREOPERATION is successfully loaded from libDigest.so.
EXTENDEDOP 1is successfully loaded from libevent.so.
EXTENDEDOP is successfully loaded from libtranext.so.

AUDIT is successfully loaded from /1ib/libldapaudit.so.
EXTENDEDOP 1is successfully loaded from libevent.so.
EXTENDEDOP 1is successfully loaded from Tibtranext.so.
DATABASE is successfully loaded from /1ib/1ibback-rdbm.so.
REPLICATION is successfully loaded from /1ib/1ibldaprepl.so.
EXTENDEDOP is successfully Toaded from /1ib/1ibback-rdbm.so.
EXTENDEDOP 1is successfully loaded from libevent.so.

DATABASE is successfully loaded from /1ib/libback-config.so.
EXTENDEDOP is successfully loaded from libloga.so.

Non-SSL port initialized to 389.

test_sles8:#
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After you type ibmslapd at the command prompt, a number of messages will be
logged to the screen. One of them should say, IBM Tivoli Directory (SSL)
Version 5.2 Server started.

Note: There are a number of other ways to start ITDS. Please refer to
Chapter 9, “IBM Tivoli Directory Server Distributed Administration” on
page 193, for more information.

To verify ITDS is indeed running, configured properly, and responding to queries,
you can type the following command at the Unix command prompt:

ldapsearch -s base -b ““ objectclass=*
The output of this command is shown in Example 7-2.

Example 7-2 Querying the root DSE

# ldapsearch -s base -b "" objectclass=*
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namingcontexts=CN=SCHEMA
namingcontexts=CN=LOCALHOST
namingcontexts=CN=PWDPOLICY
namingcontexts=CN=IBMPOLICIES
namingcontexts=0=IBM,C=US
subschemasubentry=cn=schema

supportedextension=1.3.18.0.2.12.1

supportedextension=1.3.18.0.2.12.3

supportedextension=1.3.18.0.2.12.5

supportedextension=1.3.18.0.2.12.6

supportedextension=1.3.18.0.2.12.15
supportedextension=1.3.18.0.2.12.16
supportedextension=1.3.18.0.2.12.17
supportedextension=1.3.18.0.2.12.19
supportedextension=1.3.18.0.2.12.44
supportedextension=1.3.18.0.2.12.24
supportedextension=1.3.18.0.2.12.22
supportedextension=1.3.18.0.2.12.20
supportedextension=1.3.18.0.2.12.28
supportedextension=1.3.18.0.2.12.30
supportedextension=1.3.18.0.2.12.26

supportedextension=1.3.6.1.4.1.1466.20037
supportedextension=1.3.18.0.2.12.35
supportedextension=1.3.18.0.2.12.40
supportedextension=1.3.18.0.2.12.46
supportedextension=1.3.18.0.2.12.37
supportedcontrol=2.16.840.1.113730.3.4.2
supportedcontrol=1.3.18.0.2.10.5
supportedcontrol=1.2.840.113556.1.4.473
supportedcontrol=1.2.840.113556.1.4.319
supportedcontrol=1.3.6.1.4.1.42.2.27.8.5.1
supportedcontrol=1.2.840.113556.1.4.805
supportedcontrol=2.16.840.1.113730.3.4.18
supportedcontrol=1.3.18.0.2.10.15
supportedcontrol=1.3.18.0.2.10.18
security=none

port=389

supportedsasImechanisms=CRAM-MD5
supportedsasimechanisms=DIGEST-MD5
supportedldapversion=2
supportedldapversion=3
ibmdirectoryversion=5.2
ibm-Tdapservicename=test_sles8
ibm-serverId=3d63f6c0-b48f-1027-92b9-ealc2fcbcced
ibm-supportedacimechanisms=1.3.18.0.2.26.3
ibm-supportedacimechanisms=1.3.18.0.2.26.4
ibm-supportedacimechanisms=1.3.18.0.2.26.2
vendorname=International Business Machines (IBM)
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vendorversion=5.2
ibm-ss1ciphers=N/A
ibm-sTapdisconfigurationmode=FALSE
ibm-sTapdSizeLimit=500
ibm-sTlapdTimeLimit=900
ibm-slapdDerefAliases=always
ibm-supportedAuditVersion=2
ibm-sasldigestrealmname=test_sles8

If the suffix you added in “Adding a suffix” on page 173 is displayed in the output
of your 1dapsearch command in the format:

namingcontexts=0=IBM,C=US

(o=ibm, c=us is the suffix added in this example), then ITDS’s s1apd LDAP listener
is configured properly and open for business.

7.6 Quick installation of ITDS 5.2 on Intel (minimal GUI)

If you want to install ITDS quickly and with as little graphical user interface
interaction as possible, follow these quick steps:
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1.
2.

Confirm that the system meets all prerequisites.
Log in as the user root and enter the following commands:

— groupadd dbsysadm

— usermod -G dbysysadm root

— useradd -G dbsysadm -g dbsysadm 1dapdb2 -d /home/ldapdb2 -m
— password 1dapdb2 (Change the password to something valid.)

At this point verify that the login ID and password work. One way to do this is
to type:

ssh 127.0.0.1 -1 Tdapdb2

If your password is accepted and you can login the password is valid for IDS
use.

Type exit to return back to the previous shell.
The directory /home/ldapdb2 should now have permissions that look like:
drwxr-xr-x 5 ldapdb2 dbsysadm 624 Mar 24 16:25 Tdapdb2

Go to the directory where the setup exists (it may be on a CD-ROM or you
may have extracted the tar file into a directory). Type ./setup. Note that the
installer is an X-Windows application and you will need to have a local
X-Windows console or have exported your DISPLAY to another machine that
has X-Windows running on it.
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6. Follow the GUI installer and accept all defaults (pick your local language). For
English, the clicks in the GUI you would need to make to get completely
through the GUI Install are:

0K

NEXT

I ACCEPT
NEXT
ENGLISH
NEXT
NEXT
NEXT
NEXT
NEXT
NEXT
FINISH

7. The IBM Tivoli Directory Server Configuration Tool appears. We are not going
to use this tool. Exit the tool by clicking:

FILE
CLOSE
YES

8. Type: cd /tmp

9. Type: 1dapcfg -c -a 1dapdb2 -w 1dapdbh3 -d testldap -1 /home/1dapdbh2
and then select Continue with the above Actions. Note that:

— -c sets the database instance up for UTF-8 storage.

— -a sets the useraccount that you created.

— -w sets the password we set for the user that you created.

— -d sets the name of the DB2 database you want (can be anything).

— -l sets the directory where the database is created. (Normally this is the
home directory of the user that you created.)

The database should configure successfully and return a message similar to:

Configuring IBM Tivoli Directory Server Database.
Creating instance: 'ldapdb2'.

Created instance: 'Tdapdb2'.

Cataloging instance node: 'ldapdb2'.

Cataloged instance node: 'ldapdb2'.

Starting database manager for instance: 'Tdapdb2'.
Started database manager for instance: 'ldapdb2'.
Creating database: 'testldap'.

Created database: 'testldap'.

Updating the database: 'testldap'

Updated the database: 'testldap'

Updating the database manager: 'ldapdb2'
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Updated the database manager: 'ldapdb2'

Enabling multi-page file allocation: 'testldap'
Enabled multi-page file allocation: 'testldap'
Configuring database: 'testldap'

Configured database: 'testldap'

Adding local loop back to database: 'testldap'.
Added Tocal loop back to database: 'testldap'.
Stopping database manager for instance: 'Tdapdb2'.
Stopped database manager for instance: 'ldapdb2'.
Starting database manager for instance: 'Tdapdb2'.
Started database manager for instance: 'ldapdb2'.
Configured IBM Tivoli Directory Server Database.

IBM Tivoli Directory Server Configuration complete.
10.Type: 1dapcfg -u"cn=root" -psecret. Note that:

— -u sets the Administrator DN.
— -p sets the Administrator Password.

11.Type: Tdapcfg -s “o=ibm,c=us”. Note that -s sets the suffix you want to use.

12.At this point, configuration is complete. You can type: ibms1lapd at the
command line and the following message should be displayed:

Server starting.

Plugin of type EXTENDEDOP is successfully Toaded from Tibevent.so.
Plugin of type EXTENDEDOP is successfully loaded from Tibtranext.so.
Plugin of type EXTENDEDOP is successfully Toaded from Tibldaprepl.so.
Plugin of type PREOPERATION is successfully loaded from 1ibDSP.so.
Plugin of type PREOPERATION is successfully loaded from 1ibDigest.so.
Plugin of type EXTENDEDOP is successfully Toaded from Tibevent.so.
Plugin of type EXTENDEDOP is successfully loaded from Tibtranext.so.
Plugin of type AUDIT is successfully Toaded from /1ib/libldapaudit.so.
Plugin of type EXTENDEDOP is successfully Toaded from Tibevent.so.
Plugin of type EXTENDEDOP is successfully loaded from Tibtranext.so.
Plugin of type DATABASE is successfully loaded from
/1ib/1ibback-rdbm.so.

Plugin of type REPLICATION is successfully loaded from
/1ib/1ibldaprepl.so.

Plugin of type EXTENDEDOP is successfully Toaded from
/1ib/1ibback-rdbm.so.

Plugin of type EXTENDEDOP is successfully Toaded from Tibevent.so.
Plugin of type DATABASE is successfully loaded from
/1ib/1ibback-config.so.

Plugin of type EXTENDEDOP is successfully loaded from Tibloga.so.
Non-SSL port initialized to 389.

13.Basic configuration is complete. Refer to Example 7-2 on page 178 to confirm
ITDS is up and running.
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7.7 Uninstalling ITDS

To uninstall ITDS, issue the following commands:

1.
2.

As the user root, kill ibmslapd if it is running.

Type:

su -Tdapdb2
Type:

cd sqllib

. Type . ./db2profile. (Note: There is a period<space> in front of

./db2profile.)
Type:

db2stop

Type:

exit

(Optional) If you want to remove the DB2 database associated with ITDS,
type: Tdapucfg -d -r -i (select Continue). If you do not remove the
database, it will still be available later on if you re-install the ITDS.

. Type: /usr/1dap/_uninst/uninstall. Note that the installer is an X-Windows

application and you will need to have a local X-Windows console or have
exported your DISPLAY to another machine that has X-Windows running on
it. Follow all the prompts until uninstall is complete

The basic uninstallation of ITDS is complete. ITDS does leave files behind in
different locations including /opt/IBM/db2, /var/Idap, /usr/Idap/, and other
locations. For a more complete uninstall, see “Removing all vestiges of an ITDS
5.2 Install on Intel Linux” on page 1883.

7.8 Removing all vestiges of an ITDS 5.2 Install on Intel

Linux

The following commands assume you installed the product using the options
outlined in “Quick installation of ITDS 5.2 on Intel (minimal GUI)” on page 180.

1.

As the user root, kill ibmslapd if it is running.

2. Type: su -1dapdb2
3.
4

. Type: . ./db2profile (Note: There is a period<space> in front of the

Type: cd sqllib

./db2profile.)
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9.

1
1
1

1
]
1
1

Type: db2stop
Type: exit
Type: 1dapucfg -d -r -i (select Continue.)

Type: /usr/1dap/_uninst/uninstall. Note that the installer is an X-Windows
application and you will need to have a local X-Windows console or have
exported your DISPLAY to another machine that has X-Windows running on
it. Follow all the prompts until uninstall is complete.

Type: cd /tmp

0.Type: rm -rf /usr/ldap
1.Type: rm -rf /var/ldap
2.Type: rm -rf /opt/iBM/db2

Note: Sometimes IBM WebSphere Express does not uninstall properly. If you
see an error indicating it did not uninstall properly, type (as the user root from
the command line):

rpm --erase ldap-webadmind-5.2-1 --justdb

The version number may vary. Use yast2 to find out the proper package name
and remove it if the version number above is incorrect.

3.Type: userdel -r Tdapdb2

4. Type: rm -rf /usr/local/ibm/gsk7
5.Type: rm -rf /home/1dapdb2
6.Type: groupdel dbsysadm

At this point, the server should look exactly the way it did before you ever

a

ttempted the ITDS install.
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IBM Tivoli Directory Server
installation - IBM zSeries

This chapter provides detailed instructions for installing the IBM Tivoli Directory
Server that is packaged with the IBM z/OS operating system. This chapter is
based on the IBM z/OS V1R4 operating system. Earlier releases of z/OS may
require slight modification of these instructions for proper installation and
configuration of the LDAP server.

In this chapter we discuss the following:

» Using the Tdapcnf utility

Running the MVS™ jobs generated from the Tdapcnf utility
Loading the schema

Enabling Native Authentication

S
S
S
» Migrating data to LDAP on z/OS
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8.1 Installing LDAP on z/OS

The following sections describe the steps needed to install LDAP on the IBM
z/OS operating system.

8.1.1 Using the Idapcnf utility

LDAP on z/OS offers a configuration utility called Tdapcnf to assist in the
installation and customization of an LDAP server. To complete the installation
process, follow the instructions below.

1. Copy the Idap.profile hfs file from /usr/lpp/Idap/etc to a workable directory
such as /etc/Idap.

2. Customize the Idap.profile file to reflect your system and the configuration
variables by following the detailed descriptions of each attribute in the profile.

Note that some attributes in the Idap.profile file are required, but not given a
default value. Make sure you read through the entire file, completing all
required variables.

3. Run 1dapcnf from the command line in OMVS. This utility will generate a set
of jobs in the MVS dataset that was defined in Idap.profile.

4. Copy the LDAP server started task procedure from the output dataset into the
system proclib. The default name for this started task is LDAPSRV.

5. Copy the file named PROGxxx to the system parmlib.

8.1.2 Running the MVS jobs
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To do this:

1. Run each job in the following sequence, remembering to check all of the
output for successful return codes.

a. RACF

b. APF

c. DBCLI - Make sure DB2 is started before submitting this job.
d. PGRMCTRL (if required)

2. Use the DB2 SPUFI tool to submit the DBSPUFI job.

3. Start the LDAP server using the LDAPSRV started task. From SDSF you can
start the server by entering /s LDAPSRV.

4. When you see the phrase slapd is ready for requests your LDAP server
has started successfully.
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8.1.3 Loading the schema

The next steps will assist you in building the LDAP schema and loading the
directory with your suffix and a test user.

1.

Copy the following files to your /etc/Idap directory:
/usr/1pp/l1dap/etc/schema.user.1dif
/usr/1pp/1dap/etc/schema.IBM.1dif

Edit these files (schema.user.ldif and schema.IBM.Idif) by changing the line
cn=schema,<suffix> to reflect the suffix that is defined in your configuration
file.

Use the 1dapmodify command to load the schema files into the directory.

Tdapmodify -h x.x.x.x -p 3389 -D “cn=LDAP Administrator” -w secret -f \
/etc/1dap/schema.user.1dif
1dapmodify -h x.x.x.x -p 3389 -D “cn=LDAP Administrator” -w secret -f \
/etc/1dap/schema.IBM.1dif

Create an LDIF file containing the suffix entry for the directory. This may
contain test users as well. The file may look like the following:

dn: o=itso

objectclass: organization
objectclass:top

0: itso

dn: cn=testl,o=itso
objectclass: top
objectclass: ePerson
cn: testl

sn: user

5. Use Tdapadd to add the entries from the suffix file to the directory.

ldapadd -h x.x.x.x -p 3389 -D “cn=LDAP Administrator” -w secret -f \
suffix.1dif

6. Execute the following 1dapsearch command as an IVP, ensuring that LDAP is

set up correctly:

ldapsearch -h x.x.x.x -p 3389 -V 3 -s base -b “ “ “objectclass=*"

8.1.4 Enabling Native Authentication

In order to enable LDAP to use a TDBM but bind against RACF, native
authentication must be configured.

1.

Copy the following files to your /etc/Idap directory:
/usr/1pp/1dap/etc/NativeAuthentication.1dif
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2. Edit the above files by changing the line cn=schema,<suffix> to reflect the
suffix that is defined in your configuration file.

3. Use the 1dapmodify command to load the schema files into the directory.

1dapmodify -h x.x.x.x -p 3389 -D “cn=LDAP Administrator” -w secret -f \
/etc/1dap/NativeAuthenication.1dif

4. Modify the LDAP configuration file to include the following in the TDBM
section:

useNativeAuth SELECTED
"nativeAuthSubtree" o=itso
nativeUpdateAllowed YES

5. Modify existing users, adding the native authentication objectclass and
ibm-nativeld attribute using the 1dapmodify command

1dapmodify -h x.x.x.x -p 3389 -D “cn=LDAP Administrator” -w secret -f \
/etc/1dap/nativeupdate.1dif

nativeupdate.ldif should look like this:
dn: cn=testl, o=itso
changetype: modify
add: x

ibm-nativeld: testl
objectclass: ibm-nativeAuthentication

8.2 Migrating data to LDAP on z/0OS

There are instances where it is necessary to move LDAP data from one platform
to another, or simply from one directory to another. This happens when replica
servers are being created, or when an LDAP server is being moved to z/OS to
take advantage of native authentication.

8.2.1 Migrating LDAP server contents to z/OS

Migrating contents from an existing LDAP server to a z/OS LDAP server can be
done using the DB2LDIF utility that is packaged with both the z/OS and distributed
versions of the IBM Tivoli Directory Server. Examples of using each utility are
listed below.

db2ldif on z/0S

DB2LDIF is a member of the GLD.GLDSAMP data set and contains JCL for
exporting existing LDIF entries from the DB2 database. Export these entries to a
temporary file in the file system. LDAP writes the exported file to SYSPRINT.
See Example 8-1 on page 189 for an example of this JCL.

188  Understanding LDAP Design and Implementation



Example 8-1 Example DB2LDIF JCL

//DB2LDIF JOB (?2??,????), 'AHMADS JOB',MSGCLASS=0,CLASS=A,
//  NOTIFY=????22???,REGION=0M,USER=SYSADM1, PASSWORD=SYSADM1
//DB2LDIF PROC REGSIZE=0M,

//  CBCONFIG='/WebSphere390/CB390",

//  PARMS='',

//  GLDHLQ='SYS1.LDAP',

//  OUTCLASS='*",

//  LDAPPATH='etc/ldap',

//  LAPDCONF='bboslapd.conf',

//  SYSPLEX=WSLPLEX,

//  SYSNAME=WSL1

//DB2LDIF EXEC PGM=GLDDB2LD,REGION=&REGSIZE,

// PARM=("'/&PARMS ")

//STEPLIB DD DSN=&GLDHLQ..SGLDLNK,DISP=SHR

//DSNAOINI DD PATH='&CBCONFIG/&SYSPLEX/&LDAPPATH/&SYSNAME. .dsnaoini'
//CONFIG DD PATH='&CBCONFIG/&SYSPLEX/&LDAPPATH/&SYSNAME. .&LAPDCONF'
//SYSPRINT DD PATH='/u/ahmad/export.1dif’

//CEEDUMP DD SYSOUT=&0UTCLASS

//SYSERR DD SYSOUT=&0UTCLASS

//STDOUT DD SYSOUT=&QUTCLASS

// PEND

//G0 EXEC DB2LDIF

The following command will then load the LDIF file created by the db21dif
command into the z/OS directory.

1dapmodify —a —h 127.0.0.1 —p 1389 -D “cn=CBAdmin” -w secret —f \
/u/ahmad/export.1dif

8.2.2 Moving RACF users to the TDBM space

Moving RACF user IDs to the TDBM side of the LDAP server seems like a simple
task. However, there is no utility to allow this functionality. As you search against
the SDBM backend and interact with RACF, you will see that if you search for

one particular user, you can retrieve that user’s entire record, or filter it to retrieve
only one or two attributes. As you try to extract these fields for more than one

user in a given search, you will see that RACF only returns the fully qualified DNs
that match that search. The specific attributes you requested will not be returned.

As a means to extract the most common RACF attributes to convert each SDBM
user into a TDBM user for use with Native Authentication, a PERL script may be
written to complete nested searches, finding all RACF distinguished names that
match the search criteria, then searching each DN for specific information such
as the RACFID and RACFPROGRAMMERNAME. The script would then be able
to extract those attributes and plug them into a user template, printing them out
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to an LDIF file. The LDIF file can then be used to add all users to the TDBM. A
sample program and the implementation instructions can be found in
Appendix C, “Moving RACF users to TBDM” on page 715.
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Part 3

In-depth configuration and
tuning

In this part we discuss in-depth configuration and tuning of the IBM Tivoli
Directory Server in a distributed environment, client tools available, schema
management, group and role management, replication, access control, securing
the directory, performance tuning, and how to monitor the IBM Tivoli Directory
Server.
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IBM Tivoli Directory Server
Distributed Administration

This chapter provides an overview of the new ITDS 5.x distributed management
model including the application server that the Web administration tool runs on.
We will also be covering ibmdiradm, ibms1lapd, and management tools like

ibmdirctl. We will describe how these tools can be used to manage a single
server as well as multiple servers.
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9.1 Web Administration Tool graphical user interface
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The IBM Tivoli Directory Server Version 5.2 Web Administration Tool is installed
on an application server, such as the embedded version of IBM WebSphere
Application Server - Express (WAS) included with the IBM Tivoli Directory
Server, and administered through a console. Or you can install it on a existing
WebSphere Version 5.0 or later or supported application server. IBM Tivoli
Directory Servers that have been added to the console can be managed through
the Web Administration Tool without having to have the tool installed on each
server. The preferred method of administering the server is by using the Web
Administration Tool.

The Web Administration Tool enables an extremely wide range of tasks, such as:
» Basic server administration tasks, including:

— Starting and stopping the server

— Checking server status

— Managing server connections

— Managing connection properties

— Creating, managing, and removing an administrative group
— Creating, managing, and removing unique attributes

» Setting server properties, including:

— Changing server ports and enabling language tags
— Setting performance

— Setting and controlling searches

— Enabling and disabling transaction support

— Enabling and disabling event notification

— Adding and removing suffixes

— Creating and removing referrals

» Configuring security settings, including:

— Configuring TLS and SSL

— Setting the level of encryption

— Setting password encryption

— Setting password policy

— Setting password lockout

— Setting Kerberos

— Setting certificate revocation verification
— Configuring the DIGEST-MD5 mechanism

» Managing the IBM Directory schema, including:

Managing object classes and attributes

Understanding LDAP Design and Implementation



» Managing replication, including:

— Creating and modifying replication topology and replication agreements
— Monitoring replication status

» Managing logs, including:
— Viewing error, DB2, and administration daemon error logs
— Modifying the error, DB2, and administration daemon logging settings

— Viewing, enabling, and disabling the directory and administration daemon
audit logs

» Managing directory entries, including:

— Browsing the tree

— Adding, copying, modifying, and deleting an entry

— Managing language tags

— Adding or deleting auxiliary object class

— Changing group membership

— Searching the directory entries with or without filters

» Managing Access Control Lists, including performing all functions described
in previous sections

» Managing group, roles, and proxy authorization group

» Performing user-specific tasks, including managing realms, templates,
groups, and users

9.2 Starting the Web Administration Tool

To start the Web Administration Tool, you must start the application server in
which it was installed. For the embedded version of IBM WebSphere Application
Server - Express go to the directory where you installed the IBM Tivoli Directory
Server and issue one of the following commands:

» For UNIX-based platforms

<IDSinstalldir>/1dap/appsrv/bin/startServer.sh serverl
Note: For Solaris this is:

opt/ibmldapc/appsrv/bin/startServer.sh serverl

» For Windows-based platforms:

<IDSinstalldir>\1dap\appsrv\bin\startServer.bat serverl
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Note: If you have other application servers running, ensure that the
application server where the Web Administration Tool is installed is not
running on the same port as the other application servers.

9.3 Logging on to the console as the console administrator

196

Before you can start using the Web Administration Tool for the server you want
to manage, ensure that you have the completed the following tasks during the
configuration of that server:

» You must have set the admin DN and password to be able to start a given
server.

» You must have configured a database to be able to start a given serverin a
state other than configuration only mode.

» You must have the administration daemon running to be able to start, stop, or
restart a given server remotely.

To log on as the console administrator, refer to Figure 9-1 on page 197 and

perform these steps:

1. Assuming you have installed and started the embedded version of
WebSphere Application Server - Express V5.0.2 that ships with ITDS, change
your login URL to the following:

http://<hostname>:9080/IDSWebApp/IDSjsp/Login.jsp

The login page should appear. At the IBM Tivoli Directory Server Web
Administration login page log in as Console Admin, the default selection in the
LDAP Hostname field.

2. In the Username field type: superadmin
3. In the Password field type: secret

4. Click Login. The IBM Tivoli Directory Server Web Administration Tool
console is displayed.
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Address I’.Gj http: fflacalhost: 3030/ 105 Webapp DS sp/Lagin. jsp

Tivoli. Directory Server Web Administration Tool

Login page
Enter username and password
LDAP Hostname: Im
Username: |superadmin
Passward: |“"""""1

Figure 9-1 Logging in as console administrator

Note: When using the Web Administration Tool, do not open additional
login panels from the file options of the browser. Only one instance of the
Web Administration can function on a single browser instance. They
cannot share the same cookies. Additional login panels must be opened
from new instances of the browser.

» For Unix-based systems:

Launch new windows from the command line using the & option. For
example:

mozilla &
» For Windows-based systems:

Internet Explorer - Open additional Internet Explorer windows using the
Start window or an Internet Explorer short cut from the desktop.

9.4 Logging on to the console as the server administrator

To log on as the server administrator perform these steps:

1. At the IBM Tivoli Directory Server Web Administration login page select the
LDAP host name or IP address for your machine from the drop-down menu.

2. Enter the admin DN and the password for that server (you set these up during
the server configuration process).

3. Click Login.
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The IBM Tivoli Directory Server Web Administration Tool console is displayed
with various server management tasks. The server management tasks vary
depending upon the capabilities of the server.

Note: The Web Administration Tool does not support logging on to a given
server using replication supplier credentials.

9.5 Logging on as member of administrative group or as LDAP
user

To log on as a member of the administrative group or an LDAP user, perform
these steps:

1. At the IBM Tivoli Directory Server Web Administration login page select the
LDAP host name or IP address for your machine from the drop-down menu.

2. Enter the your username (in the form of a DN) and password for that server.
3. Click Login.

The IBM Tivoli Directory Server Web Administration Tool console is displayed
with various server management tasks. The server management tasks vary
depending upon your authority or the capabilities of the server or both.

Note: The Web Administration Tool does not support logging on to a given
server using replication supplier credentials.

9.6 Logging off the console

To log off of the console, click Logout in the navigation area. The Logout
successful panel displays the message:

If you have been accidentally logged out then you will need to re-Togin by
clicking here.

Click the word here in this message to return to the IBM Tivoli Directory Server
Web Administration login page.

9.7 Starting and stopping the server

The server can be started or stopped using either the Web Administration Tool or
the command line.
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9.7.1 Using Web Administration

Note: The administration daemon (ibmdiradm) must be running.

The current status of the server, either started, stopped, or started in
configuration mode, is indicated by the icons in the upper left-hand corner of the
server status area. The current status is also described in the first sentence of
the work area, for example: The Directory Server is currently running.

To change the running state of the server, perform these steps:

1. Click Server Administration in the Web Administration navigation area and
then click Start/Stop/Restart Server in the expanded list.

2. The message area displays the current state of the server (stopped, running,
or running in configuration only mode). Depending on the state of the server,
running or stopped, buttons are enabled for you to change the state of the

server as shown in Table 9-1.

— If the server is running, you can click Stop to stop the server, or Restart to

stop and then start the server.

— If the server is stopped, you can click Start to start the server.

— Click Close to return to the Introduction panel.

Table 9-1 Buttons available based on server status

Server status

Buttons available

Stopped

Start, Close

Running

Stop, Restart, Close

Running in configuration mode

Stop, Restart, Close

3. A message is displayed when the server successfully starts or stops. If you
need to perform server configuration maintenance, select the Start / Restart
in configuration only mode check box. In this mode only the system
administrator can bind to the server. All other connections are refused until
the server is restarted with the DB2 backends enabled (the Start / Restart in
configuration only mode check box deselected).

Note: Configuration maintenance can be done while the server is running.
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9.7.2 Using the command line or Windows Services icon

Use the following command to start and stop the server:

ibmdirctl [-h <hostname>] [-D <adminDN>] [-w <password>] \
[-p <portnumber>] start|stop|restart|status -- [ibmslapd options]

Note: The administration daemon (ibmdiradm) must be running.

For Windows systems use the ibmdirct1 command, or perform the following
steps:

1.

o &~ D

From the desktop, double-click the My Computer icon.

Double-click the Control Panel icon.

Double-click the Services icon.

To start the server select IBM Tivoli Directory V5.2 and click Start.

To stop the server select IBM Tivoli Directory V5.2 and click Stop.

9.8 Console layout

The IBM Tivoli Directory Server Web Administration Tool console consists of five
areas:
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>

Banner area

The banner area located at the top of the panel contains the application
name, IBM Tivoli Directory Server Web Administration Tool, and the IBM
Logo.

Navigation area

The navigation area, located on the left side of the panel, displays
expandable categories for various console or server tasks. The tasks
available vary depending on your authority or the capabilities of the server
you are logging onto or both.

Work area

The work area displays the tasks associated with the selected task in the
navigation area. For example, if Managing server security is selected in the
navigation area, the work area displays the Server Security page and the tabs
containing tasks related to setting up server security.

Server status area

The server status area, located at the top of the work area, indicates the
status and the name of the server being administered. It also has two icon
links, one to the Start/Stop/Restart procedure and the other to general help
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information. When you select a task from the navigation area, the name of the
selected task, a link to the error log files, and a link to the task help are also
displayed.

Note: If you are logged on as the console administrator, this area displays
Console administrator and provides an icon link to the table of contents
for task helps.

» Task status area

The task status area, located beneath the work area, displays the status of
the current task.

9.9 Configuration only mode

The IBM Tivoli Directory Server supports LDAP access to the server’s
configuration settings. An administrator can use the LDAP protocol to query and
update the configuration for the server. This feature enables remote
administration. For the remote access to be more robust and reliable, the server
does not depend on successful initialization of the database backends. It is
possible to start the server in configuration only mode with only the
cn=configuration suffix active. As long as the configuration backend is
available, the server starts and accepts LDAP requests. Configuration only mode
gives an administrator remote access to the server even when errors are
encountered during startup.

The following features are supported in configuration only mode:

Access to the configuration file and log files
Auditing

Event notification

Kerberos

SASL

SSL

vVvyyvyvyYYyy

The following features are not supported in configuration only mode:

Access to the database
Changelog

Password policy
Replication

Schema changes
Transactions

vyvyvyvYyYYvyy
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9.9.1 Minimum requirements for configuration-only mode

The following specify the minimum requirements for configuration-only mode:

>

The configuration file must be in the correct LDIF format and the server must
be able to locate and read the file.

The server must be able to read and load the schema according to the
configuration file.

The server must be able to load the configuration plug-in.

9.9.2 Starting LDAP in configuration-only mode

The following methods will start the LDAP server in configuration only mode:

>

Note: Any failure during server startup will also cause the server to start in
configuration only mode.

Using Web Administration:

Check the Configuration only mode when starting the server through the Web
Administration Tool.

Using the command line:

Specify -a or -A on server startup.
ibmsTapd -a

or

ibmdirctl -h <hostname> -D <adminDN> -w <adminpw>-p <portnumber> \
start -- -a

9.9.3 Verifying the server is in configuration-only mode
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To determine if the server is running in configuration only mode, use one of the
following methods.

>

Using Web Administration:

If the server has been started in configuration only mode the Il icon located
between the stop and start icons is highlighted.

Using the command line:

Issue a search of the root DSE for the attribute
ibm-slapdisconfigurationmode. If this attribute is set to true, the server is
running in configuration only mode.

ldapsearch -s base -b " " objectclass=* ibm-slapdisconfigurationmode
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9.10 Setting up the console

After you have started the application server, you need to set up the console that
is going to manage your directory servers. From the IBM Tivoli Directory Server
Web Administration login page, log in as the console administrator and perform

the following tasks.

9.10.1 Managing the console

At the IBM Tivoli Directory Server Web Administration Tool console the following
tasks can be done to manage the console.

Changing the console administrator login

To change superadmin to a different administrator ID, refer to Figure 9-2 and
perform the following steps:

1.
2.
3.

Expand Console administration in the navigation area
Click Change console administrator login.
Enter the new administrator ID.

Note: Only one administrator ID is allowed. The superadmin ID is replaced
by the new ID that you specified.

Enter the current administrator password. The password, secret, is the same
for the new administrator ID, until you change it.

oduction

zole administration

Chanoe console administrator login iZhange the console administrator's login, then click QK.

Console administrator

Change console administrator login

Ichange console administrator password

anade console servers

|ourt

anage conzale properties

Zonsole administrator login
*5uUperadmin

Zurrent password

TEEEET
*

Cancel

Figure 9-2 Changing console administrator login
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Changing the console administration password
To change the administrator password to another password:

1. Expand Console administration in the navigation area
Click Change console administrator password.
Enter the current password.

Enter the new password.

o > 0 DN

Enter the new password again to confirm that there are no typographical
errors.

6. Click OK.

Adding, modifying, and removing servers in the console
Use the following procedures to add, edit, or delete servers in the console.

Adding a server to the console

To add a server to the console, refer to Figure 9-3 and perform the following
steps:

1. Expand Console administration in the navigation area.

2. Click Manage console servers. A table for listing of server host names and
port numbers is displayed.

3. Click Add.

4. Enter the host name address or the IP address of the server. For example:
servername.austin.ibm.com

5. Specify the port numbers or accept the defaults.

6. Specify if the server is SSL enabled.

7. Click OK to apply the changes or click Cancel to exit the panel without
making any changes.

Add server
Hostnhame Fort
# #3839

Administration port
#3538

I~ S50 enabled

M Cancel

Figure 9-3 Adding a server to the console
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Modifying a server in the console

To change the port number or SSL enablement of a server, refer to Figure 9-4
and Figure 9-5, and perform the following steps:

1.
2.

o 0~ o

Expand Console administration in the navigation area.

Click Manage console servers. A listing of server host names and port
numbers is displayed.

Select the radio button next to the server you want to modify.
Click Edit.
You can change the port numbers.

You can change whether the server is SSL enabled with the SSL enabled
check box.

Click OK to apply the changes or click Cancel to exit the panel without
making any changes.

Console administrator

Manage console servers
™| | |- Select Action j% M
Select Hostname | Port |Administration port S50 enabled | | Edit..
& | win2k3 | 389| 3538 Mo | Mooem
o win2k? 389 3538 Mo
o winZ2kl 389 3538 Mo %

Figure 9-4 Manage console servers

Console administrator

Edit server
Hostname Fort
win2k1 289

Administration port
#3538

[~ 5510 enabled

% Cancel

Figure 9-5 Modifying a server in the console
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Removing a server from the console

To remove a server from the console, refer to Figure 9-4 on page 205, and
perform the following steps:

1.
2.

Expand Console administration in the navigation area.

Click Manage console servers. A listing of server host names and port
numbers is displayed.

3. Select the radio button next to the server you want to remove.
4. Click Delete.
5. Click OK to delete the server or click Cancel to exit the panel without making

any changes.

Managing console properties
To change the settings for the console properties, perform the following steps:

1.
2.
3.

Expand Console administration in the navigation area.
Click Manage console properties.

Click Component management to specify the components that are enabled
for all servers in the console. By default all the components are enabled.

Note: You might not see a management component or some of its tasks,
even if it is enabled, if you do not have the correct authority on the server
or the server does not have the needed capabilities, or both.

Click Session properties to set the time-out limit for the console session.
The default setting is 60 minutes.

Note: A session might be valid for three to five minutes more than what
you have set. This is because the invalidations are performed by a
background thread in the application server that acts on a timer interval.
This timer interval extends the session time out duration.

Click SSL key database to set up the console so that it can communicate
with other LDAP servers using the Secure Sockets Layer (SSL), if necessary.
Set the key database path and file name, the key password, the trusted
database path and file name, the trusted password in the appropriate fields.
The supported file type is jks.

When you have finished setting up the console, click Logout to exit.
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Component management

Component management allows you to enable or disable management
components across all servers in the console. By default all the components are
enabled. The components managed from this panel are:

User properties

Server administration
Schema management
Directory management
Replication management
Realms and templates
Users and groups

YyVVyVYyVYVYYVYYyY

Figure 9-6 shows the component management panel. To enable a component,
select the check box next to the component. To disable a component, clear the
check box next to it.

Note: An enabled management component, or some of the tasks associated
with the enabled management component, might not be accessible to a user if
one of the following conditions is true:

» The LDAP server the user is logging into does not support the capabilities
required by the management component.

» The user does not have sufficient access rights on the LDAP server.

Manage console properties
Component management Component management
Sessian jajg] Erties
551 key database

To enable companents acrass all servers in the consol

- | Select Action — =|

Component name

W User properties

W Server administration

W Schema management

W Directory management
W Replication management
W Realms and templates
W Users and groups

Figure 9-6 Manage console properties
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9.10.2 Creating an administrative group

208

An administrative group provides administrative capabilities without having to
share a single ID and password among the administrators. Members of the
administrative group have their own unique IDs and passwords. The
administrative group member DNs must not match each other and they must
also not match the IBM Tivoli Directory Server administrator's DN. Conversely,
the IBM Tivoli Directory Server administrator DN must not match the DN of any
administrative group member. This rule also applies to the Kerberos or
Digest-MD5 IDs of the IBM Tivoli Directory Server administrator and the
administrative group members. These DNs must not match any of the IBM Tivoli
Directory Server’s replication supplier DNs. This also means that IBM Tivoli
Directory Server’s replication supplier DNs must not match any of the
administrative group member DNs or the IBM Tivoli Directory Server
administrator DN.

Note: The IBM Tivoli Directory Server’s replication supplier DNs can match
each other.

The members of the administrative group have all the capabilities of the directory
administrator with the following exceptions:

» Only the IBM Tivoli Directory Server administrator has the ability to add or
remove members from the administrative group. In addition only the IBM
Tivoli Directory Server administrator can modify the DN, password, Kerberos
ID, or Digest-MD5 ID of any administrative group member. However, a
member of the administrative group can modify his own password, but cannot
modify his own DN, Kerberos ID, or Digest-MD5 ID. An administrative group
member cannot see the password of any other administrative group member
or the IBM Tivoli Directory Server administrator.

» Only the IBM Tivoli Directory Server administrator has the ability to add or
remove the cn=Keberos,cn=Configuration and the
cn=Digest,cn=Configuration entries in the configuration backend.
Administrative group members can modify all the attributes in these entries
except for the directory administrator’s Keberos ID and Digest-MD5 ID.

» Only the IBM Tivoli Directory Server administrator has the ability to modify or
update any of the audit log settings. Members of the administrative group are
able only to view the audit log and the audit log settings.

» Only the IBM Tivoli Directory Server administrator has the ability to clear the
audit log.
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9.10.3 Enabling and disabling the administrative group

Enabling and disabling the administrative group can be done through the Web
administration tool and the command line. You must be the IBM Tivoli Directory
Server administrator to perform this operation.

Note: In this task and the Manage administrative group tasks that follow, the
operation buttons are disabled for members of the administrative group. Mem-
bers of the administrative group can only view the Administrative group mem-
bers table on the Manage administrative group panel.

Using Web Administration
To enable or disable the administrative group using the Web Administration Tool,
perform the following steps:

1. Expand the Server administration category in the navigation area. Click
Manage administrative group.

2. To enable or disable the administrative group, click the check box next to
Enable administrative group. If the box is checked, the administrative group is
enabled.

3. Click OK.

Note: If you disable the administrative group, any member who is logged in
can continue administrative operations until that member is required to
rebind. To stop any additional operations by already bound administrative
group members, perform an unbind operation.

Using the command line
To perform the same operations using the command line, issue the following
command:

ldapmodify -D <adminDN> -w<adminPW> -i<filename>
Where the file used is similar to Example 9-1.

Example 9-1 File used for administrative group modification

dn: cn=Configuration

cn: Configuration

changetype: modify

replace: ibm-slapdAdminGroupEnabled

#specify TRUE to enable or FALSE to disable the administrative group
#TRUE has been preselected for you.

ibm-s1apdAdminGroupEnabled: TRUE

objectclass: top
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objectclass: ibm-slapdConfigEntry
objectclass: ibm-slapdTop

To update the settings dynamically, issue the following 1dapexop command:

1dapexop -D cn=root -w root -op readconfig -scope single \
cn=Configuration ibm-slapdAdminGroupEnabled

9.10.4 Adding members to the administrative group

Members can be added to the administrative group through either the Web
Administration Tool or the command line. You must be the IBM Tivoli Directory
Server administrator to perform this operation.

Using Web Administration
To add a member to the administrative group, perform the following steps:

1.
2.

On the Manage administrative group panel, click Add.

On the Add administrative group member panel, enter the member’s
administrator DN (this must be a valid DN syntax).

3. Enter the member’s password.

4. Enter the member’s password again to confirm it.

5. Optionally, enter the member’s Kerberos ID. The Kerberos ID must be in

either ibm-kn or ibm-KerberosName format. The values are case insensitive,
for example, ibm-kn=root@ TEST.AUSTIN.IBM.COM is equivalent to
ibm-kn=ROOT @ TEST.AUSTIN.IBM.COM.

Note: This field is only available for the AIXand Windows NT and Windows
2000 platforms. It is displayed only if the Kerberos supported capabilities
OID (1.3.18.0.2.32.30) is found on the server.

6. Optionally, enter the member’s Digest-MD5 user name.
7. Click OK.

Note: The Digest-MD5 user name is case sensitive. Repeat this procedure
for each member you want to add to the administrative group.

The member administrator DN, Digest-MD5 username, if specified, and
Kerberos ID, if specified, are displayed in the Administrative group members list
box.
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Note: Kerberos support is only available for the AIX and Windows NT, Win-
dows 2000, and Windows 2003 platforms. The Kerberos ID column in the is
displayed in the Administrative group members list box only, if the kerberos
supported capabilities OID (1.3.18.0.2.32.30) is found on the server.

Using the command line
To perform the same operations using the command line, issue the following
command:

ldapadd -D <adminDN> -w<adminPW> -i<filename>
Where the file used is similar to Example 9-2.

Example 9-2 File used to add user to administrative group

dn: cn=AdminGroup, cn=Configuration

cn: AdminGroup

objectclass: top

objectclass: container

dn: cn=adminl, cn=AdminGroup, cn=Configuration
cn: adminl

ibm-sTapdAdminDN: <memberDN>

ibm-sT1apdAdminPW: <password>
#ibm-slapdKrbAdminDN and ibm-slapdDigestAdminUser are optional attributes.
ibm-sTapdKrbAdminDN: <KerberosID>
ibm-sTapdDigestAdminUser: <DigestID>
objectclass: top

objectclass: ibm-slapdConfigEntry

objectclass: ibm-slapdAdminGroupMember

Note: If you already have a member created in the administrative group, omit
the first entry in Example 9-2.

To update the settings dynamically, issue the following 1dapexop command:

1dapexop -D cn=root -w root -op readconfig -scope subtree \
cn=AdminGroup,cn=Configuration

9.10.5 Modifying an administrative group member

Modifying an administrative group member can be done through either the Web
Administration Tool or the command line. You must be the IBM Tivoli Directory
Server administrator to perform this operation.
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Using Web Administration

To modify an administrative group member’s information, on the Manage
administrative group panel:

Select the member whose information you want to modify.

Click Edit.

Enter the member’s administrator DN (this must be a valid DN syntax).
Change the member’s password.

Enter the member’s password again to confirm it.

2B T S

Enter or change the member’s Kerberos ID. The Kerberos ID must be in
either ibm-kn or ibm-KerberosName format. The values are case insensitive,
for example, ibm-kn=root@ TEST.AUSTIN.IBM.COM is equivalent to
ibm-kn=ROOT@TEST.AUSTIN.IBM.COM.

Note: This field is only available for the AIX and Windows NT and
Windows 2000 platforms. It is displayed only, if the Kerberos supported
capabilities OID(1.3.18.0.2.32.30) is found on the server.

7. Enter or change the member’s Digest-MD5 user name. The Digest-MD5 user
name is case sensitive.

8. Click OK.

Note: If you are member of the administrative group, you can change your
password using the User properties — Change password panel.

Repeat this procedure for each member you want to modify in the administrative
group.

Using the command line

To perform the same operations using the command line, issue the following
command:

ldapmodify -D <adminDN> -w<adminPW> -i<filename>
Where the file used is similar to Example 9-3.

Example 9-3 File used to modify an administrative group member

dn: cn=adminl, cn=AdminGroup, cn=Configuration
cn: adminl

changetype: modify

replace: ibm-slapdAdminDN

ibm-sTapdAdminDN: cn=<memberDN>
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replace: ibm-slapdAdminPW
ibm-sTapdAdminPW: <password>
replace: ibm-slapdKrbAdminDN
ibm-s1apdKrbAdminDN: <KerberosID>
replace: ibm-slapdDigestAdminUser
ibm-sTapdDigestAdminUser: <DigestID>

To update the settings dynamically, issue the following 1dapexop command:

1dapexop -D cn=root -w root -op readconfig -scope subtree \
cn=AdminGroup,cn=Configuration

9.10.6 Removing a member from the administrative group

Removing a member from the administrative group can be done through the
Web administration tool or the command line. You must be the IBM Tivoli
Directory Server administrator to perform this operation.

Using server administration
To remove a member of the administrative group, on the Manage administrative
group panel:

1. Select the member you want to remove.

2. Click Delete.

3. You are prompted to confirm the removal.

4. Click OK to delete the member or Cancel to return to the Manage
administrative group panel without making any changes.

Repeat this procedure for each member you want to remove from the
administrative group.

Using the command line

To perform the same operations using the command line, issue the following
command:

ldapdelete -D <adminDN> -w<adminPW> -i<filename>
Where the file used is similar to Example 9-4.

Example 9-4 File used to remove a member of the administrative group

#1ist additional DNs here, one per Tine
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dn: cn=adminl, cn=AdminGroup, cn=Configuration

To remove multiple members, list the DNs. Each DN must be on a separate line.

To update the settings dynamically, issue the following 1dapexop command:

1dapexop -D cn=root -w root -op readconfig -scope subtree \
cn=AdminGroup,cn=Configuration

9.11 ibmslapd command parameters
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The ibms1apd command has two parameters on UNIX systems and an additional
two parameters on Windows systems. The following parameters are common to
both platforms:

-h <debug_mask>

This causes ibms1apd to generate debug output to stdout. The debug_mask is a
bit mask that controls which output is generated with values up to 65535. This
parameter is for use by IBM service personnel. See “Server debug mode” on
page 214 for more information on the use of this parameter.

-f <path_to_configuration_file>

This specifies the location of the configuration file used when starting the server.
This parameter is used if you want to use a customized configuration file. If not
specified, ibms1apd defaults to the platform dependent location where the
configuration file was installed.

Additional parameters for Windows systems are:
» -i <servicename>

This installs IBM Directory as service on the server.
> -u <servicename>

This removes IBM Directory as service from the server.

Server debug mode

If the error logs do not provide enough information to resolve a problem, you can
run the IBM Tivoli Directory Server in a special debug mode that generates very
detailed information. The server executable ibms1apd must be run from a
command prompt to enable debug output. Be careful not to run in debug mode
for long periods of time. This will generate a large amount of data and could easy
fill up the max file size of 2 Gb. When this happens, the LDAP will not accept any
new connections or log any more data to the file. The way to fix this would be to
stop and re-start ibmsTapd. When doing this make sure you copy or rename the
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trace file before you restart ibms1apd. If you do not rename it or copy it, then it will
be erased and overwritten with the new trace file.

The syntax is as follows:
ldtrc on

ibmsTapd -h bitmask

Where the specified bitmask value determines which categories of debug output
are generated, as shown in Table 9-2.

For example, specifying a bitmask value of 65535 turns on full debug output and
generates the most complete information. When you are finished, issue the
following command at a command prompt:

ldtrc off

It is recommended that you contact IBM Service for assistance with interpreting
the debug output and resolving of the problem.

Table 9-2 ibmslapd bitmask values and descriptions

Hex Decimal | Value Description

0x0001 1 LDAP_DEBUG_TRACE Entry and exit from
routines

0x0002 2 LDAP_DEBUG_PACKETS Packet activity

0x0004 4 LDAP_DEBUG_ARGS Data arguments from
requests

0x0008 8 LDAP_DEBUG_CONNS Connection activity

0x0010 16 LDAP_DEBUG_BER Encoding and decoding
of data

0x0020 32 LDAP_DEBUG_FILTER Search filters
activities and events

0x0080 128 LDAP_DEBUG_ACL Access Control List
activities

0x0100 256 LDAP_DEBUG_STATS Operational statistics

0x0200 512 LDAP_DEBUG_THREAD Threading statistics

0x0400 1024 LDAP_DEBUG_REPL Replication statistics

0x0800 2048 LDAP_DEBUG_PARSE Parsing activities
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Hex Decimal Value Description

0x1000 4096 LDAP_DEBUG_PERFORMANCE | Relational backend
performance
statistics

0x2000 8192 LDAP_DEBUG_RDBM Relational backend
activities (RDBM)

0x4000 16384 LDAP_DEBUG_REFERRAL Referral activities

0x8000 32768 LDAP_DEBUG_ERROR Error conditions

Oxffff 65535 LDAP_DEBUG_ANY All levels of debug

9.12 Directory administration daemon

The directory administration daemon (ibmdiradm) enables remote management
of the IBM Tivoli Directory Server. It must be installed on the machine where the
IBM Tivoli Directory Server is installed and must be running continuously. The
directory administration daemon accepts requests by way of LDAP extended
operations and supports starting, stopping, restarting, and status monitoring of
the IBM Tivoli Directory Server. By default, the IBM Directory administration
daemon listens on two ports, port 3538 for non-SSL connections and port 3539
for SSL connections, if SSL communication is enabled.

9.12.1 The ibmdiradm command

216

To start the administration daemon, use the ibmdiradm command.

Synopsis
ibmdiradm [-h debug mask] [-f path_to_configuration_file] \
[-s ss1_port] [-p nonssl port] [-i servicename | -u servicename]

Description
Starts the administration daemon.

Options
The options are:
» -h debug_mask

Causes ibmdiradm to generate administration daemon debug output to
stdout. The debug_mask is a bit mask that controls which output is generated
with values up to 65535. This parameter is for use by IBM service personnel.
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See “Server debug mode” on page 214 for additional information on debug
levels.

» -f path_to_configuration_file

Specifies the location of the configuration file used when starting the
administration daemon server. This parameter is used if you want to use a
customized configuration file. If not specified, ibmdiradm defaults to the
platform-dependent location where the configuration file was installed.

» -s ssl_port
Specifies the SSL port.
» -p nonssl_port
Specifies the non-SSL port.

The following two parameters are for Windows systems only:
» -i servicename

Adds the administration daemon as a Windows service.
> -U servicename

Removes the administration daemon as a Windows service.

Stopping the administration daemon
For UNIX-based systems, run the following commands:

ps -ef |grep ibmdiradm
kill -p pid _obtained by previous_commnand
For Windows systems:
1. Through the Control Panel, open the Services window.
2. Click Directory Admin Daemon.
3. Click Action — Stop.

9.12.2 Starting the directory administration daemon

Note: By default, the administration daemon is running when you install the
IBM Tivoli Directory Server.

For UNIX-based and Windows-based systems issue the command:

ibmdiradm
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For Windows-based systems the directory administration daemon can be started
from the control panel (Control Panel — Services, select IBM Directory
Admin Daemon, click Start).

Note: If you enable SSL communication, the directory administration daemon
must be stopped and restarted for SSL to take effect.

9.12.3 Stopping the directory administration daemon

If you have already configured a directory administration DN and password, you
can use the ibmdirct1 command to stop the administration daemon. This
command is not platform specific.

ibmdirictl -D <adminDN> -w <adminPW> admstop
For UNIX-based systems the directory administration daemon can also be
stopped by:

ps -ef | grep ibmdiradm

ki1l -p <pid obtained by previous command>

For Windows-based systems the directory administration daemon can also be
stopped through the control panel (Control Panel — Services, select IBM
Directory Admin Daemon, click Stop).

9.12.4 Administration daemon error log

218

The admin daemon error log logs messages pertaining to the ITDS 52
administration daemon. ibmdiradm is a lightweight version of ibms1apd, which
would be needed in case you need to control the server remotely. ibmdiradm
runs as a daemon on the server and helps remote clients to pass on the
start/stop/restart requests to the server. It listens on port 3538 by default for
non-SSL communications and over port 3539 by default for the SSL
communications. On Windows, the administration daemon is also installed as a
service, in addition to the command line version of ibmdiradm. The name of the
service is IBM Tivoli Directory Admin Daemon V5.2. The basic use of
ibmdiradm is that it is a prerequisite service/daemon for a remote Web
Administration GUI to communicate with the server (ibms1apd). If the Web
Administration GUI is local to ibmslapd, then there is no necessity of ibmdiradm
to be running for the GUI to communicate to the server.

To control the ibmdiradm you would need to use another command-line utility,
known as ibmdirctl. The details of ibmdirct1 will be provided in the next section
(Figure 9.13 on page 227), but for now refer to Figure 9-7 on page 219 to see
which utility controls the other.
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Figure 9-7 Figure depicting the processes for regulating ibmdiradm & ibmslapd
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ibmdiradm “| ibmslapd

The next question would be why do we need the administration log at all? Well,
the answer is quite simple. There are occasions when you need to control your
server remotely. There may be issues associated with the remote handling of
server, like the ibmdiradm is not able to start ibms1apd. The administration
daemon log is handy in such situations, as we can get to know the probable
causes of failure. The problem may be that the server is not configured properly,
due to which the server is compelled to start in configuration mode. In such a
situation ibmdiradm would flash an error saying that it was not able to start the
server. You may check out the administration daemon log for getting the relevant
details and consequently fix the problem.

Modifying administration daemon error log settings
There are two ways to update the administration daemon error log settings.

Using the Web Administration
Refer to Figure 9-8 on page 220, and perform the following steps:

1. Expand Logs in the navigation area, click Modify admin daemon log
settings.

2. Enter the path and file name for the administration daemon error log.
Typically this is the ibmdiradm. Tog file located in the var/ldap/ directory.
Ensure that the file exists on the LDAP server and that the path is valid.

Note: var/ldap/ibmdiradm.log is the default administration daemon error
log for UNIX systems and installpath\varibmdiradm.log is the default
administration daemon error log for Windows systems.

3. Click OK to apply your changes or click Cancel to return to the IBM Tivoli
Directory Server Web Administration Welcome panel without making any
changes.

4. If you click OK, a message is displayed to remind you that you need to restart
the server. Click OK to return to the IBM Tivoli Directory Server Web
Administration Welcome panel.
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5. You must stop the server for changes to take effect. After stopping the server
you must also stop and start the administration daemon locally to
resynchronize the ports.

For UNIX systems:

ibmdirctl -D <AdminDN> -w <Adminpw> admstop
ibmdiradm

For Windows systems:
— If you are running ibmdiradm as a service:
Through the Control Panel, open the Services window.

i. Click Directory Admin Daemon.
ii. Click Action — Stop.
ii. Click Directory Admin Daemon.
iv. Click Action — Start.

— If you are running ibmdiradm as a separate process, you just need to Kill
the current process of ibmdiradm and run it again.

Restart the server.

Modify admin daemon log settings

Admin dasman log path and file name
#Mvaribmdiradm log

M Cancel

Figure 9-8 Settings for the admin daemon log

Using the command line
Issue the command:

ldapmodify -D <adminDN> -w >adminPW> -i <filename>

Where <filename> contains:

dn: cn=Admin, cn=Configuration
changetype: modify

replace: ibm-slapdErrorLog
ibm-sTapdErrorLog: <newpathname>

You must stop the server for changes to take effect. After stopping the server you
must also stop and start the administration daemon locally to resynchronize the
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ports. Start the server. The sequence of the commands to do the same is as
follows:

ibmdirctl -D <adminDN> -w <adminPW> -p 389 stop
ibmdirctl -D <adminDN> -w <adminPW> admstop
ibmdiradm

ibmdirctl -D <adminDN> -w <adminPW> start

Viewing the administration daemon error log
Use the following procedures to view the administration daemon error log.

Using Web Administration
Refer to Figure 9-9, and perform the following steps:

1. Expand Logs in the navigation area, then click View admin daemon log.

2. The panel displays the first page of the administration daemon log and the
navigation arrows at the bottom of the panel enable you to go to the next
page or to the previous page. From the menu, you can select a specific page,
for example Page 6 of 16, and click Go to display that page of the
administration daemon log.

3. From the Web administration tool you can also:
a. Click Refresh to update the entries in the log.
b. Click Clear log to delete all entries in the administration daemon log.

c. Click Close to return to the IBM Tivoli Directory Server Web
Administration Welcome panel.

000 localhost
View admin daemon log Lodfiles|
™ | |- Select Action — x| Ga| Clear log
Feb 22 00:21:06 2004 Attempt to bind failed; erro 22 {Invalid argument). Refresh
Feb 22 00:21:06 2004 Socketlnit failed for port 3538, M
Feb 22 00:21:06 2004 Terminating senver.

Figure 9-9 Contents of the admin daemon log

Using the command line
To view the administration daemon error log issue the following command:

more /var/ldap/ibmdiradm.Tog

Where /var/ldap/ibmdiradm.log is your administration daemon error log.
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Note: /var/ldap/ibmdiradm.log is the default administration daemon error log
for UNIX systems and installpath\var\ibmdiradm.log is the default
administration daemon error log for Windows systems.

Dynamically view and clear administration daemon error log

To dynamically view and clear the administration daemon error log, the following
commands can be used from the command line. See Example 9-5 and
Example 9-6 for sample output from these commands.

ldapexop -D <adminDN> -w <adminPW> -op readlog -log ibmdiradm -lines all
ldapexop -D <adminDN> -w <adminPW> -op clearlog -log ibmdiradm

Example 9-5 Idapexop command viewing the log

E:\>Tdapexop -D cn=root -w secret -op readlog -log ibmdiradm -Tines all

Feb 22 00:21:06 2004 Attempt to bind failed; errno 22 (Invalid argument).

Feb 22 00:21:06 2004 SocketInit failed for port 3538.

Feb 22 00:21:06 2004 Terminating server.

Mar 03 20:39:11 2004 Open of SSL key database file F:\Keys\server.kdb failed.
Mar 03 20:39:11 2004 Terminating server.

Mar 04 08:46:56 2004 Open of SSL key database file F:\Keys\server.kdb failed.
Mar 04 08:46:56 2004 Terminating server.

Mar 04 09:01:11 2004 Open of SSL key database file F:\Keys\server.kdb failed.
Mar 04 09:01:11 2004 Terminating server.

Mar 04 09:05:58 2004 Open of SSL key database file F:\Keys\server.kdb failed.
Mar 04 09:05:58 2004 Terminating server.

Mar 04 09:08:10 2004 Open of SSL key database file F:\Keys\server.kdb failed.
Mar 04 09:08:10 2004 Terminating server.

Mar 04 09:08:40 2004 Open of SSL key database file F:\Keys\server.kdb failed.
Mar 04 09:08:40 2004 Terminating server.

As seen in the example above, there were issues with the key database file,
which was specified during SSL configuration. Hence ibms1apd could not be
started by ibmdiradm. Consequently the logs of ibmdiradm are populated.

Example 9-6 Idapexop command clearing the log

E:\>1dapexop -D cn=root -w secret -op clearlog -log ibmdiradm
ibmdiradm log file cleared.

E:\>1dapexop -D cn=root -w secret -op readlog -log ibmdiradm -lines all
Mar 18 08:18:51 2004 Log file cleared.

Administration daemon audit logging

We can audit the operations or transactions that are performed between clients
and the directory server via the administration daemon, ibmdiradm. This has
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again the same uses as we had seen for audit log. We can get a detailed set of
timestamped activities occurring on the server. Timestamps obviously play a vital
role during problem determination.

Note: Members of the administrative group can view the administration
daemon audit log and settings but not modify them. Only the root
administrator is enabled to access. Change or clear the administration
daemon audit log files.

Administration daemon audit log and administration audit log

To enable the administration daemon audit log you can use the we
administration tool, or the command line.

Using Web Administration

Refer to Figure 9-10 on page 224, and perform the following steps to enable the
administration audit log and modify the administration audit log settings:

1. Expand Logs in the navigation area, click Modify admin daemon audit log
settings.

2. Select Enable admin daemon audit logging to use the audit log utility with
the administration daemon.

Note: The default setting is enabled. You only need to select the check box
if you have previously disabled the administration daemon audit log.

3. Enter the path and file name for the administration daemon audit log.
Typically this is the adminAudit.log file located in the /var/ldap/ directory.
Ensure that the file exists on the Idap server and that the path is valid.

Note: /var/ldap/adminAudit.log is the default administration daemon audit
log for UNIX systems and installpath\var\adminAudit.log is the default
administration daemon audit log for Windows systems.

4. Click OK to apply your changes or click Cancel to return to the IBM Tivoli
Directory Server Web Administration Welcome panel without making any
changes.

5. If you click OK, a message is displayed to remind you that you need to restart
the server. Click OK to return to the IBM Tivoli Directory Server Web
Administration Welcome panel.
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6. You must stop the server for changes to take effect. After stopping the server
you must also stop and start the administration daemon locally to
resynchronize the ports.

For UNIX systems:

ibmdirctl -D <AdminDN> -w <Adminpw> admstop
ibmdiradm

For Windows systems:
— If you are running ibmdiradm as a service:
Through the Control Panel, open the Services window.

i. Click Directory Admin Daemon.
ii. Click Action — Stop.
ii. Click Directory Admin Daemon.
iv. Click Action — Start.

— If you are running ibmdiradm as a separate process, you just need to kil
the current process of ibmdiradm and run it again.

Restart the server.

| 0 00 localhost

Modify admin daemon audit log settings
¥ Enable admin daemon audit logging

Log file details

Admin daemon audit log path and file name
*/fvarfadminAudit log

% Cancel

Figure 9-10 Settings for the admin daemon audit log

Using the command line
Issue the command:

1dapmodify -D <adminDN> -w <adminPW> -i <filename>

Where <filename> contains:

dn: cn=Admin Audit, cn=Configuration
changetype: modify

replace: ibm-audit

ibm-audit: true
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replace: ibm-auditLog
ibm-auditlLog: <newpathname>

You must stop the server for changes to take effect. After stopping the server you
must also stop and start the administration daemon locally to resynchronize the
ports. Restart the server.

ibmdirctl -D <AdminDN> -w <adminPW> -p 389 stop
ibmdirct]l -D <AdminDN> -w <adminPW> admstop
ibmdiradm

ibmdirct]l -D <AdminDN> -w <adminPW> start

Disabling the administration daemon audit log
To disable audit logging perform the steps in one of the following methods:

Using Web Administration
To use this:

1. Expand Logs in the navigation area, click Modify admin daemon audit log
settings.

2. Deselect Enable admin daemon audit logging.

3. Click OK to apply your changes or click Cancel to return to the IBM Tivoli
Directory Server Web Administration Welcome panel without making any
changes.

The panel where you would be making these settings is same as the one shown
in Figure 9-10 on page 224.

Using the command line
Issue the command:

1dapmodify -D <adminDN> -w <adminPW> -i <filename>

Where <filename> contains:

cn=Admin Audit, cn=Configuration
changetype: modify

replace: ibm-audit

ibm-audit: false

Note: If you are using administration daemon audit logging in
configuration-only mode, the DN specified is dn: cn=audit,
cn=configuration. Any changes made to this DN are overwritten with the dn:
cn=audit, cn=localhost values when the server is started in normal mode.
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Viewing the administration daemon audit log
Use one of the following procedures to view the administration daemon audit log.

Using Web Administration
Refer to Figure 9-11, and perform the following steps:

1. Expand Logs in the navigation area, then click View admin daemon audit
log.

2. The panel displays the first page of the administration daemon audit log and
the navigation arrows at the bottom of the panel enable you to go to the next
page or to the previous page. From the menu, you can select a specific page,
for example Page 6 of 16, and click Go to display that page of the
administration daemon audit log.

3. From the Web administration tool, you can:
a. Click Refresh to update the entries in the log.
b. Click Clear log to delete all entries in the administration daemon audit log.

c. Click Close to return to the IBM Tivoli Directory Server Web
Administration Welcome panel.

OCDO localhost

View admin daemon audit log Logfil
= | |- Select Action — x| Ga| (Wl
2004-02-29-23:42:01 18769+05:00--V3 Unbind--bindDMN: CN=ROOT--client: 127.0.0.1:28933-- Ref

connectionlD: 5--received: 2004-02-29-23:42:01 18769+05.00--Success

2004-02-29-23:42:03 18771+05:00--V3 Bind--bindDN: CN=ROOT--client 127.0.0.1:29189--
connectionlD: G--received: 2004-02-29-23:42:03 1877 1+05:00--Success

2004-02-29-23:42:05 18773+05:00--¥3 Unbind--bindDMN: CHN=ROOT--client: 127 .0.0.1:29189--
connectionlD: G--received: 2004-02-29-23:42:05 18773+05:.00--5uccess

Clo

Figure 9-11 Contents of the admin daemon audit log

Using the command line
To view the administration daemon audit log issue the following command:

more /var/ldap/adminAudit.log

Where var/ldap/adminAudit.log is your administration daemon log.

Note: /var/ldap/adminAudit.log is the default administration daemon log for
UNIX systems and installpath\var\adminAudit.log is the default administration
daemon log for Windows systems.
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To dynamically view and clear the administration daemon audit log, the following
commands can be used from the command line. See Example 9-7 and
Example 9-8 for sample output from these commands.

ldapexop -D <adminDN> -w <adminPW> -op readlog -log adminAudit -Tines all
ldapexop -D <adminDN> -w <adminPW> -op clearlog -log adminAudit

Example 9-7 Ildapexop command to view the administration audit log

E:\>1dapexop -D cn=root -w secret -op readlog -log adminAudit -lines all | head
-5

2004-03-03-06:29:54.55220+05:00--V3 Bind--bindDN: CN=ROOT--client:
127.0.0.1:34056--connectionID: 12--received:
2004-03-03-06:29:54.55220+05:00--Success
2004-03-03-06:29:54.55220+05:00--V3 Unbind--bindDN: CN=ROOT--client:
127.0.0.1:34056--connectionID: 12--received:
2004-03-03-06:29:54.55220+05:00--Success
2004-03-03-06:29:59.55225+05:00--V3 Bind--bindDN: CN=ROOT--client:
127.0.0.1:34312--connectionID: 13--received:
2004-03-03-06:29:59.55225+05:00--Success
2004-03-03-15:09:03.076+05:00--Audit logging started.
2004-03-04-03:16:53.43747+05:00--Audit logging started.
2004-03-04-03:31:08.44602+05:00--Audit logging started.

As seen in Example 9-7, the messages logged appear the same as they were for
the error log. This log is, however, pertaining to transactions with ibms1apd
through ibmdiradm.

Example 9-8 Idapexop command to clear the administration audit log

E:\>1dapexop -D cn=root -w secret -op clearlog -log adminAudit
adminAudit Tog file cleared.

E:\>Tdapexop -D cn=root -w secret -op readlog -log adminAudit -Tines all
Mar 18 08:25:20 2004 Log file cleared.

9.13 The ibmdirctl command

This is the administration daemon control program. The administration daemon
(ibmdiradm) must be running.

Note: Only the administrator may use this utility.
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Syntax
The syntax is:

ibmdirctl [-D adminDN] [-h hostname] [-K keyfile] [ -N key name ]
[-p port] [-v] [-w adminPW | ?] [-Z] [-?]
command -- [ibmslapd options]

Where command is {startlstoplrestartistatusladmstop}.

Description

The administration daemon control program, ibmdirctT, is used to start, stop,
restart or query the status of the IBM Tivoli Directory Server. It can also be used
to stop the administration daemon.

To display syntax help for ibmdirctl1, type ibmdirctl -?.

Options
The options are:
» -D adminDN

Use adminDN to bind to the LDAP directory. The adminDN is a
string-represented DN (see LDAP Distinguished Names).

» -h hostname

Specify an alternate host on which the Idap server and the admin daemon are
running.

» -K keyfile

Specifies the file to use for keys.
» -N key_name

Specifies the private key name to use in keyfile.
> -p port

Specify an alternate TCP port where the admin daemon is listening. The
default LDAP port is 3538.

> -V
Specifies to run in verbose mode.
> -wadminPW1?

Use adminPW as the password for authentication. Use the ? to generate a
password prompt. Using this prompt prevents your password from being
visible through the ps command. Refer to
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-?
Displays the help screen
command

— start - Starts the server

— stop - Stops the server

— restart - Stops then starts the server

— status - Queries the status the server

— admstop - Stops the IBM Tivoli Directory Server administration daemon

Note: The stop command may be issued directly to the LDAP server.

If the admstop command is issued successfully, the IBM Tivoli Directory
Server Administration Daemon must be restarted manually.

-- ibmslapd options

The ibms1apd options are any options the ibmslapd process takes at startup
time, typically:

— -al-A - Starts the server in configuration only mode

— -n|-N - Does not start the server, if the server is unable to start with the
database backends (no configuration only mode)

Note: If ibms1apd options are requested, they must be preceded by the --.
The ibms1apd options are ignored if the stop command is issued.

Note: The -n and -N options prevent the server from starting if the server is
unable to start with the database backends (not in configuration only
mode).

To start the server in configuration-only mode issue the command:

ibmdirctl -h mymachine -D myDN -w mypassword -p 3538 start -- -a

To stop the server issue the command:

ibmdirctl -h mymachine -D myDN -w mypassword -p 3538 stop

To stop and start the LDAP Server with out showing the password:

C:\>ibmdirctl -D cn=root -w ? stop

Enter password ==> <password is not shown when typed>
Stop operation succeeded

C:\>ibmdirctl -D cn=root -w ? start
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Enter password ==> <password is not shown when typed>
Start operation succeeded

9.14 Manual installation of IBM WAS - Express

If you use the InstallShield GUI to install the Web Administration Tool, you can
select the embedded version of IBM WebSphere Application Server - Express for
installation. In this case, configuration is also done automatically. If you use
native installation methods, you can install and configure the embedded version
of IBM WebSphere Application Server - Express manually. If you already have
the embedded version of IBM WebSphere Application Server - Express V5.0.2
installed, you must configure manually before you can use the Web
Administration Tool.

9.14.1 Manually installing the Web Administration Tool
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To manually install the embedded version of WebSphere Application Server -
Express, use the following procedure:

1. After you download and unzip (or untar) the IBM Tivoli Directory Server zip or
tar file, change directories to the directory where you expanded the file.

2. Type the following command at a command prompt:
On Windows platforms:
install.bat -installRoot embWASE_installpath -hostName localhost
On UNIX platforms:
install.sh -installRoot embWASE_installpath -hostName Tocalhost

Where embWASE_installpath is the directory where you are installing the
embedded version of IBM WebSphere Application Server - Express. By
convention, this directory is the appsrv subdirectory of the directory where
IBM Tivoli Directory Server is installed, but you can use any directory.

After installing the Web Administration Tool, copy the Web Administration Tool to
the embedded version of IBM WebSphere Application Server - Express directory
by using the following commands:

mkdir embWASE_installpath/installableApps/
cp installpath/idstools/IDSWebApp.war embWASE_installpath/installableApps/

Where:

» embWASE_installpath is the directory where you are installing the embedded
version of WebSphere Application Server - Express.

» installpath is the directory where IBM Tivoli Directory Server is installed.
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Install the Web Administration Tool into the embedded version of IBM
WebSphere Application Server - Express by using the following command:

» On Windows systems:
Note: Type the command on one line.

"embWASE_installpath\bin\wsadmin.bat" -conntype NONE -c "$AdminApp \
install {embWASE_installpath\installableApps\IDSWebApp.war} \
{-configroot \"embWASE installpath\config\" \

-node DefaultNode -usedefaultbindings -nodeployejb -appname \
IDSWebApp.war -contextroot \"IDSWebApp\"}"

» On UNIX systems:
Note: Type the command on one line.

embWASE_installpath/bin/wsadmin.sh -conntype NONE -c "\$AdminApp \
install {embWASE_installpath/installableApps/IDSWebApp.war} \
{-configroot \"embWASE installpath/config\" \

-node DefaultNode -usedefaultbindings -nodeployejb -appname \
IDSWebApp.war -contextroot \"IDSWebApp\"}"

Note: If you install the Web Administration Tool and the embedded version of
WebSphere Application Server - Express through the InstallShield GUI, these
commands are run automatically.

9.14.2 Manually uninstalling the Web Administration Tool

To manually uninstall Web Administration Tool from the embedded version of
IBM WebSphere Application Server - Express, use the following procedure:

1. Be sure that the application server is started.

2. Type the following at a command prompt to uninstall the Web Administration
Tool:
— On Windows platforms:

Note: Type the command on one line.

embWASE_installpath\bin\wsadmin.bat -conntype NONE -c "$AdminApp \
uninstall IDSWebApp.war"
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— On UNIX platforms:
Note: Type the command on one line.

embWASE_installpath/bin/wsadmin.sh -conntype NONE -c "\$AdminApp
uninstall IDSWebApp.war"

Where embWASE_installpath is the path where you installed the
embedded version of WebSphere Application Server - Express.

9.14.3 Default ports used by IBM WAS - Express
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The embedded version of WebSphere Application Server - Express uses four
default port settings:

Http Transport (port 1): 9080

Http Transport (port 2): 9443

Bootstrap/rmi port: 2809
Soap connector port: 8880

If a conflict exists with another application using one or more of these default
ports, you can use a text editor to change from the default ports to unused ports.

Http Transport port 1

Find the line containing the port number 9080 in the following files and replace

the 9080 with the port number that you want:
$WASHOME\appsrv\config\cells\DefaultNode\nodes\DefaultNode\servers\serverl\

server.xml
$WASHOME\appsrv\config\cells\DefaultNode\virtualhosts.xml

Where $WASHOME is the directory where the embedded version of WebSphere
Application Server - Express is installed.

Http Transport port 2
Find the line containing the port number 9443 in the following files and replace
the 9443 with the port number that you want:

$WASHOME\config\cells\DefaultNode\nodes\DefaultNode\servers\serverl\server.
xml
$WASHOME\config\cells\DefaultNode\virtualhosts.xml

Where $WASHOME is the directory where the embedded version of WebSphere
Application Server - Express is installed.
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Bootstrap/rmi port
Find the line containing the port number 2809 in the following file and replace the
2809 with the port number that you want:

$WASHOME\config\cells\DefaultNode\nodes\DefaultNode\serverindex.html

Where WASHOME is the directory where the embedded version of WebSphere
Application Server - Express is installed.

Soap connector port

Find the line containing the port number 8880 in the following file and replace the
8880 with the port number that you want:

$WASHOME\config\cells\DefaultNode\nodes\DefaultNode\serverindex.html

Where WASHOME is the directory where the embedded version of WebSphere
Application Server - Express is installed.

HTTP and HTTPS Ports

The embedded version of WebSphere Application Server - Express, V5.0.2
comes with HTTPS set up by default on port 9443. To use HTTPS, you must
change your login URL to the following:

https://<hostname>:9443/1DSWebApp/IDSjsp/Login.jsp

For non-HTTPS connections, continue to use the URL:
http://<hostname>:9080/I1DSWebApp/IDSjsp/Login.jsp

Additionally, if you want to change the application server’s SSL certificate, you
can create new key and trust store database files for the embedded version of
WebSphere Application Server - Express to use. By default, the key and trust
store database files are separate and are located in the <WASHOME>/etc
directory. These files are named DummyServerKeyFile.jks and
DummyServerTrustFile.jks respectively.

After you have created your new Java keystore files, you can change the key and
trust store database files that WAS uses by modifying the
<WASHOME>/config/cells/DefaultNode/security.xml file to use your new file
names, passwords, and file formats. In Example 9-9, refer to the highlighted lines
that indicate what gets modified in the security.xml file.

Example 9-9 security.xml file

<repertoire xmi:id="SSLConfig_l" alias="DefaultSSLSettings">
<setting xmi:id="DefaultSSLSettings"

keyFileName="${USER_INSTALL_ROOT}/etc/DummyServerKeyFile.jks"

keyFilePassword="WebAS" keyFileFormat="JKS"
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trustFileName="${USER_INSTALL_ROOT}/etc/DummyServerTrustFile.jks"
trustFilePassword="WebAS" trustFileFormat="JKS"
clientAuthentication="false" securitylLevel="HIGH"
enableCryptoHardwareSupport="false">

<cryptoHardware xmi:id="CryptoHardwareToken_ 1" tokenType=
lTibraryFile="" password=""/>

<properties xmi:id="Property 4" name="com.ibm.ss1.protocol" value="SSLv3"/>
<properties xmi:id="Property 5" name="com.ibm.ss1.contextProvider"
value="IBMJSSE"/>

</setting>

</repertoire>

9.15 Installing in WebSphere Version 5.0 or later
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If you use WebSphere, you must install the Web Administration Tool into Web-
Sphere. Use the following instructions as a guide:

1. Install WebSphere, using the installation information provided with it.

2. Install the Web Administration Tool using either the InstallShield GUI or the
installation utility for your operating system. The file containing the Web
Administration Tool is named IDSWebApp.war, and it is in the idstools
subdirectory of the installation directory that was specified during installation.

3. Install the Web Administration Tool application into WebSphere, using the
information provided with WebSphere. For example, if you use the
Administrative Console, on the Install New Application window, set the Local
path to installdirectory/idstools/IDSWebApp.war, and the Context root to
/IDSWebApp. installdirectory is the directory you specified when installing the
Web Administration Tool.

4. Start the Web Administration Tool (for example, through the Administrative
Console).

5. From a Web browser, type the following address:
http://Tocalhost:9080/IDSWebApp/IDSjsp/Login.jsp

The IBM Tivoli Directory Server Web Administration login page window is
displayed.
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Note: This address works only if you are running the browser on the
computer on which the Web Administration Tool is installed. If the Web
Administration Tool is installed on a different computer, replace localhost
with the hostname or IP address of the computer where the Web
Administration Tool is installed.

One problem found was if you are running the browser on the computer on
which the Web Administration Tool is installed and you are using an IP
address or hostname as part of the URL used to access the Web
Administration Tool you might get errors trying to connect. To fix this use
localhost:9080 instead of the IP address or hostname and you will not have
any problems.
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10

Client tools

Normally we have different ways of performing certain activities. We can either
use the command-line utilities or we can use a GUI for similar activities. A GUI or
a graphical user interface is a handy tool in cases like:

» You have taken up a new product for study/use.

» The command-line utilities fail to give a proper understanding of the system
topology.

The GUI provides the user a graphical feel of a product. For example, if a person
wants to see the topology of a set of interconnected systems, he can have a
much better view of the same through the GUI, rather than on the command line.
However, there are situations where the command-line utilities seem to dominate
over the GUI. Some of the disadvantages of the GUI can be listed as:

» Very little chances of automation

» Slow response

These drawbacks are overcome using the command line utilities. The command
line utilities can be judiciously incorporated in scripts to have the desired

tasks/tests automated. The responses from the command line clients are much
faster as regards their GUI counterparts.

Let us talk in terms of the IBM Tivoli Directory Server. Suppose you want to
continuously monitor the directory server, for the number of operations
completed at a given instant of time. It will not be a good idea to manually refresh
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the Web Administration page every 10—15 seconds, to see what the number of
completed operations are at different instants of time. However, it would be a
good idea to put the monitor search (1dapsearch -D<admin DN> -w <admin PW>
-s base -b cn=monitor objectclass=* | grep -i operations)in a shell script
set a delay of 10-15 seconds, and allow it to run for the duration you want. No
more user intervention is required and the results can be stored in a file, which
can be analyzed at will. There are a lot more advantages of using the
command-line utilities. We will be seeing these advantages in this chapter.

To begin with let us see what clients are shipped with the directory server and
what can be done using them.

The client tools for the IBM Tivoli Directory Server come in two flavors. You can
have the GUI as well as the command line utilities.

As far as the GUI is considered, the ITDS 5.2 Web Administration tool, which is
shipped along with the product, acts as the graphical client for the directory
server. However, that will not be explained here in its entirety. The relevant
chapters will keep referring to the ways in which a particular activity can be done
using the Web Administration tool. This chapter will mainly focus on the
command line client utilities.

The LDAP clients that we will be seeing in this chapter are:

1dapchangepwd
ldapdelete

1dapexop

1dapmodify and Tdapadd
1dapmodrdn

ldapsearch

vVvyYvyvyYYyy

Understanding LDAP Design and Implementation



10.1 The Idapchangepwd command

1dapchangepwd is the command line tool for modifying a user’s password. Here is
the synopsis of the 1dapchangepwd command.

10.1.1 Synopsis

1dapchangepwd -D binddn -w passwd | ? -n newpassword | ? [-C charset] [-d
debuglevel] [-G realm] [-h 1daphost] [-K keyfile] [-m mechanism] [-M] [-N
certificatename] [-0 maxhops] [-p Tdapport] [-P keyfilepw] [-R] [-U username]
[-v] [-V version] [-y proxydn] [-Y] [-Z] [-?]

10.1.2 Options

The options are:

>

-C charset

Specifies that the DNs supplied as input to the 1dapchangepwd utility are
represented in a local character set, as specified by charset. Use -C charset
to override the default, where strings must be supplied in UTF-8. You may
refer the ITDS 5.2 Administration Guide to get to know the character sets that
we support.

You can download the administration guide from:
http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.html

Note: The supported values for charset are the same values supported for
the charset tag that is optionally defined in Version 1 LDIF files.

-d debuglevel

Set the LDAP debugging level to debuglevel. You may refer Chapter 18,
“Debugging IBM Tivoli Directory Server related issues” on page 589, for
further information on what debugging levels can be set for the clients. The
level is the same as applicable to ibmsTapd (the directory server process)
while running it in debug mode.

-D binddn

Use binddn to bind to the LDAP directory. binddn is a string-represented DN.
When used with -m DIGEST-MD5, it specifies the authorization ID. It can be
either a DN or an authorized string that starts with u: or dn:.

-G realm

Specify the name of the realm. When used with the -m DIGEST-MD5, the
value is passed to the server during the bind.
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>

-h Idaphost

Specify an alternate host on which the LDAP server is running. This option is
useful in the event that your client is installed on a different system than
directory server.

-K keyfile

Specify the name of the SSL or TLS key database file with default extension
of kdb. If the key database file is not in the current directory, specify the fully
qualified key database filename. If a key database filename is not specified,
this utility will first look for the presence of the SSL_KEYRING environment
variable with an associated filename. If the SSL_KEYRING environment
variable is not defined, the default keyring file will be used, if present.

A default keyring file, Idapkey.kdb, and the associated password stash file,
Idapkey.sth, are installed in the /lib directory under LDAPHOME, where
LDAPHOME is the directory where the directory server was installed.
LDAPHOME varies by operating system platform:

AIX operating systems - /usr/ldap

¢ HP-UX operating systems - /usr/IBMIdap

Linux operating systems - /ust/ldap

Solaris operating systems - /opt/IBMIdapc

Windows operating systems - C:\Program Files\IBM\LDAP

Note: This is the default install location. The actual LDAPHOME is
determined during installation. Currently it is possible to specify a different
installation path only for Solaris and Windows. The other platforms are
mandatorily installed at the default location.

See IBM Directory C-Client SDK Programming Reference for more
information about default key database files, and default Certificate
Authorities. This document can be downloaded from:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.htmI

If a keyring database file cannot be located, a “hard-coded” set of default
trusted certificate authority roots is used. The key database file typically
contains one or more certificates of certificate authorities (CAs) that are
trusted by the client. These types of X.509 certificates are also known as
trusted roots. For more information on managing an SSL or TLS key
database, refer to Chapter 15, “Securing the directory” on page 431.
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This parameter effectively enables the -Z switch.
-m mechanism

Use mechanism to specify the SASL mechanism to be used to bind to the
server. The Idap_sasl_bind_s() API will be used. The -m parameter is ignored
if -V 2 is set. If -m is not specified, simple authentication is used.

-M
Manage referral objects as regular entries.
-n newpassword | ?

Specifies the new password. Use the ? to generate a password prompt. Using
this prompt prevents your password from being visible through the ps
command.

-N certificatename

Specify the label associated with the client certificate in the key database file.
If the LDAP server is configured to perform server authentication only, a client
certificate is not required. If the LDAP server is configured to perform client
and server authentication, a client certificate might be required.
certificatename is not required if a certificate/private key pair has been
designated as the default. Similarly, certificatename is not required if there is
a single certificate/private key pair in the designated key database file. This
parameter is ignored if neither -Z nor -K is specified.

-O maxhops

Specify maxhops to set the maximum number of hops that the client library
takes when chasing referrals. The default hopcount is 10.

-p Idapport

Specify an alternate TCP port where the LDAP server is listening. The default
LDAP port is 389. If -p is not specified and -Z is specified, the default LDAP
SSL port 636 is used.

-P keyfilepw-

Specify the key database password. This password is required to access the
encrypted information in the key database file, which may include one or
more private keys. If a password stash file is associated with the key
database file, the password is obtained from the password stash file, and the

-P parameter is not required. This parameter is ignored if neither -Z nor -K is
specified.

R

Specifies that referrals are not to be automatically followed.

Chapter 10. Clienttools 241



-U username

Specifies the username. This is required with -m DIGEST-MD5 and ignored
when any other mechanism is used. The value username depends on what
attribute the server is configured to use. It might be a uid or any other value
that is used to locate the entry.

-v
Use verbose mode, with many diagnostics written to standard output.
-V version

Specifies the LDAP version to be used by 1dapdchangepwd when it binds to
the LDAP server. By default, an LDAP V3 connection is established. To
explicitly select LDAP V3, specify -V 3. Specify -V 2 to run as an LDAP V2
application. An application, like Tdapdchangepwd, selects LDAP V3 as the
preferred protocol by using Tdap_init instead of 1dap_open.

-w passwd | ?

Use passwd as the password for authentication. Use the ? to generate a
password prompt. Using this prompt prevents your password from being
visible through the ps command.

-y proxydn

Specifies the DN to be used for proxied authorization. You can refer the
section on 1dapsearch for an example of using the -y option.

Y

Use a secure TLS connection to communicate with the LDAP server. The -Y
option is only supported when IBM’s GSKit, is installed.

-Z

Use a secure SSL connection to communicate with the LDAP server. The -Z

option is only supported when the SSL component entry, as provided by
IBM’s GSKit, is installed.

2

Displays the syntax help for Tdapchangepwd.

10.1.3 Examples
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The following examples illustrate the options that we have just discussed.

Example 1
The following command:

C:\>1dapchangepwd -D cn=userl,o=ibm,c=us -w user -n userl
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Changes the password of the entry with commonName “user1” from user to
usert.

Example 2

Here is an example for using a different charset than the default. First, let us
verify the codepage of the current database. You can do so with the following
instructions on Windows.

On Windows, you need to work in the DB2 shell, invoked by running the db2cmd
command. In that shell, here are the commands to use:

C:\>set DB2INSTANCE=1dapdb2
C:\>db2start
C:\>db2 connect to 1dapdb2
Database Connection Information
Database server DB2/NT 8.1.2
SQL authorization ID = ADMINIST...
Local database alias = LDAPDB2
C:\>db2 get db cfg for ldapdb2 | grep -i code
Database code page 1208
Database code set = UTF-8
Database country/region code 1

The output from these commands show that the current database is UTF-8.

Note: We have used a UNIX utility here called grep, which is not available on
Windows by default. You can take the entire output in a file and search for the
relevant lines.

The next command:

C:\>1dapchangepwd -D cn=userl,o=ibm,c=us -w userl -C IS0-8859-1 -n user2
changing password for entry cn=userl,o=ibm,c=us

Changes the password of the entry with the commonName “user1” from user1 to
user2. Note that 1dapchangepwd tells the server that the dn that is passed to it
was specified in the ISO-8859-1 character set.

Example 3

Let us run the 1dapchangepwd command with the minimum debuglevel of 1, just to
see the kind of debug output it shows up. Here is what you get when you try to
use invalid credentials to change the password:

C:\>1dapchangepwd -D cn=userl,o=ibm,c=us -w user2 -d 1 -n user3
065:19:42:30 T2652 1dap_sasl_bind
065:19:42:30 T2652 Tdap_sasl1_bind_direct
065:19:42:30 T2652 put_ctrls_into_ber: ctr1s=00304F88
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065:19:42:30 T2652 put_ctrls_into_ber: return(rc=0)

065:19:42:30 T2652 send_initial_request

065:19:42:30 T2652 open_default_connection

065:19:42:30 T2652 new_connection: connect=1

065:19:42:30 T2652 open_ldap_connection

065:19:42:30 T2652 connect_to_host: rainbow:389

065:19:42:30 T2652 sd 716 connected to: 127.0.0.1

065:19:42:30 T2652 new_connection: successful - return(1c=00306520)
065:19:42:30 T2652 send_server_request: msgid=1, bind=NONE
065:19:42:30 T2652 use_connection: 1c=00306520, new refcount=2
065:19:42:30 T2652 flush_request: msgid=1

065:19:42:30 T2652 do_ldap_select

065:19:42:30 T2652 1dap_result

065:19:42:30 T2652 waitdmsg (infinite timeout)

065:19:42:30 T2652 do_ldap_select

065:19:42:30 72652 readlmsg

065:19:42:30 T2652 got result msgid 1, original id 1

065:19:42:30 T2652 free request (origid 1, msgid 1)

065:19:42:30 T2652 free_connection: 1¢=00306520, force=0, unbind=1
065:19:42:30 T2652 free_connection: 1¢=00306520, not freed, refcnt 1
065:19:42:30 T2652 get_ctrls_from_ber: ctrls_p=0012FE78
065:19:42:30 T2652 get_ctrls_from_ber: Control 0ID =
1.3.6.1.4.1.42.2.27.8.5.1, critical = No, value follows
065:19:42:30 T2652 get_ctrls_from_ber: control value is NULL.
065:19:42:30 72652 get_ctrls_from ber: return(0), ctrls=00306060, 1
controls returned

065:19:42:30 T2652 1dap_msgfree

065:19:42:30 T2652 Tdap_controls_free: ctrl1s=00304F88

065:19:42:30 T2652 1dap_control_free: ctr1=00304F48

065:19:42:30 T2652 Tdap_controls_free: ctr1s=00000000

065:19:42:30 T2652 Tdap_err2string

ldap_simple_bind: Invalid credentials

Example 4

Here is an example where you use the -/ hostname argument to indicate the host
where the password change is expected:

C:\>1dapchangepwd -h Tocalhost -D cn=userl,o=ibm,c=us -w user5 -n user6
changing password for entry cn=userl,o=ibm,c=us

Since the default host is localhost, this command is the same as the one shown
in “Example 1”7 on page 242.

Example 5
This example shows the way password changes are done over SSL:

C:\>Tdapchangepwd -D cn=userl,o=ibm,c=us -K F:\KEYS\clientCMS.kdb -P client
-Z -w userb -n user7
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changing password for entry cn=userl,o=ibm,c=us

Here the path of the key file is passed using the -K option, the keyfile password is
passed using the -P option and the SSL flag is turned on using the -Z option (this
is optional in the example shown above, as -K is supposed to enable the -Z
switch by default).

Example 6

This example shows the use of the -N option.
C:\>1dapchangepwd -D cn=userl,o=ibm,c=us -K
f:\Ramakrishna\KEYS\c1ientCMS.kdb -P client -Z -N client -w user7 -n user8
ldap_simple_bind: Operations error

changing password for entry cn=userl,o=ibm,c=us
Can't contact LDAP server

C:\>1dapchangepwd -D cn=userl,o=ibm,c=us -K
f:\Ramakrishna\KEYS\clientCMS.kdb -P client -Z -N clientCMS -w user7 -n
user8

changing password for entry cn=userl,o=ibm,c=us

This example shows that you are not allowed to change the password in case
you pass the wrong certificate name. In “Example 5” on page 244, the client was
picking up the correct certificate to talk to the server, as that was the only one
available and which acted as the default one.

Example 7
This example shows the use of the -p option:

C:\>1dapchangepwd -D cn=userl,o=ibm,c=us -p 389 -w user8 -n user9
changing password for entry cn=userl,o=ibm,c=us

As seen above the port, over which Tdapchangepwd is talking to the server, is 389.
This happens to be the default port. This is configurable, and in the cases where
the default port was changed, the -p option is needed.

Example 8

This example shows the use of flags/options pertaining to referrals. We will get to
know the details on using the -O option, here. You may refer the 1dapsearch
section for illustrations on the -M and -R options.

Assuming we have a set of referrals pointing to an entry, as follows:
cn=refl,o=ibm,c=us -> o=ref,o=ibm,c=us -> cn=userl,o=ibm,c=us

refl is a referral to ref, which in turn is a link to cn=userl.
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If the 1dapchangepwd is run on the entry cn=refl,0=1bm, c=us with number of hops
=1:

C:\>1dapchangepwd -D cn=refl,o=ibm,c=us -p 389 -w user9 -0 1 -n userl
ldap_simple_bind: Referral limit exceeded

The example shows that cn=refl,0=ibm,c=us could not reach the actual target
cn=userl,o=ibm,c=us in the specified number of hops (1).

Now let us remove the restrictions on the referrals:

C:\>1dapchangepwd -D cn=refl,o=ibm,c=us -p 389 -w user9 -n userl
changing password for entry cn=refl,o=ibm,c=us

Now the password change takes place successfully.

Example 9

The next example shows the 1dapchangepwd command driven in verbose (-v )
mode:

C:\>1dapchangepwd -D cn=refl,o=ibm,c=us -p 389 -v -w userl -n user2
1dap_init(NULL, 389)
changing password for entry cn=refl,o=ibm,c=us
delete userpassword:
userl
add userpassword:
user2
ldapchangepwd complete

The example shows a more detailed way as to how Tdapchangepwd goes about
changing the password of a specific user.

Example 10

This example shows the usage of the -V option:
C:\>1dapchangepwd -D cn=refl,o=ibm,c=us -V 2 -w userl -n user2
ldap_bind_s: Inappropriate authentication

C:\>1dapchangepwd -D cn=refl,o=ibm,c=us -V 3 -w user2 -n user3
changing password for entry cn=refl,o=ibm,c=us

As shown above the server refuses the client any service, saying Inappropriate
Authentication, as it is expecting a version 3 call from 1dapchangepwd.

Example 11

This example shows the usage of the -w password | ? and -n newpassword | ?
options in place of the password to avoid entering them on the command line:

C:\>1dapchangepwd -D cn=refl,o=ibm,c=us -w ? -n ? -v
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Enter 01d password ==>
Enter New password ==>
1dap_init(NULL, 389)
changing password for entry cn=refl,o=ibm,c=us
delete userpassword:
user3
add userpassword:
usersd
ldapchangepwd complete

The verbose mode is deliberately turned on here to show how the change in the
password is taking place. In case the passwords are entered along with the
command (without the ? option), the passwords remain in the history of the shell
and it is possible for other users to go through the history and get the passwords.
Also the ps command would be showing the password. To overcome such issues
option of ? is used.

Example 12
The next example shows how the user’s password may be changed over TLS:

C:\>1dapchangepwd -D cn=userl,o=ibm,c=us -Y -w user6 -n user7 -K
F:\Ramakrishna\KEYS\clientCMS.kdb -P client
changing password for entry cn=userl,o=ibm,c=us

The server should be capable of accepting TLS connections in this case.

The root DSE search can be used to verify this:

C:\>1dapsearch -s base objectclass=* | grep security
security=tls

You may refer Chapter 15, “Securing the directory” on page 431, for further
information on TLS.

The -G realm option is effective only when you have set up SASL
communications. That is, it goes hand-in-hand with the -m mechanism option.
Same is the case with the -U username option. The -U options is ignored if -m
option is not specified in the command line. More information on Realms can be
had from the ITDS 5.2 Administration Guide. This document can be found at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.htm]

As far as the SASL mechanisms considered, you can have more information on
the same by reading Chapter 15, “Securing the directory” on page 431.
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To use the SSL or TLS - related functions associated with this utility, the SSL or
TLS libraries and tools must be installed. The SSL or TLS libraries and tools are
provided with IBM’s Global Security Kit (GSKit), which includes security software
developed by RSA Security Inc.

Note: For information regarding the use of 128-bit and triple DES encryption
by LDAP applications, including the LDAP sample programs, see
“LDAP_SSL” in the IBM Directory C-Client SDK Programming Reference. This
section describes the steps required to build the sample programs and your
applications so that they can use SSL with the strongest encryption algorithms
available. This document can be downloaded from:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.html

See the makefile associated with the sample programs for more information on
linking an LDAP application so that it has access to 128-bit and triple-DES
encryption algorithms.

The content of a client’s key database file is managed with the gsk71km utility. For
more information on this Java utility, please refer Chapter 15, “Securing the
directory” on page 431. The gsk7ikm utility is used to define the set of trusted
certification authorities (CAs) that are to be trusted by the client. By obtaining
certificates from trusted CAs, storing them in the key database file, and marking
them as “trusted”, you can establish a trust relationship with LDAP servers that
use “trusted” certificates issued by one of the trusted CAs. The gsk71km utility can
also be used to obtain a client certificate, so that client and server authentication
can be performed.

If the LDAP servers accessed by the client use server authentication only, it is
sufficient to define one or more trusted root certificates in the key database file.
With server authentication, the client can be assured that the target LDAP server
has been issued a certificate by one of the trusted CAs. In addition, all LDAP
transactions that flow over the SSL or TLS connection with the server are
encrypted including the LDAP credentials that are supplied on the Tdap_bind or
1dap_simple_bind_s. For example, if the LDAP server is using a high-assurance
VeriSign certificate, you should obtain a CA certificate from VeriSign, import it
into your key database file, and mark it as trusted. If the LDAP server is using a
self-signed server certificate, the administrator of the LDAP server can supply
you with a copy of the server’s certificate request file. Import the certificate
request file into your key database file and mark it as trusted.

If the LDAP servers accessed by the client use client and server authentication, it
is necessary to:
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» Define one or more trusted root certificates in the key database file. This
allows the client to be assured that the target LDAP server has been issued a
certificate by one of the trusted CAs. In addition, all LDAP transactions that
flow over the SSL or TLS connection with the server are encrypted, including
the LDAP credentials that are supplied on the Tdap_bind or
ldap_simple_bind_s.

» Create a key pair using gsk7ikm and request a client certificate from a CA.
After receiving the signed certificate from the CA, store the certificate in the
client key database file.

10.1.5 Diagnostics

The exit status is 0 if no errors occur. Errors result in a non-zero exit status and a
diagnostic message being written to standard error.

10.2 The Idapdelete command

Tdapdelete is the command-line tool for deleting a single or a group of
users/entries. The entries to be deleted can be passed through the command
line or through file redirection. Let us go further and see the detailed synopsis of
the 1dapdelete command.

10.2.1 Synopsis

ldapdelete [-c] [-C charset] [-d debuglevel][-D binddn] [-f file] [-G realm]
[-h Tdaphost] [-i file] [-k] [-K keyfile] [-m mechanism] [-M] [-n] [-N
certificatename] [-0 maxops] [-p Tdapport] [-P keyfilepw] [-R] [-s][-U
username} [-v] [-V version] [-w passwd | ?] [-y proxydn][-Y] [-Z] [dn]...

10.2.2 Description
1dapdelete is a command-line interface to the Tdap_delete library call.
1dapdelete opens a connection to an LDAP server, binds, and deletes one or
more entries. If one or more Distinguished Name (DN) arguments are provided,
entries with those DNs are deleted. Each DN is a string-represented DN. If no
DN arguments are provided, a list of DNs is read from standard input, or from a
file, if the -i flag is used.
To display syntax help for Idapdelete, type:

ldapdelete -7.
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10.2.3 Options

1dapdelete has options/arguments like -C charset, -d debuglevel, -D binddn, -G
realm, -h Idaphost, -K keyfile, -m mechanism, -M, -N certificatename, -O
maxhops, -p Idapport, -P keyfilepw, -R, -U username, -v, -V, -w passwd | ?, -y
proxydn, -Y, -Z, which are the same as the 1dapchgpwd command and have been
explained in “Options” on page 239. Therefore they are not explained any further
here. The command line arguments for 1dapdelete that We will be seeing, in this
section, are as follows:

>

-C

Continuous operation mode. Errors are reported, but 1dapdelete continues
with modifications. Otherwise the default action is to exit after reporting an
error.

-f file

Read a series of lines from a file, performing one LDAP delete for each line in
the file. Each line in the file should contain a single distinguished name.

-i file

Read a series of lines from a file, performing one LDAP delete for each line in
the file. Each line in the file should contain a single distinguished name.

-k

Specifies to use server administration control.

-n

Show what would be done, but do not actually modify entries. Useful for
debugging in conjunction with -v.

-S
Use this option to delete the subtree rooted at the specified entry.
-dn

Specifies one or more DN arguments. Each DN should be a
string-represented DN.

10.2.4 Examples
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Lets see a set of examples illustrating the options/arguments that we have just
discussed above.

Example 1
The following command:

ldapdelete "cn=Delete Me, o=University of Life, c=US"
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Attempts to delete the entry with commonName “Delete Me” directly below the
“University of Life” organizational entry. It might be necessary to supply a binddn
and passwd, for deletion to be allowed (see the -D and -w options).

Example 2
Here is an example of using the -c argument.

Assuming the fact that there exists an LDIF file test.Idif, with the contents:

cn=userl0,o0=ibm,c=us
cn=user4,o=ibm,c=us

And with the directory users as shown below:

C:\>1dapsearch -D cn=root -w secret -b o=ibm,c=us cn=user* dn
cn=userl,o=ibm,c=us
cn=user2,0=ibm,c=us
cn=user3,o0=1ibm,c=us
cn=user4,o=ibm,c=us

Now if the 1dapdelete command is used without the -c option:

C:\>1dapdelete -D cn=root -w secret -f test.1dif
Deleting entry cn=userl0,o=ibm,c=us
1dap_delete: No such object

C:\>1dapdelete -D cn=root -w secret -c -f test.1dif
Deleting entry cn=userl0,o=ibm,c=us

ldap_delete: No such object

Deleting entry cn=user4,o=ibm,c=us

As seen and expected, -c did not break Tdapdelete and it went ahead with the
deletion of the rest of the entries specified in the file.

There are other ways of doing the same operation:

ldapdelete -D cn=root -w secret -c -i test.ldif
ldapdelete -D cn=root -w secret -c < test.1dif

Example 3

This example is an illustration of the Admin Control (-k). Assuming the fact that
there exists a replication topology and attempts to delete some entries on the
replica:

C:\>1dapdelete -D cn=root -w secret cn=user3,o=ibm,c=us
Deleting entry cn=user3,o=ibm,c=us

ldap_delete: DSA is unwilling to perform

1dap_delete: additional info: Data not encrypted
Referral:

1dap://Tocalhost:636
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That is, with the normal set of options, we are not able to delete the entry. Now
we can delete the same using the Admin Control as follows:

C:\>1dapdelete -D cn=root -w secret -k cn=user3,o=ibm,c=us
Deleting entry cn=user3,o=ibm,c=us

Example 4

This example shows the use of the -n option:
C:\>1dapdelete -D cn=root -w secret -n -dn cn=userl,o=ibm,c=us
IDeleting entry cn=userl,o=ibm,c=us

C:\>1dapsearch -D cn=root -w secret -b cn=userl,o=ibm,c=us objectclass=* dn
cn=userl,o=ibm,c=us

The example shows that the entry is not physically deleted.

Example 5
This example shows how the dn that is to be deleted can be passed in the same
line as the 1dapdelete command, without any input redirection from a file.

C:\>1dapdelete -D cn=root -w secret -k -dn cn=user3,o=ibm,c=us
Deleting entry cn=user3,o=ibm,c=us

Example 6

This example shows the use of the -s option to delete an entire subtree. Here is
how that can be done.

Suppose we want to delete the subtree “cn=sub,o=ibm,c=us” with subentries as
shown below:
C:\>1dapsearch -D cn=root -w secret -b cn=sub,o=ibm,c=us objectclass=* dn
cn=sub,o0=ibm,c=us

cn=subl,cn=sub,o0=1ibm,c=us

Now here is the command to delete the subtree in a single shot:

C:\>1dapdelete -D cn=root -w secret -s cn=sub,o=ibm,c=us
Deleting entry cn=sub,o0=ibm,c=us

C:\>1dapsearch -D cn=root -w secret -b cn=sub,o=ibm,c=us objectclass=* dn
1dap_search: No such object
1dap_search: matched: 0=IBM,C=US

Note: If no DN arguments are provided, the 1dapdelete command waits to
read a list of DNs from standard input. To break out of the wait, use Ctrl+C or
Ctrl+D.
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10.2.5 SSL, TLS notes

The SSL- or TLS-related functions associated with this utility are as like the ones
described with Tdapchangepwd.

10.2.6 Diagnostics

Exit status is O if no errors occur. Errors result in a non-zero exit status and a
diagnostic message being written to standard error.

10.3 The Idapexop command

1dapexop is the tool for performing the extended operations pertaining to the IBM
Tivoli Directory Server.

10.3.1 Synopsis

1dapexop [-C charset] [-d debuglevel][-D binddn][-e] [-G realm] [-h l1daphost]
[-help] [-K keyfile] [-m mechanism] [-N certificatename] [-p ldapport]
[-P keyfilepw] [-?] [-U username] [-v] [-w passwd | ?] [-Y] [-Z]

-op {cascrepl | clearlog | controlqueue | controlrepl | getAttributes |
getlogsize | getusertype | quiesce | readconfig | readlog | stopserver | unbind
| uniqueattr }

10.3.2 Description

The Tdapexop utility is a command-line interface that provides the capability to
bind to a directory and issue a single extended operation along with any data that
makes up the extended operation value.

The 1dapexop utility supports the standard host, port, SSL, TLS, and
authentication options used by all of the LDAP client utilities. In addition, a set of
options is defined to specify the operation to be performed, and the arguments
for each extended operation

To display syntax help for 1dapexop, type:

ldapexop -?

Or:
ldapexop -help
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10.3.3 Options
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The options for the 1dapexop command are divided into two categories:

» General options that specify how to connect to the directory server. These
options must be specified before operation specific options.

» Extended operation option that identifies the extended operation to be
performed.

General options

These options specify the methods of connecting to the server and must be
specified before the -op option.

Tdapexop expects general options such as -C charset,-d debuglevel, -D binddn,
-G realm, -h Idaphost, -help, -K keyfile, -m mechanism, -p Idapport,-P keyfilepw,
-?, -U username, -v, -w passwd | ?, -Y, -Z which are the same as the
1dapchangepwd command and have been explained in “Options” on page 239.
There is one general option that needs explanation here.

> -e

This option displays the LDAP library version information and quits. Here is
an example of the output:

C:\>1dapexop -e

SDK Version: 510
Protocol Version: 300
SDK Build Level: Oct 1 2003

Extended operations option

The -op extended-op option identifies the extended operation to be performed.
The extended operation can be one of the following values:

» cascrepl -action <actionvalue> -rc <contextDN> [options]

This extended operation is for controlling the cascading replication. The
requested action is applied to the specified server and also passed along to
all replicas of the given subtree. If any of these are forwarding replicas, they
forward the extended operation to their replicas.

The operation cascades over the entire replication topology.

-action {quiesce | unquiesce | replnow | wait}

This is a required attribute that specifies the action to be performed.
— quiesce

This operation indicates the server to take no further updates till the
relevant subtree is unquiesced. While setting up the topology, it is desired
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that the changes should not go through the servers participating in the
topology, so that a data consistency is maintained across all the servers.
Hence there is the option of quiescing the servers. The only way to make
any updates to a quiesced server is through an Admin Control. The
obvious reason for having the option of the Admin Control is that you need
to write to the servers the replication related information and you need a
channel to write to the servers even when they are quiesced. Hence the
necessity and implementation of the Admin Control.

unquiesce

Resume normal operation, client updates are accepted. Once a topology
is completed the subtree (replication context) can be unquiesced. that is, It
is ready to accept changes again.

replnow

Replicate all queued changes to all replica servers as soon as possible,
regardless of schedule. In other words this option triggers forceful
replication.

wait

Wait for all updates to be replicated to all replicas. In other words the
topology will be in a sort of dormant stage or a sort of sleep mode, till the
entire topology has come to a balanced or synchronized state. That is all
the updates in the queues of the relevant Masters/Forwarders have gone
in place.

-rc contextDn

This is a required attribute that specifies the root of the subtree. rc stands
for replication context. In case you have set up replication, you can edit
the relevant subtree to find that the object class ibm-replicationContext
is added to the subtree, say, for example, o=ibm,c=us, to make it eligible
for replication. The term rc is picked up from this (r)eplication (c)ontext.

options
-timeout secs

This is an optional attribute that if present, specifies the timeout period in
seconds. If not present, or 0, the operation waits indefinitely. For better
performance of your replication topology it is advisable to set a timeout
period. Some of the servers in the topology may be down. Consequently
the updates to these down servers may not be sent till the servers are up.
Hence there is no point in waiting indefinitely for the changes to pass to all
the servers. Keeping a timeout would mean that you are allocating the
necessary resources for the necessary amount of time and not more. If
there are any anomalies in the topology at a given instant of time, they can
be detected using the other options of the 1dapexop command.
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For example:
ldapexop -op cascrepl -action -quiesce -rc "o=acme,c=us" -timeout 60

This command is meant to quiesce the subtree o=acme,c=us that is,
prevent it from taking any further updates, other than from the
administration control. The operation is supposed to quit if it does not
complete in 60 seconds.

» clearlog -log </logname>

This extended operation is used to clear the log files from the command line.
The log files which can be cleared by the 1dapexop command are listed
below, as an argument to the -log option to 1dapexop.

-log {audit | bulkload | cli | slapd | ibmdiradm | adminDaemon | debug}

This is a required attribute that specifies which log file to be cleared. The
parameters to the -log, as shown above, are mostly self-explanatory as to
what it'll clear. The only log that needs a mention is the debug log. When you
use ldapexop to clear the debug log then the file pointed to by
LDAP_DEBUG_FILE is cleared. This environment variable is supposed to
store the file name so that when you are collecting the server debug trace the
same can be redirected to it. For example:

ldapexop -op clearlog -log debug
controlqueue -skip <skipvalue> -ra <agreementDN>

This extended operation, as its name indicates, is used for controlling the
replication queue, as identified by the replication agreement.

— -skip {all | change-id}.
This is a required attribute.
e all
This option indicates to skip all pending changes for this agreement.
e change-id

This option identifies the single change to be skipped. If the server is
not currently replicating this change, the request fails. In other words, if
there are 100 entries in the replication queue, you are allowed to skip
just the 100th. entry in the queue. There is no direct option, whereby
you can skip any nth. entry in the replication queue. The entry to be
skipped always has to be the front of the queue.

— -ra agreementDN

This is a required attribute that specifies the DN of the (r)eplication
(a)greement. The objectclass pertaining to the replication agreement is
ibm-replicationAgreement. ra is derived from this objectclass.
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For example:

ldapexop -op controlqueue -skip all -ra "cn=server3,
ibm-replicaSubentry=masterl-id,ibm-replicaGroup=default,o=acme,c=us"

ldapexop -op controlqueue -skip 2185 -ra
"cn=server3,ibm-replicaSubentry=masterl-id,ibm-replicaGroup=default,
o=acme,c=us"

controlrepl -action <actionvalue> {-rc <contextDN> | -ra <agreementDN>}

This extended operation is useful for controlling the replication activities
associated with a specific subtree or associated with a specific recipient of
replication.

— -action {suspend | resume | replnow}

This is a required attribute that specifies the action to be performed. This
option is used either to suspend, resume or forcefully replicate changes
over a specific queue as identified by the other options passed.

— -rc contextDn | -ra agreementDn

The -rc contextDn is the DN of the replication context. The action is
performed for all agreements for this context. The -ra agreementDn is the
DN of the replication agreement. The action is performed for the specified
replication agreement. that is, to say if the -rc option is specified then that
will affect all the queues associated with this subtree. And if -ra is specified
then only that queue which corresponds to this agreementDN, will be
affected.

For example:

ldapexop -op controlrepl -action suspend -ra "cn=server3,
ibm-replicaSubentry=masterl-id,ibm-replicaGroup=default,o=acme,c=us"

This is an example to suspend the replication activities associated with the
queue, where the supplier is the one pointed to by master1-id and the
recipient is the one pointed to be server3.

getattributes -attrType <type> -matches bool <value>

This is an extended operation whereby we can fetch the attributes of a
specific type as understood by the rest of the options that go along. Let us
see the detailed specifics on the same:

-attrType {operational | language tag | attribute cache | unique |
configuration}

This is a required parameter for the getattributes extended operation. It
specifies type of attribute being requested.
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— operational

These are the set of attributes tracking the operations of the directory
server. The clients are not supposed to play around with these attributes,
as doing so may force the server to give incorrect information. The
examples of the operational attributes are the attributes pertaining to
ACLs, the attributes storing the timestamps of different events, some
attributes of password policy, etc. For more information refer to

Chapter 11, “Schema management” on page 287.

language_tags

The term, language tags, defines a mechanism that enables the directory
to associate natural language codes with values held in a directory and
enables clients to query the directory for values that meet certain natural
language requirements.

Here is an example:

ldapsearch -b "o=ibm,c=us" (objectclass=organization)
description;Tang-en

The server returns values of an attribute description;lang-en, but does
not return values of an attribute description or description;lang-fr.

If a request is made specifying an attribute without providing a language
code, then all attribute values regardless of their language code are
returned. Further information on this, refer to ITDS v5.2 Administration
Guide, which can be found at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryServer5.2.
htm1

attribute_cache

In ITDS 5.2, there is a new concept of an attribute cache. This is designed
for enhanced performance of the directory server. The attribute cache will
store information pertaining to attributes. There is a setting by means of
which you can select/deselect the set of attributes that can be cached.
Like if you wish that the uid attribute should be cached, whenever there is
a search on uid, just make the necessary settings and information
pertaining to uid would be cached. Hence next time you need to get a
specific set of results the attribute cache will also be screened, thus
enhancing performance.

unique

Each attribute in the LDAP schema maps to a single table. By adding any
attribute to the list of unique attributes, the relevant column in the table
corresponding to the attribute is made unique. Consequently if you make
postaladdress as unique, it will not be possible for more than one object, in
this directory server, to have the same postaladdress.
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»

— configuration
These are basically attributes pertaining to the configuration of the server.
-matches bool {true | false}

Specifies whether the list of attributes returned matches the attribute type
specified by the -attrType option.

For example:
ldapexop -op getattributes -attrType unique -matches bool true

Returns a list of all attributes that have been designated as unique attributes.
ldapexop -op getattributes -attrType unique -matches bool false

Returns a list of all attributes that have been not been designated as unique
attributes.

getlogsize -log <logname>

This extended operation is used to request log file size, precisely in terms of

the number of lines in the log file. This is very much like the ‘wc - command

on UNIX. However, Idapexop is more sophisticated way of doing such things

though as you need not specify the name of the log file, just the type of the log
is sufficient.

-log {audit | bulkload | cli | slapd | ibmdiradm | adminDaemon | debug}

This is a required attribute that specifies the log file to be queried The size of
the log file, in lines, is written to standard output.

For example:

ldapexop -op getlogsize -log slapd
2000 lines

getusertype

This extended operation is used to get to know the profile/privileges of a given
user. This extended operation returns the user type based on the bound DN.
For example:

1dapexop - D <AdminDN> -w <Adminpw> -op getusertype
Returns:

User : root_administrator
Role(s) : server _config_administrator directory_administrator

The description on the “User type and user roles” for extended operations is
coming up shortly in the same section.
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» quiesce -rc <contextDN> [options]

quiesce or unquiesce subtree extended operation. This extended operation is
used to quiesce or unquiesce the servers associated with a specific subtree.
The subtree is indicated by the -rc parameter.

-rc contextDN: This is a required attribute that specifies the DN of the
replication context (subtree) to be quiesced or unquiesced.

The option is -end. This is an optional attribute that if present, specifies to end
the quiesce state, or in other words unquiesce the subtree. If not specified the
default is to quiesce the subtree. For example:

ldapexop -op quiesce -rc "o=acme,c=us"
ldapexop -op quiesce -end -rc "o=ibm,c=us"

readconfig -scope <scopevalue>

This extended operation helps the server to dynamically read updates to the
configuration file. Let us go into the specifics of the same:

-scope { entire | single <entry DN> <attribute> | entry <entry DN> |
subtree <entry DN> }

This is a required attribute. This specifies the scope of the configuration file
that needs to be re-read by the server, which is currently up.

entire
This option specifies to reread the entire configuration file.
— single <entry DN><attribute>
This option specifies to read the single entry and attribute as specified.
— entry <entry DN>

This option specifies that the server is supposed to read the specified
entry.

— subtree <entry DN>

This option specifies that the server is supposed to read the entry and the
entire subtree under it.

For example:

ldapexop -op readconfig -scope entire
1dapexop -op readconfig -scope single "cn=configuration"
ibm-sTapdAdminPW

By means of the above example you are asking the server to dynamically
take note of the new admin password.

There is a set of attributes which can be dynamically re-read by the directory
server. If you change any other attributes and even if you ask the server to
re-read the entire configuration file, changes will not take effect dynamically.
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The following is a list of attributes that can be changed dynamically. You do

not have to restart the server for these changes to take effect:
— cn=Configuration

ibm-slapdadmindn
ibm-slapdadminpw
ibm-slapderrorlog
ibm-slapdpwencryption
ibm-slapdsizelimit
ibm-slapdsysloglevel
ibm-slapdtimelimit

— cn=Front End, cn=Configuration

ibm-slapdaclcache
ibm-slapdaclcachesize
ibm-slapdentrycachesize
ibm-slapdfiltercachebypasslimit
ibm-slapdfiltercachesize
ibm-slapdidletimeout

— cn=Event Notification, cn=Configuration

¢ ibm-slapdmaxeventsperconnection
¢ ibm-slapdmaxeventstotal

— cn=Transaction, cn=Configuration

¢ ibm-slapdmaxnumoftransactions
¢ ibm-slapdmaxoppertransaction
¢ ibm-slapdmaxtimelimitoftransactions

— c¢n=ConfigDB, cn=Config Backends, cn=IBM Directory, cn=Schemas,

cn=Configuration
¢ ibm-slapdreadonly

— cn=Directory, cn=RDBM Backends, cn=IBM Directory, cn=Schemas,

cn=Configuration

ibm-slapdbulkloaderrors
ibm-slapdclierrors
ibm-slapdpagedresallownonadmin
ibm-slapdpagedresimt
ibm-slapdpagesizelmt
ibm-slapdreadonly
ibm-slapdsortkeylimit
ibm-slapdsortsrchallownonadmin
ibm-slapdsuffix

Chapter 10. Client tools

261



262

>

readlog -log <logname> -lines <value>

This extended operation is used to read log files. This extended operation is
used to read a set of lines from the relevant log files or read the entire file. Let
us go into the further specifics pertaining to this option.

-log audit | bulkload | cli | slapd | ibmdiradm | debug
This is a required attribute that specifies the log file to be queried.
-lines {<first><last> | all}

This is a required attribute that specifies either the number of the first and the
last lines to be read from the file or it specifies that all lines are to be read.
Lines are numbered starting at 0. The specified lines are written to standard
output. For example:

ldapexop -op readlog -log audit -Tines 10 20
ldapexop -op readlog -log slapd -Tines all

stopserver

This extended operation helps in stopping the IBM Tivoli Directory Server. For
example:

ldapexop -op stopserver

unbind {-dn <specificDN> | -ip <sourcelP> | -dn <specificDN> -ip <sourcelP> |
all}

This extended operation is useful for disconnecting connections based on
DN, IP, DN/IP or all connections, as needed. All the connections without any
operations and all connections with operations on the work queue are ended
immediately. If a worker is currently working on a connection, it is ended as
soon as the worker completes that one operation.

— -dn <specificDN>

By specifying just the dn, Idapexop will end a connection by DN only. This
request results in the purging of all the connections bound on the specified
DN.

— -ip <sourcelP>

By specifying just the IP, Idapexop will end a connection by IP only. This
request results in the purging of all the connections from the specified IP
source.

— -dn <specificDN> -ip <sourcelP>

By specifying both the dn and the ip, Idapexop will end a connection
determined by a DN/IP pair. This request results in the purging of all the
connections bound on the specified DN and from the specified IP source.
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- -all

Issues a request to end all the connections. This request results in the
purging of all the connections except the connection from where this
request originated. This attribute cannot be used with the -dn and/or -ip.
parameters.

The unbind option is mostly useful for disconnecting unwanted connections,
that may pose a risk, as like Denial of Service, or which are likely to hamper
the directory performance. For example:

ldapexop -op unbind -dn cn=john

1dapexop -op unbind -ip 9.182.173.43

1dapexop -op unbind -dn cn=john -ip 9.182.173.43
ldapexop -op unbind -all

» uniqueattr -a <attribute Type>

This extended operation is used to identify all the nonunique values for a
particular attribute.

-a <attribute>

Specify the attribute for which all conflicting values are to be listed.

Note: Duplicate values for binary, operational, configuration attributes, and
the objectclass attribute are not displayed. These attributes are not
supported extended operations for unique attributes.

For example:
ldapexop -op uniqueattr -a "uid"

The following line is added to the configuration file under the
cn=Directory,cn=RDBM Backends,cn=IBM
Directory,cn=Schema,cn=Configuration entry for this extended operation:

ibm-sTapdPlugin:extendedop /bin/libback-rdbm.d11 initUniqueAttr

Note: If no DN arguments are provided, the Idapexop command waits to read
a list of DNs from standard input. To break out of the wait, use Ctrl+C or
Ctrl+D.

SSL, TLS notes

The SSL or TLS - related functions associated with this utility are as like the ones
described with Idapchangepwd above.
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Diagnostics
Exit status is O if no errors occur. Errors result in a non-zero exit status and a
diagnostic message being written to standard error.

User type and user roles for extended operations
The following are the users and their roles for extended operations.

» User

Root administrator: This user is an administrative user whose “simple and
External” with “SSL or TLS” bind credentials are stored under the
cn=Configuration entry. This user’s Kerberos bind credentials (optional) are
stored under the cn=Kerberos,cn=Configuration entry. This user’s
Digest-MD5 bind credentials (optional) are stored under the
cn=Digest,cn=Configuration entry. In addition, this type of user can bind to
the Admin Daemon.

» Role(s)
— Server configuration administrator

This user has unrestricted access to all information in the configuration
backend and can start/stop the server. The user can issue dynamic
configuration updates.

— Directory administrator

This user has unrestricted access to directory data outside the
configuration backend (schema, and RDBM backends). This user can
search for one or two attributes in the configuration backend. This user
may not have any authority to the operating specific backends (0S/400
system projection backend, zZOS RACF SDBM).

— Administrative group member

This user is basically an administrative user whose “simple or External”
with “SSL or TLS, Kerberos (optional), and Digest-MD5 (optional)”
credentials are stored under an entry in the subtree
cn=Admingroup,cn=Configuration. In addition, this type of user can bind to
the Admin Daemon.

» Role(s)
— Server configuration group member
This user has access to all configuration information except the
administrator and admin group credentials. This user has the ability to
start and stop the server. The user does not have the ability to add or
remove members from the administrative group. The user is not be able to

modify the DN, password, Kerberos ID, or Digest-MD5 ID of any
administrative group member entry under
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cn=AdminGroup,cn=Configuration. If the user is an Administrative Group
Member the user is able to modify his own password, but is not able to
modify his own DN, Kerberos ID, or Digest-MD5 ID. This user is also not
able to see the password of any other administrative group member or the
IBM Tivoli Directory Server administrator. In addition, this user is not able
to add, delete, or modify the audit log settings (the entire
cn=Audit,cn=Configuration entry) or clear the audit log. The user is not
able to add or delete the cn=Kerberos,cn=Configuration or
cn=Digest,cn=Configuration entries, but is able to search all attributes
under these entries. The user is able to modify all attributes under these
entries except the Kerberos and Digest-MD5 root administrator bind
attributes. These users are not able to search or modify the
ibm-slapdAdminDN, ibm-slapdAdminGroupEnabled or
ibm-slapdAdminPW attributes under the cn=Configuration entry. The user
can issue dynamic configuration updates.

— Directory administrator

This user has unrestricted access to directory data outside the
configuration backend (schema, and RDBM backends). This user can
search for one or two attributes in the configuration backend. This user
may not have any authority to the operating specific backends (0S/400
system projection backend, z/OS RACF SDBM).

— LDAP user type

This user is a regular LDAP user whose credentials are stored in the DIT
of the LDAP Server. The user’s “simple and external” with “SSL or TLS”
bind DN is the DN of an entry in the DIT. The user’s password is stored in
the userpassword attribute of this entry.

» Role(s)

LDAP User Role: A user having almost no access to the configuration
backend. This user can search for one or two attributes in the configuration
backend. The user’s access to directory data (schema, and RDBM backends)
is controlled by ACLs.

10.4 The Idapmodify and Idapadd commands

This client tool helps in modifying existing entries in the directory or adding new
ones. Tdapmodify is not used for modifying the RDN values of entries. There is a
separate client tool for this which will be explained in “The Idapmodrdn
command” on page 270.
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10.4.1 Synopsis

1dapmodify [-a] [-b] [-c] [-C charset] [-d debuglevel][-D binddn][-g] [-G
realm] [-h 1daphost] [-i file] [-k] [-K keyfile] [-m mechanism] [-M] [-N
certificatename] [-0 maxhops] [-p Tdapport] [-P keyfilepw] [-r] [-R] [-U
username] [-v] [-V] [-w passwd | ?] [-y proxydn] [-Y] [-Z]

1dapadd [-a] [-b] [-c] [-C charset] [-d debuglevel][-D binddn][-g] [-G realm]
[-h 1daphost] [-i file] [-k] [-K keyfile] [-m mechanism] [-M] [-N
certificatename] [-0 maxhops] [-p Tdapport] [-P keyfilepw] [-r] [-R] [-U
username] [-v] [-V] [-w passwd | ?] [-y proxydn] [-Y] [-Z]

10.4.2 Description

Tdapmodify is a command-line interface to the Tdap_modify and 1dap_add library
calls. Tdapadd is implemented as a renamed version of 1dapmodify. When
invoked as Idapadd, the -a (add new entry) flag is turned on automatically.

1dapmodify opens a connection to an LDAP server, and binds to the server. You
can use 1dapmodify to modify or add entries. The entry information is read from
standard input or from file through the use of the -i option.
To display syntax help for 1dapmodify or 1dapadd, type:

ldapmodify -?

Or:
ldapadd -?

10.4.3 Options

Options like -C charset, -c, -d debuglevel, -D binddn, -G realm, -h Idaphost, -K
keyfile, -k, -m mechanism, -M, -N certificatename, -O maxhops, -p Idapport, -P
keyfilepw, -R, -U username, -v, -V, -w passwd | ?, -y proxydn, -Y and -Z have
already been discussed for the 1dapchangepwd command in 10.1.2, “Options” on
page 239.

Here are the options that are additional:
> -a

Add new entries. The default action for 1dapmodify is to modify existing
entries. If invoked as 1dapadd, this flag is always set.

» -b

Assume that any values that start with a /" are binary values and that the
actual value is in a file whose path is specified in place of the value.
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> -g
Specifies not to strip the trailing spaces on attribute values.
> -ifile
Read the entry modification information from an LDIF file instead of from

standard input. If an LDIF file is not specified, you must use standard input to
specify the update records in LDIF format.

> T

Replace existing values by default.

Input format

The contents of the file (or the standard input if no -i flag is given on the
command line) should conform to the LDIF format.

Alternative input format

An alternative input format is supported for compatibility with older versions of
Idapmodify. This format consists of one or more entries separated by blank lines,
where each entry looks like the following:

Distinguished Name (DN)
attr=attrvalue
[attr=attrvalue ...]

Where attris the name of the attribute and value is the attrvalue.

By default, values are added. If the -r command line flag is given, the default is to
replace existing values with the new one. It is permissible for a given attribute to
appear more than once, for example, to add more than one value for an attribute.
Also note that you can use a trailing ‘\\’ to continue values across lines and
preserve new lines in the value itself.

attr should be preceded by a - to remove a value. The = and value should be
omitted to remove an entire attribute.

attr should be preceded by a + to add a value in the presence of the -r flag.
10.4.4 Examples

Lets see a set of examples illustrating the options/arguments that we have just
discussed above.
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Example 1
Assuming that the file /tmp/entrymods exists and has the following contents:

dn: cn=Modify Me, o=University of Higher Learning, c=US
changetype: modify

replace: mail

mail: modme@student.of.life.edu

add: title

title: Grand Poobah

add: jpegPhoto

jpegPhoto: /tmp/modme.jpeg

delete: description

The command:

1dapmodify -b -r -i /tmp/entrymods

will replace the contents of the Modify Me entry’s mail attribute with the value
modme @ student.of.life.edu, add a title of Grand Poobah, and the contents of the
file /tmp/modme.jpeg as a jpegPhoto, and completely remove the description
attribute. These same modifications can be performed using the older Idapmodify
input format, by modifying the file /tmp/entrymods as:

cn=Modify Me, o=University of Higher Learning, c=US
mail=modme@student.of.life.edu

+title=Grand Poobah

+jpegPhoto=/tmp/modme. jpeg

-description

And by using the command:

1dapmodify -b -r -i /tmp/entrymods

Example 2
Assuming that the file /timp/newentry exists and has the following contents:

dn: cn=John Doe, o=University of Higher Learning, c=US
objectClass: person

cn: John Doe

cn: Johnny

sn: Doe

title: the world’s most famous mythical person

mail: johndoe@student.of.life.edu

uid: jdoe
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The command:

1dapadd -i /tmp/entrymods

adds a new entry for John Doe, using the values from the file /imp/newentry.

Example 3
Assuming that the file /tmp/newentry exists and has the contents:

dn: cn=John Doe, o=University of Higher Learning, c=US
changetype: delete
The command:

Tdapmodify -i /tmp/entrymods

removes John Doe’s entry.

Example 4

Assuming that the file fmp/newentry exists and has the contents:
dn: cn=Modify Me, o=University of Higher Learning, c=US
changetype: modify
replace: description
description:abc

The command:

1dapmodify -g -i /tmp/entrymods
retains the trailing spaces in the description field, that is, abc, as they are
entered. It would be difficult to search for the spaces here! You may want to try

this example in your environments to see that the trailing spaces are actually
maintained.

Note: If no DN arguments are provided, the Idapmodify command waits to
read a list of DNs from standard input. To break out of the wait, use Ctrl+C or
Ctrl+D.

10.4.5 SSL, TLS notes

The SSL or TLS - related functions associated with this utility are as like the ones
described in “The Idapchangepwd command” on page 239.
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10.4.6 Diagnostics

Exit status is O if no errors occur. Errors result in a non-zero exit status and a

diagnostic message being written to standard error.

10.5 The Idapmodrdn command

This tool is specifically designed to modify the RDN part of an entry’s dn.

10.5.1 Synopsis

1dapmodrdn [-c] [-C charset] [-d debuglevel][-D binddn] [-G realm] [-h
ldaphost] [-i file] [-k] [-K keyfile] [-m mechanism] [-M] [-n] [-N
certificatename] [-0 hopcount] [-p Tdapport] [-P keyfilepw] [-r] [-R] [-U
username] [-v] [-V] [-w passwd | ?] [-y proxydn] [-Y] [-Z] [dn newrdn | [-
file]]

i

10.5.2 Description

Tdapmodrdn is a command-line interface to the Idap_modrdn library call.

1dapmodrdn opens a connection to an LDAP server, binds, and modifies the RDN
of entries. The entry information is read from standard input, from file through the
use of the -f option, or from the command-line pair of dn and RDN.

Refer to “LDAP distinguished name syntax (DNs)” on page 43 for information
about RDNs and DNs.

To display syntax help for 1dapmodrdn, type:

1dapmodrdn -?

10.5.3 Options

270

The options like -c, -C charset, -d debuglevel, -D binddn, -G realm, -h Idaphost,
-k, -K keyfile, -m mechanism, -M, -n, -N certificatename, -O hopcount, -p
Idapport, -P keyfilepw, -R, -U username, -v, -V, -w passwd | ?, -y proxydn, -Y, -Z
are already explained or would be explained in one of the other sections. Hence
we are not taking them in this section. The illustrations can be applied to
Idapmodrdn as was to